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1 Introduction

The details of the security mode procedure on S1 have been marked as FFS during the update of the S1 procedure description in TS 36.300 after the last RAN3 meeting. In this contribution we motivate the need for an S1 security mode procedure and propose corresponding text into TS 36.300.
2 S1 Security Mode Procedure

The purpose of the security mode procedure on S1 is to download RRC security keys to the eNodeB from the Core Network (CN) and to trigger the start of integrity/ciphering of RRC signaling between the UE and the eNodeB. To configure the RRC security in the eNodeB may become necessary in the following cases:
· at initial Attach,

· in case of an Idle-to-Active transition (Service Request),
· in case of Re-Authentication, which may become necessary after an IRAT handover or due to other reasons determined by the network.
In the first two cases the security configuration is associated with the setup of the UE context in the eNodeB, while in case of a re-authentication the UE context already exists in the eNodeB. For the configuration of security at UE context establishment the S1 Context Setup procedure is to be used. For more information on the use of the proposed S1 Context Setup procedure see [1]. The Security Mode procedure is needed at least for the re-configuration of the security context in the eNodeB in cases when the UE context already exists in the eNodeB (e.g., at re-authentication). 
The specification should clearly define which procedure (i.e., S1 Context Setup or Security Mode procedure) should be used for configuring the security context in the eNodeB in the different scenarios (i.e., at Idle-to-Active or at Re-authentication), i.e., no ambiguities should be allowed regarding which procedure to use in a particular case. 
The signaling diagram of the proposed S1 Security Mode procedure is shown in Figure 1. The Security Mode Command carries the CK/IK to be used by the eNodeB for the ciphering and integrity protection of RRC messages. Upon receiving the Security Mode Command message the eNodeB performs the corresponding RRC signaling toward the UE to trigger the start of the ciphering/integrity protection in the UE and to carry any necessary configuration parameter to the UE. Note that the (CK, IK) security keys are already available at the UE at that point, as they are generated during the NAS key generation procedure (authentication), preceding the Security Mode Command procedure.
After the successful completion of the RRC signaling with the UE the eNodeB confirms the security configuration toward the CN by sending the Security Mode Complete message.
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Figure 1: S1 Security Mode procedure
3 Conclusion

We propose for RAN3 to agree on the need for a Security Mode procedure on S1 according to the description above and capture the agreement in TS 36.300 according to the text proposal in the Appendix below.
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Appendix - Text Proposal for TS 36.300 –
We propose to add the following text to Section 18.2.1 and 18.2.2 in TS 36.300 v.031.

-------------------  Start of text proposal ---------------------------
18.2.1
S1 Interface Functions

Note: 
The following list of S1 functions reflects the status of agreements in RAN3, might be extended in forthcoming meetings. 

-
SAE Bearer Service Management function:

-
Setup, release.

-
Mobility Functions for UEs in LTE_ACTIVE:

-
Intra-LTE Handover;

-
Inter-3GPP-RAT Handover.

-
S1 Paging function: 

-
NAS Signalling Transport function;

-
S1-interface management functions:

-
Error indication.

-
Network Sharing Function;

-
Roaming and Area Restriction Support function;

-
NAS Node Selection Function;
-
Security Function;
18.2.2
S1 Interface Signalling Procedures

Note: 
The following list of S1 procedures reflects the status of agreements in RAN3, might be extended in forthcoming meetings. 

-
SAE Bearer signalling procedures:

-
SAE Bearer Setup procedure;
-
SAE Bearer Release procedure (EPC initiated);

-
SAE Bearer Release procedure (eNB initiated).

-
Handover signalling procedures;

-
Paging procedure;

-
NAS transport procedure:

-
UL direction (Initial UE);

-
DL direction (Direct Transfer).
-
Security Mode procedure
-
Error Indication procedure:

-
E-UTRAN initiated error indication procedure;

-
EPC initiated error indication procedure.
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