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1
Introduction

The current RAN / CN split working assumption in SAE / LTE is that the ciphering is performed in the core network (i.e. a node different than the eNode B). 
This contribution is discussing technical aspects of the ciphering termination and concludes that the drivers for changing the current RAN / CN are quite unclear or lacking, and does not motivate the drawbacks seen with regards to security and operational aspects.
Keeping ciphering termination in a central node will make it possible to support high access security level and reduce the overall network costs.
2 
Discussion

2.1 
Motivation

The motivations and requirements for moving down the ciphering to the eNode B are currently unclear or lacking. 

The current RAN / CN split has been agreed for a year and the latest architecture discussions in SA2 leading up to the SA plenary guidance has not at all been related to this issue. The functionality over the S1 interface is mainly specific to the LTE access and is therefore independent of roaming and inter-working between LTE and other 3GPP and Non-3GPP accesses, which was discussed at the SA plenary.

2.2
Security

LTE Access is a new radio access network; it is unclear why this access should not have the same or better level of security than existing access networks.

Keeping the access security termination in the core network will make the base station site and the last mile transport significantly less interesting from an attacker’s point of view (since no sensitive user data is available). This has been identified as one of the key security improvements in UMTS compared to GSM circuit switched (TS 33.120, §4.2)
2.3
Other issues

RoHC performance:

As described in [S2-070123], the performance of robust header compression cannot be used as a motivation for moving the ciphering to the eNode B. In fact, in some scenarios the benefits of using RoHC will be less if located in the eNode B site, e.g. due to compression having to be reinitialized for every cell change, as well as more S1 overhead. 
Allowing for stand alone deployments:
SAE / LTE will and should support many different deployment scenarios, including small stand alone scenarios with a few number of eNode Bs. This can be done regardless of the termination of ciphering, by deploying small UPE / SAE GW nodes providing access to local services. Terminating ciphering in the UPE / SAE GW nodes would actually be an advantage for small standalone deployments (e.g. university campuses, airports) since it reduces the need for additional security solutions between the eNode B and UPE / SAE GW.
In case the operator wants to support both local and central services it is possible to support this using the “SAE GW selection” mechanism and in case of simultaneous services the “Multiple-PDN” feature can be used. Note that these scenario can be supported using the same node types as the classical cellular scenario. More detailed requirements and discussion on different deployment scenarios for SAE / LTE are welcome.
Bi-casting vs. packet forwarding:
It is correct that moving ciphering to the eNode B will make it simpler to support packet forwarding between 3GPP accesses. This requires however that a direct tunneling interface is introduced between the eNode Bs to the RNCs and SGSNs of 2G / 3G. Although this is technically possible it still FFS if this is the preferred solution compared to bi-casting. The usage of packet forwarding at inter-RAT handover is not motivation enough for lowering the security of LTE access.

Ciphering processing:
Moving ciphering to the eNode B means that it would not be possible to benefit from hardware trunking in the core network. In classical macro cellular network deployments this hardware trunking gain will be quite significant, since the eNode B load will vary quite much while the CN load will be much more stable since the CN nodes aggregate the traffic from many eNode Bs. 
Example macro cellular scenario (In order to illustrate the point, should not be taken too seriously):
Spectrum efficiency (assumes full buffers) = 4 bits / Hz / Site = 80 mbps 
Peak rate per site (3 sectors x 20 Mhz) = 300 mbps
This gives a processing gain of a central location (covering many eNode Bs) of around 4, assuming that every eNode B is operating at peak spectrum efficiency during the busy period of the day, which is quite unrealistic. If it is instead assumed that the average base station load during the busy period is for example one fourth of the maximum load (given by the spectrum efficiency) there will be a processing gain of 4 x 4 = 16 of using a centralized solution. If it is further assumed that the de-centralized solution requires extra ciphering of user data over S1 interface and the centralized solution does not, the de-centralized solution would require in total 32 times more ciphering and de-ciphering hardware.

Operational and Maintenance Aspects:
Having centralized ciphering will make it easier to maintain and upgrade the ciphering algorithms in the future, compared to the distributed case where also eNode aspects and mobility aspects need to be considered. This issue will most likely be even more important in future scenario with small LTE base stations in indoor and home environments, especially since high rate ciphering is expected to be very hardware dependant.
Having security termination in the evolved packet core is also expected to decrease the overall configuration burden of the S1 interface, since lower requirements are put to secure the user plane traffic between the eNode B and UPE.
Relation to HSPA evolution:
It is the current working assumption that the HSPA evolution standard will (similar to SAE / LTE) support a ciphering location different from the eNode B. It is expected that separate ciphering location would still be the mainstream solution for HSPA evolution network for years to come. RAN3 and SA3 have not considered a PDCP termination in the NodeB site as something beneficial for the system, but rather accepted the fact due to the difficulties to separate RRC security and PDCP in the Rel99-6 baseline architecture. For HSPA it will always be possible for the operator to choose if and when the ciphering should be terminated in the Node B site.

Regardless of ciphering termination in HSPA it should be possible to support excellent inter-working between LTE and HSPA networks. 
3
Conclusion

Due to a number of drawbacks and lack of motivation for moving the ciphering to the eNode B, it is proposed to keep the current working assumption on the RAN / CN split and terminate the ciphering in the evolved packet core.
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