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1
Introduction
This contribution analyses the control plane and user plane protocol stack for the S1 and X2 interface, whereas the control and user plane considerations as well as the transport and control/user plane protocol are considerations are discussed separately. 

Starting point for detailed considerations is first of all the collection of basic requirements for the transport protocol stack and functions for the control/user plane protocol. 

2
Control Plane Transport Options for S1 and X2 interface
2.1
Principles 

The transport protocols on the S1/X2 interface shall provide the following features:

· Reliable data transfer (error detection, error corrections)

· Resilience to attacks (e-NodeB is considered as an insecure node)

· Resilience/ redundancy to network failures

· Short protocol data transfer latencies

· Confidentiality (There is no final decision on encryption of C-Plane data )

· Non Repudiation
· Security/Integrity protection 

Due to the fact that the SAE bearer concept is the same on S1 and X2 interface it will be assumed that at least the same control plane transport for S1 and X2 interface is used. 

It is questioned whether connection oriented and connectionless signalling needs to be supported by the control plane transport. 

2.2 
Option a): Traditional SS7 protocol stack
The SS7 protocol stack used for signalling purposes is shown in Figure 1a) which comprises the SCCP and Message Transfer Part. 
Signaling Connection Control Part (SCCP) [3] provides connectionless and connection-oriented network services above the MTP Level 3 [4]. While MTP Level 3 provides point codes to allow messages to be addressed to specific signaling points, SCCP provides subsystem numbers to allow messages to be addressed to specific applications (called subsystems) at these signaling points. 
Connection oriented SCCP plays a significant role in new 3rd generation wireless networks to provide transport for RANAP applications over Iu Interface.
Disadvantages:
1. But in new network deployments the underlying network has been changed to an IP based network. However, the SCCP protocol is still used for the transport of the application parts like RANAP. 
2. Therefore other options needs to be considered to ensure SCCP interworking with IP based networks, because the LTE architecture will be based on IP networks. 
2.3 
Option b): SCCP and SCTP/IP using M3UA
This option is shown in Figure 1b). The protocol stack is made up of the SCCP, M3UA and SCTP over IP in which the M3UA layer provides an adaptation for certain MTP3 functionality compared to the SS7 stack (see Figure 1a) such as routing and message transfer etc. The M3UA layer ensures the usage of SS7 SCCP layer for IP based network deployments and replaces the message transfer part. This TNL protocol stack is used on the Iu and Iur interface [6], [8].
M3UA [7] defines a protocol for supporting the transport of any SS7 MTP3 user signaling (e.g., ISUP/SCCP messages) over IP using the services of the SCTP. M3UA is suitable for transfer messages of any MTP3 user part. Radio access network application protocol (RANAP) messages are transferred transparently by the M3UA as SCCP payload because they are SCCP user protocols. 

The M3UA layer provides the equivalent set of primitives at its upper layer to the MTP3 users as provided by the MTP3 to its local MTP3 users at an SS7 signaling endpoint. In this way, SCCP layer aren't aware that the expected MTP3 services are offered remotely from an MTP3 layer at an SG, and not by a local MTP3 layer. The MTP3 layer may also be unaware that its local users are actually remote user parts over M3UA. 
SCTP [5] is a new IP transport protocol, which exists at an equivalent level with TCP and user datagram protocol (UDP) and which currently provides transport layer functions to many Internet-based applications. SCTP has been approved by the IETF as a proposed standard, and is specified in RFC 2960. 

SCTP is architecturally viewed as a layer between the SCTP user adaptation layer and a connectionless packet network service such as IP (assuming that SCTP runs on top of IP). The basic service offered by SCTP is a reliable transfer of user messages between peer SCTP users. SCTP is connection oriented; thus it establishes a connection between two endpoints (called association in SCTP context) before transmitting the user data itself. 

Disadvantages:

1. Addressing: Using M3UA each IP node (SCCP node) is required to have both the IP address and point code assigned to it because the M3UA needs to be addressed by point codes at M3UA layer and by IP addresses at IP layer. 
2. Routing: In M3UA the message is handled from point code to point code.
3. The IP routing with M3UA cannot be easily utilised without maintaining large amounts of network wide data at each node, i.e. messages are sent hop by hop when point codes addressing mechanism is used. 
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Figure 1: Control Transport Plane Options
2.4
Option c): SUA and SCTP/IP 

Another possibility would be to replace the SCCP and M3UA layer with the SUA layer, which is shown in Figure 1c). 
SUA [9] defines a protocol for the transport of any SS7 SCCP user signalling (e.g. RANAP, etc.) over IP using SCTP. The protocol is designed to be modular and symmetric so as to allow it to work in different architectures. SUA supports the following:

· Transfer of SCCP user part messages (RANAP, etc.) 

· SCCP connectionless service 

· SCCP connection oriented service. 
The SUA integrates with the SCTP/IP layer and provides adaptation for signaling features defined in SS7 SCCP layer. 
SUA uses SCTP as underlying protocol. 
Advantages:
1. SUA allows the IP network to route the signalling messages. This is an advantage of SUA (routed) over M3UA (Point to Point), especially in the all-IP scenario as M3UA needs to be routed on Point Codes, while SUA messages can be routed using IP addresses [2].
2. SUA allows the IP network to route the messages using global title information (without usage of point codes). 
3. With the usage SUA each IP node does not consume scarce point-code resources. SUA can use extended addressing capabilities which are not included in SCCP (use of IP address and of hostname/DNS names). 
4. Management should be simpler as only one layer (SUA ASP management) has to be administered versus 2 (M3UA ASP management + SCCP management).
5. The SUA capabilities make the use of SCCP and M3UA unnecessary and SUA can be considered preferable in terms of efficiency and implementation complexity [2]. 
2.5
Option d): Transport network based on SCTP/IP

Figure 1 Option d) represents a possible solution without the SUA layer. The application part is located on top of the SCTP/IP layer. So the SUA and the M3UA/SCCP layers are removed compared to the previous options, which lead to a quite simple protocol stack. 

The functionality provided by SUA or M3UA/SCCP the e.g. addressing, management of parallel signalling association etc. are no longer available then. 
This leads to the question whether the control protocol (application part e.g. eRANAP) needs to be extended in order to provide these functions. 
2.6 
Option e): Transport network based on UDP/IP

Another alternative of the control plane transport is shown in Figure 1 e). The used protocols are UDP/IP as path protocol. 

3
Control protocols 

3.1 
S1 interface functions
The control protocol for the S1 interface supports at least the following functions (see [10]):
· Mobility functions 
· Connection management functions 

· SAE Bearer functions

· MBMS functions 

· Paging

· Transport of NAS functions

· Configuration of RRC security 

· S1 management functions (path supervision)

On the X2 interface inter cell RRM and Handover functions are required. The required functions on the S1 and X2 interface are not the same and therefore the control protocol on the S1 and X2 interface might be different. 

3.2 Control protocol options
The following protocols are possible candidates as control protocol: 
eRANAP: 
eRANAP is either a subset of the today’s RANAP protocol used in the R6 architecture or a new application part similar to RANAP (~ “S1AP”). Most of the functions are provided by RANAP thus by eRANAP. It is FFS whether path supervision needs to implement in the eRANAP or this functionality is provided in the control plane transport. eRANAP works on option a) – option c) and could work on option d). However for option d) possibly further functions are required which are FFS. 

GTP-C:

GTP-C represents another alternative for the control protocol as used in the R6 architecture on the Gn and Gp interface as defined in [1]. GTP-C messages are transferred on top of UDP/IP (path protocol). Therefore only control plane transport option e) is feasible. 
GTP-Control supports tunnel management functions, which could be used to create, modify and delete SAE bearers in the LTE architecture.  

Furthermore GTP-C is responsible for the path management, i.e. by maintaining keep-alive echo messages, which ensures that a connectivity failure between nodes can be detected in a timely manner.
How GTP-C needs to be extended to support the full list of functions (section 3.1) is FFS. 

Diameter (Radius):
The Diameter base protocol [12] is intended to provide an Authentication, Authorization and Accounting (AAA) framework for applications such as network access or IP mobility. Diameter is a reliable protocol and therefore runs over TCP, SCTP. The provides the following facilities

· Delivery of AVPs (attribute value pairs)

· Capabilities negotiation

· Error notification

· Extensibility, through addition of new commands and AVPs 

· Basic services necessary for applications, such as handling of user sessions or accounting

The Diameter protocol consists of a header followed by one or more so called Attribute-Value-Pairs (AVPs). An AVP includes a header and is used to encapsulate protocol-specific data (e.g., routing information) as well as authentication, authorization or accounting information. The Diameter AVPs are defined with an AVP code value, data type and additionally an encryption mechanism of AVPs is supported.
Using Diameter as control protocol the signaling information could be easily delivered within such an encapsulation mechanism. Due to the fact that this AVP feature is extensible new AVPs could be defined to support all required signaling functions. 

The underlying transport protocol would be SCTP and therefore Option d) in Figure 1 is recommended. 
Further analysis about the supported functions is FFS. 
4
User Plane Transport
4.1 
Option a): GTP-U
For the user plane transport one possible solution (Figure 2 Option a)) is the usage of GTP-U as used in R6 architecture on the Gn, Gp and Iu interface (see [1] for the definition of GTP). 
GTP-U tunnels are used to carry encapsulated T-PDUs (application data) and signalling messages between a given pair of GTP-U Tunnel Endpoints. The Tunnel Endpoint ID (TEID) which is present in the GTP header shall indicate which tunnel a particular T-PDU belongs to. The path protocol (UPD/IP) defines the path between the source and destination node whereas the GTP-U header defines the tunnel (as shown in Figure 2 option a)).
The path protocol (UDP/IP) defines the IP address and port number of the destination, whereas the TEIDs define the tunnel between these two entities (eNodeB, aGW) reflecting certain QoS requirements. The tunnel endpoints of a GTP-U tunnel are defining the SAE Access Bearer due to the 1:1 relation. It is possible that several GTP-U tunnels with different QoS requirements are established. 
A GTP-U tunnel is ready to transmit data as soon as the tunnel is established (QoS exchange, TEID are known in the peer entity) GTP-C (path and tunnel management) is responsible for (see section 2.5).
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Figure 2: User Transport Plane Options
4.2
Option b): Generic Routing Encapsulation (GRE)

As defined in [11] the GRE protocol could be one alternative for the user transport plane (see Figure 2 b)). This protocol was defined for a most general case, where packets need to be encapsulated and delivered to another destination. This encapsulation is done by the GRE by including a GRE header to the payload. The resulting GRE packet is then encapsulated in a so called delivery protocol, which could be for example IP as shown in Figure 2 b). 
The GRE protocol doesn’t fulfil QoS requirements; whether different tunnels could be established in parallel between source and destination node are FFS. 

5 
Summary
This contribution considered different control plane transport options (see Figure 1) for S1 and X2 interface. It is assumed that for the S1 and X2 interface the same control plane transport stack shall be used.

The analysis identified drawbacks for the SS7 related option and the stack using M3UA as adaptation layer and therefore these two options should not be considered any longer. The other three alternatives option c): SCTP/SUA, d): SCTP and e): UDP/IP needs to be further assessed. 
Regarding the control protocol itself for the S1and X2 interface, it is assumed that different protocols will be used because different functions needs to be supported (see section 3.1).

In section 3.2 control protocol options are listed (e.g. eRANAP, GTP-C and Diameter), which should be further analysed with respect to the needed functions and which underlying control transport stack will be used. 

Regarding user plane transport two possible protocol stacks are considered in this contribution. One option uses the GTP-U protocol, well known from the R6 architecture, which ensures QoS support and parallel associations between source/destination. The second option is the usage of GRE although this protocol doesn’t support QoS requirements. Whether several associations between source/destination are feasible is for FFS. 
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**) Possible examples for Control Protocols are listed in section 3.2
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