3GPP TSG RAN WG3 Meeting #51bis
R3-060474

Sophia Antipolis, France, 3rd – 5th April 2006

Source:
Siemens

Title:
Basics on Network Security

Agenda item:
7.11

Document for:
Discussion & Approval

1
Introduction

At the joint meeting in January with SA3 and RAN2 it was decided that SA3 and RAN3 should collaborate on network security. This paper lists some basic points that should be considered when starting the work with SA3.

2
Discussion

-
It is assumed that 3GPP has to provide standardised means for network security, i.e. mechanisms shall be specified to provide trusted signalling and user data transport inter-connections on S1 and the eNodeB interconnections.

Reasons for that are threats shortly discussed at the joint meeting like User Plane Packets Injection Attacks, Denial of service attacks from false network nodes etc.

-
As RRC is expected to be integrity protected, at least sensible parts of the C-plane on S1 should be encrypted (provision of UE specific keys to the eNodeB). For user-plane transport on S1 integrity protection should be sufficient. 

-
It is further expected, that the RRC-security related information is provided by the aGW to the eNodeB at the UE’s IDLE->ACTIVE transition. The respective keys are typically not changed at every inter eNodeB mobility occasion but may be changed (operator’s choice) from time to time, irrespective of the UEs mobility.

-
With regard to security requirement for eNodeB interconnections, mobility parts of the respective interface shall be protected as on S1, as means are provided to transfer UE contexts and hence RRC integrity keys directly between eNodeBs during HO. The user-plane transport on X2 requires integrity protection as well, as user data forwarding takes place during mobility.

-
The trusted associations between eNodeBs and Access Gateways are assumed to be pre-configured, i.e. they are kept established during network operation. E.g case a new aGW node needs to be introduced for network capacity upgrade reasons, the setup of a security association between it and the eNodeBs it connects to is a network configuration matter.

-
The secured inter-connections between eNodeBs are assumed to be pre-configured as well, however, it is expected that it should be sufficient to establish trusted associations only between those eNodeBs which are direct topological neighbours.

3
Proposal

It is proposed to liaise with SA3 on these basic assumptions and to capture chapter 3 in TR R3-018 in a new chapter “Network Security in E-UTRAN”.
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