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Introduction

The joint meeting between RAN and SA3 decided that user plane encryption should be in the “upper” node and not the cell site node.  There is also ongoing discussion in SA2 on the need for multiple APNs.  There is also a wide understanding (but not a working assumption yet!) that the LTE/SAE architecture will only have two nodes in the user plane.  Thus it would be the Cell site node, (called eNodeB in this contribution) and the upper node (called UPE in this discussion).  

While multiple APNs does not necessarily imply multiple UPEs, if we follow today’s APNs and GGSN model, it can lead to that understanding.  This document discusses the possible impact of having multiple UPEs on the architecture mainly on account of the security decision.

Discussion

Based on the decision to have user plane encryption in the higher node and going with the assumption that there are only two nodes in the user plane, the encryption must be done in the node handling most of the other logical functionality associated with the UPE.   The UPE is also the point of attachment to the internet.  Multiple APNs could imply multiple and logically different UPEs from the specification point of view.

Impact of user plane encryption in UPE

With multiple UPEs, and in the absence of another node to funnel the user data, it can then be expected that each of these UPE must do encryption of the user plane.

Distribution of Cipher keys to UPEs: Encryption of the user plane in the UPE requires presence of cipher keys at the UPEs.  These cipher keys are expected to be initially present in the MME.  If the presence of multiple UPEs, the keys must be transferred to each of the UPEs.

A rolling number required for encryption:  Encryption algorithms use a rolling sequence number input.  This could be just a frame sequence number or a combination of a Random number and frame sequence number.  In any case, its start value should be negotiated between the UE and network.   If assigned by the UPE, each will use their own rolling number and if assigned by the MME, it would be a common number.  In terms of signalling, if assigned by the UPE, it could be signalled to the UE over the user plane signalling between each UPE and UE.  If it is a common one generated by MME, then it would be control plane signalling between MME and UE followed by additional signalling between MME and UPE.

Change of cipher keys:  With the user staying attached to the same MME and with always on, one can expect long periods of attachment.  Since a change of tracking area does not normally result in a change in MME or UPE, it must be possible to change the encryption keys during a session.  With multiple UPEs with different frame sequence numbers, it would be difficult to synchronise the change by the MME and each UPE will have to perform the key change procedure over user plane signalling.  In the UE, this would mean that during the change over phase, both keys will be used depending on the flow.

Security algorithms negotiation:  It can be expected that multiple UPE will support different algorithm sets.  Hence algorithm negotiation must be performed between UPE and the UE.  The UE will have to use different algorithms for the different flows.  Alternatively, the MME could negotiate between the UPEs and the UE to find a common algorithm.  But this may not always be possible or the common algorithm may be a compromised algorithm resulting in a weak overall security of the system.  Moreover, if a new UPE is added during a session, the MME must renegotiate algorithm.  Procedures must then be defined to support a change in algorithm during a session in case there is a change in chosen algorithm.

Need for Integrity protection of the User plane signalling:  If security algorithm negotiation must be done over user plane, then there must be some mechanism for integrity protecting this signalling.  This will require integrity protection keys in each UPE and means to integrity protect this user plane signalling.

Idle mode impacts:

On transition to idle mode, the bearer from the UPE to the eNodeB is expected to be torn down.  The ciphering inputs can be expected to be retained by the UPEs.  An option is for MME to provide them again on transition to active, but since some context must be retained in the UPE, it will be a quicker to also retain the security context in the UPE for Idle mode UEs.

Another related issue is the re-establishment of the bearers on transition back to connected mode.  Either the bearers to all the UPEs could be set up together or only the relevant ones.  Similarly, on moving to idle all the bearers between UPEs and eNodeB must be torn down. Both these add signalling, complexity and additional delay in transitioning between Idle and connected modes.

Handover Impacts:

The need for inter MME/UPE mobility is still being discussed.  In case there is inter-UPE mobility due to UE mobility between geographical MME/UPE regions, all the UPEs in the region must be relocated to UPEs in the other region.  This adds complexity and delay to the HO procedure.

Summary and proposal

The contribution looked at the complexity of having multiple UPEs especially in the context of security.  It is shown that multiple UPEs will lead to significant complexity in the (security) architecture and procedures.  

It is hence proposed that multiple UPEs must be avoided.  If the discussion on number of APNs were to conclude that they need to be supported simultaneously, then this must be done over one UPE.

It is proposed “SAE shall have only one UPE per user” is adopted as a working assumption.

