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1. Introduction

This contribution analyses how a security handling for Non Access Stratum (NAS) signaling messages could be realized. The NAS signaling is used to exchange mobility management messages and session management equivalent messages (carrying QoS characteristics) as shown in the figure below. The NAS termination points are on the UE and aGW control plane side. 
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Several NAS security handling mechanism are discussed in the next section. The different options, which will be considered, are deriving how NAS signaling is generally transferred between the termination points and which nodes are in between. 

2. NAS security handling mechanisms 
2.1 NAS Signaling encapsulated in AS messages 
The provision of a security handling on NAS signaling messages is given due to the fact that the NAS signaling messages are transferred on the radio interface within RRC signaling messages. The security concept for NAS signaling messages relies on the fact that if RRC messages are ciphered also the encapsulated NAS signaling messages will be ciphered (Note: in the R6 reference architecture ciphering is optional to use, but mandatory to implement). As shown in figure 1 the RRC “Upper Part” would be responsible for the ciphering and NAS signaling encapsulation, which terminates at the RRM server within a trusted location. 
2.2 NAS security @ eNode B

Applying NAS security in the eNode B requires that the NAS signaling messages are available in a not transparent way to apply the security handling directly. Otherwise, if the NAS signaling is not directly available at the eNode B, the NAS signaling messages needs to be extracted out of another messages, which requires knowledge of the NAS signaling at the eNodeB. 
Furthermore this architecture violates the principles that have been discussed within SA3#41 and were communicated to RAN2/3 with an LS. For reasons of clarity we quote the respective text from the LS.
“Regarding the termination point for signaling, SA3 agreed that access signaling that terminates “above Node-B” should have its access link protection terminated in a network element that sits “above Node-B”.

2.3 NAS security @ aGW

To provide NAS security at aGW (= aGW control plane) requires a ciphering engine at the aGW especially for NAS signaling messages. This ciphering engine applies security only for NAS information (or for NAS equivalent information in SAE/LTE system). Information which needs to be processed in E-UTRAN (i.e. non-NAS information) is not ciphered.  

Input parameter is required for the ciphering engine as well as the related signaling to change the input parameters after each usage. 
2.4 NAS security: Ciphered via user plane

Another possibility to apply ciphering for NAS signaling messages is to use the user plane ciphering engine at the aGW.  Using the user plane implies that the NAS signaling messages needs to be transferred from the aGW Control Plane node to the aGW User plane node if UP and CP is separated at the aGW. If this is not the case, this is just an internal interface between two functional entities. If the user plane and the control functionality is separated, a procedure needs to be defined to transfer the NAS security to the user plane aGW. In addition to this the aGW needs to extract the NAS message and therefore requires at least the size of the NAS messages. 

Anyhow the aGW needs to know whether ciphering applies for signaling messages (NAS level) or for user plane data. Assuming that generally the handling between user plane packets and NAS signaling with respect to header compression, segmentation buffering is different. 

So a differentiation between NAS signaling messages and user plane packets would be required if the NAS security is provided by re-using the user plane ciphering mechanism.
3. Conclusion
Several possible solutions were discussed in this paper how NAS security could be applied. 
NAS security at the aGW would apply only for NAS messages and not for any other signaling message which needs to be sent to E-UTRAN nodes. This is not seen as very beneficial because NAS signaling messages needs other messages which, needs to be transmitted between different nodes. 
To re-use user plane for the NAS security is not recommended as well. One disadvantage is the transfer of the NAS signaling via an external interface, where the procedure is not yet defined and additionally this requires a differentiation of user plane and NAS signaling messages on the user plane. 
To provide NAS security encapsulated at AS level (2.1) is a very good solution, because the RRC “Upper layer” part is used to provide a security handling for AS messages. Due to the fact that the NAS messages are transferred on the radio link in AS messages (RRC messages) which are ciphered, the encapsulated NAS messages are ciphered and protected (on the radio link) as well. There is no need for another ciphering engine compared to solution (2.2 and 2.3), there is no need for a differentiation and to define functions on an external interface compared to solution 2.4.
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