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1. Discussion

LTE/SAE will re use massively IP technology to interconnect the different RAN and Core network Nodes.

The introduction of IP therefore signifies not only a shift towards packet switching, which is a major change by its own accounts, but also a shift towards completely open infrastructures and easily accessible protocols. The implication is that from a security point of view, a whole new set of threats and risks must be faced, independent of the architectural option that will be selected.  

It can be expected that NAS messages and user plane traffic will not be the only IP flows that will be exchanged between the EnodeB and the MME/CPE Equipment (ASGW): For example, there will be certainly also IP EnodeB Control flows 

 So even if the final decision is to protect “upper in the network” NAS messages and user plane, there is a also a need to add network security mechanisms in order to protect inter nodes links 

LTE/SAE networks will have different constraints in term of network security:

A small LTE/SAE network operated by a single operator with a trusted dedicated private IP transport network will have not the same constraints than a large LTE/SAE network with a single RAN operator offering the services to a set of Core network operators, each operator having its own constraints in term of security for its IP transport network. 

So it is important to define a network security architecture that is sufficiently flexible to fulfil all the future topologies

2. Proposal

The general security architecture defined in NDS (Network Domain Security, IP network layer security) 3GPP specification: TS 33.210 offers the flexibility desired to design a LTE/SAE network. We propose to base the protection of the links between LTE/SAE nodes on NDS principles.

For that, each LTE/SAE network is split in security domains. Inside each security domain, the nodes communicate between them through a secured IPsec tunnel or not depending on intra domain security policy. Inter domain communication are protected by Security Gateways situated at each domain border.

The following figures illustrate some examples of implementation:

· Figure 1 illustrates a LTE/SAE with one RAN operator and one Core operator. Each operator has defined one security domain:

· All NodeB <----> ASGW message exchanges cross 2 security gateways situated at each network border.

· Inter operator exchanges (user plane and control plane) are protected by an IPsec (ESP) tunnel established between the 2 Security gateways (Za interface)

· Inside each network, nodes exchanges can be protected or not by a peer to peer IPsec tunnel depending on the level of security of the internal IP transport (Zb interfaces)

· Figure 2 illustrates a LTE/SAE offering share networking with one operator managing a RAN network and offering its services to 2 Core network operators b and c.
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Figure 1 

 SAE/LTE topology example with One RAN operator and only one Core network operator. Each operator has defined only one security domain
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Figure 2 

SAE/LTE network topology example with one RAN operator offering radio access to two Core network operators. Each operator has defined only one security domain

3. Conclusions

We propose

· To agree at this meeting on the fact that, in addition to the user network security issue (RRC, NAS, user plane flows), there is also inside SAE/LTE a network security issue.

· To take the NeDS solution as proposed in chapter 2 of this contribution as a basic assumption to resolve this SAE/LTE network security issue

·   To take account the availability of this network security function in the SAE/LTE network as a parameter to decide where to terminate user / network encryption and/or integrity.
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