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1 Introduction

Currently, the most critical issue in LTE / SAE security seems security for RRC signalling. A starting point for this discussion needs to be a threat analysis for RRC signalling. This paper aims to contribute to such a threat analysis.
2 RRC Functions and their Security Requirements
2.1 Overview
The functions that must be performed by RRC in LTE are currently under discussion but it can be expected that they will differ only in detail from those that are performed by RRC in UMTS. But it cannot be ruled out at present that RRC signalling could also be significantly different. The analysis that follows assumes the former.
R2-052835 [2] proposes that RRC functions can be subdivided into two groups. One group is identified as being cell specific:

a. Control of requested QoS and arbitration of radio resources.

b. Outer loop power control and timing control.

c. Measurement reporting for link adaptation.

d. Routing of higher layer PDUs.

e. UE quality feedback.

and it is proposed here that these functions are likely to entail signalling that is either embedded within the physical layer or within layer 2 contained within dynamically assigned physical resources. There is precedence for this form of signalling is not protected within UMTS and it is proposed that this can be carried over into UMTS LTE.

A second group of functions require a co-ordinated RRM view. These can be subdivided into a sub-group (A) that are broadcast in nature and therefore do not require security protection although it is noted that paging will contain temporary identifiers. These are:

f. Broadcast of information.

g. MBMS Control.

h. Paging.

And a sub group (B) that contains functions whose associated signalling could have security requirements. These are:

1. 
Management of an RRC Connection between the UE and UTRAN (includes identifier assignment).

2. RRC connection mobility functions (handover).

3. UE measurement reporting and control of reporting.

4. Management of radio bearers.

5. LCS support.

To this is added the additional item:

6. Encapsulation of Core Network Signalling.
2.2 Security analysis of subgroup (B) 
The following observations are made in relation to the need for signalling message security for each of these topics.

1. Management of an RRC Connection:

It is anticipated that in LTE, an RRC connection will be established or re-established on transition from Idle to Active state. Possibly in a similar way to the connection establishment procedure that is currently used within UMTS, secure access and core network signalling can be used once authentication has been completed and a Security Mode Command/ Complete exchange has been completed. Prior to the security context being established the UEs P-TMSI or IMSI are unprotected and visible. It is possible that signalling procedures may enable the re-use of a previously established security context (including the temporary user identity) removing the need for authentication. 

A UE that is in Idle mode is assumed to transit to Active state when transiting a tracking area boundary, or in order to make a periodic tracking area update, or when it has data to send and in response to paging.

In the context of RRC connection establishment it is proposed that the significant feature that requires protection is the initial assignment, on transition to Active state, and the subsequent replacement, when in Active state, of eUTRAN, of access network assigned temporary UE identifiers. These identifiers are distinct from P-TMSI, which is administered by core network signalling, and are used as identifiers in measurement reporting, mobility related signalling and bearer related signalling. eUTRAN identifiers could be replaced on cell change or after an elapsed time interval.

Note: The assumption is that access network temporary identifiers are needed in addition to the core network temporary UE identifiers. The main reason is that the length of the Core Network temporary UE identifier is too long for efficient handling in the radio network: a P-TMSI is 32 bits; C-RNTI, H-RNTI and E-RNTI used in resource allocation are 16 bits long.
It is proposed here that the allocation and replacement of eUTRAN specific temporary identifiers should be made using integrity protected and encrypted signalling connections. Failure to do so weakens protection for the linkage between the UEs permanent identifier, IMSI, a P-TMSI and the eUTRAN local identifiers (e.g. RNTI). This, in turn, could weaken user identity confidentiality. However as the details how to link and allocate identifiers are missing yet for LTE, Table 1 indicates ffs for confidentiality protection. In a  conservative approach confidentiality protection would be applied.
Note: While it appears obvious that encryption shall be used for the assignment of temporary identifiers the case for integrity may not be so obvious. However, without integrity an attacker may be able to generate or, at least, modify the assignment of a new temporary identifier, leading to a mismatch of temporary identifiers on the UE and the network side and, consequently, to denial of service. The UE may recover from this situation via an authentication with the Core Network triggered by a MAC-failure in MS or SRES mismatch by core. The subsequent IMSI identification (in the clear) by the core network will recognize an IMSI mismatch in this case. (cfr UMTS [1] ).

Note: in UMTS there exists precedence in allocating a temporary UE identity in an unprotected node i.e. the NodeB. This is the case for E-DCH where the NodeB allocates the E-DCH specific E-RNTI for that UE. The NodeB on request sends the E-RNTI to the SRNC via Iub/Iur and the SRNC signals the new E-RNTI to the UE in the same secure manner as all other RNTIs. Since Iub/Iur are considered secure in UTRAN, this poses no security problem. Additionally, the NodeB does not know to which particular UE (P-TMSI) this E-RNTI is allocated. A similar mechanism may be useful for LTE.
2. RRC connection mobility function:

Connection mobility applies only in Active state and for LTE entails the administration of handover. Neglecting measurements because they are addressed below in 3, the signalling relating to this function may consist of Handover Command, Handover Complete and Handover Failure messages.

It is proposed here that the Handover Command and Handover Complete and Handover Failure messages should be integrity protected to protect the UE from malevolent re-direction and the network from false information. Encryption may not be necessary unless the commands contain replacement temporary identifiers. (possibly encryption is not needed here when the identifier allocation by means of core network signalling is protected well enough).
3. UE measurement reporting and control of reporting:

The way in which measurements are used in support of handover, resource assignment and AMC is currently open. No significant RAN-decisions have been made regarding this topic and so any discussion relating to security for measurement reporting and control should be viewed in this context. 

The following observations are made. It is suggested that measurements could be subdivided into the following groups:

Support for AMC and resource assignment. It could be expected that this form of measurement reporting will take place at a layer 1 or layer 2 level and there is a precedent already set in UMTS that such signalling does not require security protection. Control of such signalling could be made at radio bearer assignment and/or dynamically controlled by layer 2 (MAC) using access network temporary identifiers to identify the controlled UE. 

Traffic volume reporting: It could be expected that traffic volume reporting will be linked to AMC and resource assignment. It is suggested that protection other than the use of temporary access network UE identifiers would not be necessary.
Measurements supporting handover: It is currently not clear what form such reports would take and whether they are linked with reporting for resource assignment. It is presumed that handover related measurement reports will contain a UE access network temporary identifier.

It is proposed here that encryption of handover related measurement reports may not be necessary provided that the use of an access network temporary UE identifier ensures user location confidentiality but this proposition requires investigation and verification. The question of whether integrity protection should be applied requires further study to assess the risk to the network and the UE.

Control of handover measurement and reporting may be made via cell broadcast or individually specified for each UE. The regime to be adopted for UMTS LTE is not yet known. If a UE is individually controlled then it should be investigated whether commands should be integrity protected and/ or encrypted. It is suggested here that integrity protection may be desirable but the need for encryption is not clear provided that access network temporary UE identifiers fulfil the requirements of user identity confidentiality. 
4. Management of radio bearers:

The way in which access network radio bearer parameters are assigned to UEs and the type of parameter that would be signalled is currently open. 

It is suggested here that, in the context of providing user identity confidentiality, whether the signalling of parameters requires encryption will depend upon whether access network temporary identifiers are judged to provide sufficient protection. If the radio bearer parameters include an assignment of new temporary identifiers then a use of encryption is probably necessary.

The need for integrity protection would need to be judged against the damage that could be caused by false transmissions being received from a malevolent source. It is suggested here that the use of integrity protection is probably necessary.

5. LCS support:

It is currently not clear whether in UMTS LTE location services will operate only at the core network level, in which case core network signalling protection will apply, or also at the access network level. If access network level LCS is implemented for UMTS LTE then it is proposed that whether integrity protection or integrity protection with encryption should be applied to control signalling and measurement reporting will depend in part upon the ability of access network temporary identifiers to fulfil the requirements of user identity confidentiality [1]. If the use of temporary identifiers is not totally adequate then integrity protection of commands and integrity protection/ encryption of UE responses is probably required. Integrity protection of commands would prevent disruption by a malevolent source and would prevent that the UE has to report on its location at the discretion of the malevolent source.

6. Encapsulation of core network signalling:

If core network signalling does not make use of its own integrity protection and encryption mechanism and provision of these features via the RRC encapsulation process is adopted, then RRC signalling must provide the service for encapsulated messages. 
Table 1 provides a summary of the observations made in this section:
	
	Function
	Integrity Protection required
	Encryption required
	Comment

	F
	Broadcast of information
	none
	None
	Precedence from UMTS

	G
	MBMS Control
	none
	None
	Precedence from UMTS

	H
	Paging
	none
	None
	Precedence from UMTS

	1
	RRC connection management (excluding initial messages)
	high
	ffs (1)
	(1) For the assignment of access network temporary UE identifiers.
ffs (1) is based on the assumption that if the CN Temp Id assignment is confidentially protected, then there may be no need to confidentiality protect the Access Network temporary UE identifiers.

	2
	RRC connection mobility
	high
	Low
	For Handover Command/ Complete messages.

	3
	UE measurement reporting and control
	high (2)
	low (3)
	(2) Assuming that measurements may trigger a handover.
(3) Assuming that user id confidentiality is protected by temp ids. 

	4
	Management of radio bearers
	high
	ffs (4)
	(4) Assuming that no new access network temporary UE identifiers are assigned here.  Cfr (1)

	5
	LCS support
	high
	very high
	But only if access network location services exist in LTE.

	6
	Encapsulation of core network signalling
	very high
	very high (5)
	But only if not provided at the core network.
(5) For the assignment of core network temporary UE identifiers


Table 1. Summary of Integrity Protection/ Encryption Needs of RRC signalling
The following list provides an overview of the currently identified threats (from which some require further analysis with respect to the required security countermeasures): 
Threats to user identity and location confidentiality:

·  eavesdropping on assignment of temporary access network UE identifiers (ffs) 
·  eavesdropping on location data (ffs)
·  eavesdropping on measurements (ffs)

Denial of service threats:

·  false connection release

·  false handover messages

·  false measurement report (ffs)

·  false assignment of radio bearers

·  false assignment of new temporary identifiers

·  false location information

3 Conclusions
The above threat analysis shows that a number of RRC signalling messages seem to require protection. Further study is needed to validate the risks implied by not protecting certain functions, which needs to be based on more detailed set of RRC functions/messages. If a decision needs to be taken urgently on the basis of an incomplete understanding of the RRC functions, then a conservative security approach should be taken. This implies that protection shall be used if there is an indication that protection may be needed. Furthermore it needs to be pointed out that security impact on certain areas, such as interworking with UTRAN and GSM, have not been studied yet.

From the current state of the analysis, it can be anticipated that that is a strong need to integrity protect RRC signalling, and that there may be a need to confidentiality protect certain RRC messages but further study is needed to make a decision on this. It is proposed that Table 1 is agreed as a starting point for defining the RRC protection requirements. 
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