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1. Introduction

The LS reply (S3-050842 [1]) from SA3 to RAN2/3 from the SA3#41 meeting noted that SA3 would have a mail discussion to clarify the guidance of the control plane security for SAE/LTE. User plane security was also discussed.
This contribution deals with the security of the user plane and aims at collecting the information available from SA3 and helping in taking a decision on the termination point of the user plane security so that the work on SAE/LTE can proceed.

2. Security of the user plane

2.1. Ciphering

Numerous analysis papers have pointed out that it is inappropriate to terminate the ciphering in the base station.

· The largest threat identified for GERAN in the re-evaluation of the GERAN access network security currently being performed by SA3 (TR 33.801 [2]) is the fact that ciphering is terminated in the base station. 

· TS 33.120 [3] (3G Security; Security principles and Objectives) identifies weaknesses in the GSM system that shall be corrected in UMTS. One of these weaknesses is "encryption does not extend far enough towards the core network resulting in the cleartext transmission of user and signalling data across microwave links (in GSM, from the BTS to the BSC)"

· S3-99006 [4] collects the decisions made about security for UMTS up until that point in time (February 1999). Decision number 4 is: "Ciphering of user data shall terminate at the RNC at least". The rationale for this is "The absence of ciphering on the BTS-BCS link in GSM is a significant weakness, as the link is often a microwave link. The equivalent link in UMTS, the node B-RNC link, must therefore be ciphered. Continuing the ciphering on the MS-Node B link on to the RNC is more efficient than adopting separate ciphering of the Node B-RNC link".

· In the (draft) TR 23.882 [5], Section 5 a high level principle of SAE is that "Subscriber security procedures in the Evolved 3GPP System shall assure (at least) the same security level as current 3GPP CS/PS networks;"

· S3-050843 [6] answers an LS from SA2, where one of the questions handled is the issue of where user plane security should be terminated. "Regarding the termination point for user plane traffic, SA3 agreed that it would be highly desirable from a pure security point of view to terminate access link security for user plane traffic “above eNodeB”. Terminating user plane encryption in the eNodeB would be a backwards step compared to its move from the BTS in GSM to the RNC in UMTS. If SA2 believe that for non-security reasons user plane encryption cannot be terminated “above eNode” and must instead be terminated in the Node B, then a compelling justification for this should be provided to SA3. Terminating user plane encryption in the eNodeB may significantly increase the risk of eavesdropping and theft of service (in the absence of user plane integrity protection terminating further back in the network) and/or require additional security measures to be taken to protect the eNodeB and the backhaul links into the core network. Since LTE is designed “for the next 10 years and beyond”, SA3 believes that a high security margin should be achieved". 

As can be seen by the list above (especially the LS S3-050843 to SA2/RAN2/RAN3), SA3 strongly believes that the ciphering of the user plane data should be terminated above the Node B. 

A solution that terminates the encryption in the Node B and then re-encrypts it towards a central node will not only contain the keys for both the secured links, but also the data will be available in the clear in the Node B. Such a solution requires tamper resistant hardware (every circuit that deals with keys or the data when in clear text, e.g., QoS and header compression units, must be in a tamper resistant environment). The cost of the Node B will go up, and the processing loads (encryption/decryption, security context lookup, context switching etc) on the Node B will also increase.

An advantage of ciphering terminated in Node B is a reduced cryptographic processing load on a central node, but compensated by drawbacks at the NodeB. Moreover, moving the ciphering to the Node B would on total increase the processing requirements for ciphering since the Node Bs experience much higher peak loads. This may lead to an increase of the number of installed NodeB. It seems clear that the small off-load on the central node is NOT sufficient for the drawbacks to be considered acceptable. As stated in [6], SA3 needs a “compelling justification” to terminate the user plane protection in the Node B. No such justification has been provided to SA3.

If encryption is terminated in the Node B, there may be implementations of Node B that require hardware upgrades whenever new security algorithms are introduced (either in form of hardware encryption, or in form of more processing power to be able to handle encryption in software). This can be costly (cfr OPEX)..

2.2. Integrity

There is no integrity protection for the UMTS user plane. Adding integrity to the user plane for LTE could however make it more attractive for new applications. It should be studied if there are any use cases where integrity protection gives an advantage.

Since transmission of data over wireless links has quite different properties compared to transmission over wired links, there are some issues that need to be taken into account.  For instance, the probability of bit errors can be higher (depending on the layer the integrity protection is applied, the quality of underlying error-correcting codes etc.). Hence, adding a simple message authentication code to each frame may not be a feasible solution. This needs further investigation as described by S3-050843: ‘The requirements and solutions for user plane integrity protection are for further study in SA3’.

3. Conclusions 

The majority of SA3 delegates at SA3#41 firmly believed that the security of the LTE user plane shall be terminated above Node B. All prior experience and analysis indicates that this is the most secure solution. Furthermore, any other solution would require thorough analysis, so that the risks with it can be determined. It needs to be stressed that risk/fraud analysis is not an exact science, and if certain threats are overlooked the cost of fraud prevention/detection for LTE (e.g. avoiding theft of service) may become unacceptably high for the operator. With respect to the time the corresponding analysis for UMTS took, it is not unreasonable to believe that such an analysis would take at least one year.

Hence, choosing to terminate the user plane security in a central node is the most secure solution, and the one that will require least work, so that the work on SAE/LTE can progress rapidly.

While there currently does not seem to be much discussion/indication that user plane integrity is a very strong requirement, we also believe the issue is not deeply understood and it therefore seems appropriate that an investigation of the (possible) threats related to lack of user plane integrity and the feasibility (e.g. high level candidate mechanisms) of adding user plane integrity should be performed by SA3, assisted be RAN WGs, providing input on radio characteristics, e.g. BER.

4. Proposal

It is proposed that RAN2/3 and SA3 adopt the working assumption that the LTE user plane ciphering is terminated in a central node. 

5. References

[1] S3-050842 “Reply LS on Security Requirements for Long Term Evolved RAN/3GPP System Architecture Evolution”

[2] TR 33.801 “Access security review”

[3] TS 33.120 “3G security; Security principles and objectives”

[4] S3-99006 “Record of Strategic decisions taken by SMG10 (WPC) with regard to UMTS security specification”

[5] TR 23.882 “3GPP system architecture evolution (SAE): Report on technical options and conclusions”

[6] S3-050843 “Reply LS on Security Requirements for Long Term Evolved RAN/3GPP System Architecture Evolution”
