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1. Introduction
This contribution is discussing a more detailed issue, namely the need for having a FRESH in the LTE system. This because we think that with the changed network architecture, it could be motivated to no longer use a FRESH parameter as one of the inputs for the Integrity Protection (IP) algorithm.

Replacement of the FRESH e.g. with a fixed value might be interesting if we try to IP the first UL message coming from the UE, since it removes the need of delivering a FRESH to the UE beforehand
. Using IP for the first UL message might bring several advantages:
· Network can verify whether the originator is who he claims to be
By enabling verification at an early stage that the originator is who he claims to be, and thus limiting the actions that are taken in response to a received initial UL message with an incorrect MAC-I, it should be possible to lower the thread of a DOS attack based on overloading the network with invalid initial messages.

· Contents of the first message can be trusted
If we can trust that the contents of the first initial message is not altered by a “man in the middle”, we don’t have to verify this information again later (e.g. compare the handling of supported security algorithms in UMTS);

2. UMTS Situation

The derivation of the MAC-I in UMTS is shown in figure 1.
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Figure 1: Derivation of MAC-I in UMTS

Our understanding of the need for the FRESH is as follows:

· In UMTS, the COUNT-I is only known in the UTRAN: the START and corresponding HFN’s are only known by UE and SRNC. 

· When the RRC connection is terminated, the UTRAN removes all context information about the corresponding user: the network will no longer remember which input parameter values have been used (including the COUNT-I). 

· As a result, if there would be no FRESH, it would be possible for a “bad guy” to record a message sequence from a previous RRC Connection, and replay it towards the same or different RNC without this being detected by the network. This is clearly an unwanted situation (get the same transaction paid twice) and therefore the FRESH was introduced.
This understanding is confirmed by ref [1] which indicates:
The input parameter FRESH protects the network against replay of signalling messages by the user. At connection set-up the RNC generates a random value FRESH and sends it to the user in the (RRC) security mode command. The value FRESH is subsequently used by both the network and the user throughout the duration of a single connection. This mechanism assures the network that the user is not replaying any old MAC-Is.

3. LTE Situation

The situation in LTE will be different in the sense that the split between RAN and CN will probably not be that “hard”; e.g. the MME will most likely contain protocols which we today would consider both AS and NAS protocols. Also in LTE, the UE will be most of the time in LTE_IDLE in which state a UE context will exist in the MME. 

This enables the network (MME) to store the START/HFN value used during the latest LTE connection establishment. When a subsequent LTE connection establishment is received, the only thing that the network needs to verify is that this LTE Connection establishment is using a higher START value than used by previous LTE connection establishments. Alternatively the network could verify that the START indicated in the LTE connection establishment is higher than any used HFN for that radio bearer in the UL, or even any UL RB (detailed criteria can be determined by SA3). 
In our understanding, since this type of verification is easily possible in the LTE architecture, and thus sufficient “freshness” of the IP algorithm inputs can be guaranteed by preventing START/COUNT-I re-use, there is no real need for maintaining a random FRESH as a separate input parameter to the IP algorithm.

Note that one additional benefit of making the anchor node specifically aware of used START/HFN values, is that it can make a sensible decision w.r.t. when a new authentication should be performed in order to obtain a new keyset.

Replacing the FRESH with e.g. a fixed value should allow the following approach:

· LTE_IDLE -> LTE_ACTIVE
In the first UL message, the UE can include a START value and a MAC-I based on the agreed keyset.  The network is able to derive this keyset and the corresponding max START/HFN value used so far (either from a previous MME, or from the UE context present in the anchor MME if the previous LTE connection was handled by this MME), the message can be validated and the LTE connection establishment can continue.


· LTE_DETACHED -> LTE_ACTIVE
In the first UL message, the UE can include a START value and a MAC-I based on any existing keyset. 

If the network is able to derive this keyset, and the corresponding max START/HFN value used so far, the message can be validated and the LTE connection establishment can continue.

If the UE does not have a valid keyset for this network, or the network is not able to verify the included MAC-I, a new keyset will have to be generated as the result of a new authentication.

4. Proposal
It is proposed to discuss whether it is acceptable to no longer use a random FRESH as a separate changing input in the LTE security architecture, and thus removing the need for any signalling related to the FRESH.

If it is considered agreeable to remove the FRESH as a signalled input to the IP algorithm, in order to limit any impact to the standardised IP algorithms, the easiest might be to specify a fixed value for the FRESH in LTE.
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� Note that the first DL message can in principle be IP’ed, as long as the UE can retrieve the used FRESH from that message.





