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1
Introduction

This paper contains text proposal for TR 23.882 for 

· Ciphering key distribution

· Integrity protection key distribution

· Initialisation of ciphering and integrity engines in the UE, RRM/RRC function and MME/UPE

1a
Assumptions

No ciphering in eNode B, 

The procedures described below assume that the same principles as described in 33.102 are applicable.  

It is expected that separate ciphering keys are required for the RRM/RRC function and MME/UPE, but this should be discussed with SA3.  This is assumed in the flows below

2
Text Proposal for TR 23.882

7.X
Key Issue of authentication and establishment of Cipher Key and Integrity Key and start of use of  cipher key and integrity key
7.X.1
Description of Key Issue of authentication and establishment of Cipher key and integrity key and start of use of  cipher key and integrity key
The Key Issue of authentication and establishment of Cipher key and integrity key handles the distribution of Cipher key, integrity key and authentication information between the MME/UPE and the RRM/RRC function.

This involves the authentication procedure, the distribution of ciphering keys and integrity protection keys to the RRM/RRC function. 

7.X.2 
Solution for Key Issue of authentication and establishment of Cipher key and integrity key
An attach message is received at the MME/UPE which triggers the request for authentication vectors (Cipher key, integrity key, XRES, RAND, AUTN) from the HE/HLR, and also contains the START-UP value from which the MME/UPE derives the COUNT-CU value.  When the AV are received from the HE/HLR, the UTRAN challenges the UE with the AUTN value and RAND value received from the HLR.  The UE calculates the RES value which is then sent back to the UTRAN via the RRM/RRC function.   

The MME/UPE then checks the RES value received against the XRES received in the AV from the HLR and if they match, the MME/UPE distributes the Cipher key and integrity key to the RRM/RRC function. 

In the Authentication accept, message, the MME/UPE provides the information on the preferred encryption and integrity protection algorithms, and the RRM/RRC function chooses those which match the information provided by the UE in the capabilities exchange during RRC connection setup.  Once this decision is made, the RRM/RRC function triggers integrity protection, and forwards the information to the UE in an integrity protected message 

The UE responds, and this is forwarded to the MME/UPE which completes the attach and authenticate procedure.
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Figure 7.X-2: Information flow for distribution of Cipher key and integrity key in Idle mode

1)
The UE begins the authentication and network attach procedures and sends the IMSI and start-U value in a NAS message encapsulated in an RRC message.


1bis) the RRM/RRC function forwards the NAS message to the MME/UPE

2) The MME/UPE requests an AV by sending the UE IMSI to the home entity 

3) The home entity responds with a number of authentication vectors containing (Cipher key_C, Cipher key_U, integrity key, XRES, AUTN, RAND)
4) The MME/UPE begins the user challenge by forwarding the RAND and AUTN to the UE via the RRM/RRC function

4bis)
The RRM/RRC function sends the forwarded challenge message to the UE

5)
The UE performs the calculations as described in 6.3.3 of 33.102 and responds to the challenge by sending RES to the MME./UPE via the RRM/RRC function.  
6)
If the RES and XRES (received in the authentication vector from the home entity) match, the MME/UPE sends the authentication and attach complete message.

7)
The MME/UPE initiates integrity and ciphering by sending the message equivalent to Security Mode Command to the RRM/RRC function. This message contains an ordered list of allowed UIAs in order of preference, and the integrity key to be used. If ciphering shall be started, it contains the ordered list of allowed UEAs in order of preference, and the Cipher key_C to be used. 

7bis) The SRNC decides which algorithms to use.  The SRNC generates a random value FRESH and initiates the downlink integrity protection.   The Cipher key_C and integrity key are not sent to the UE over the air.

8)

The MS verifies the integrity of  the message received by using the indicated UIA, the stored COUNT-I and the received FRESH parameter and sends the SMC complete message to the RRM/RRC function

8bis) The RRM/RRC function verifies the integrity of the message received from the UE and ends the procedure by forwarding the selected UEA and UIA to the MME/UPE.
7.X.3
Impact on the baseline CN Architecture

Editors Note: It is FFS whether there is any particular impact 

7.X.4
Impact on the baseline RAN Architecture

Editors Note: It is FFS whether there is any particular impact 

7.X.5
Impact on terminals used in the existing architecture
Editors Note: It is FFS whether there is any particular terminal impact.

3
Proposal

It is proposed to agree on the text provided in the paper for TR 23.882 and to liaise to SA2 and SA3 on the outcome of the discussion.
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