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1 Purpose

The purpose of this paper is to explain the issue 11 of incorrect setting of criticality in the optional elements of the security messages and to benefit from the review of RANAP to correct this.

2 Description  

Security Mode Control

In the Security Mode Command message, the criticality of the Encryption Information IE is set to ‘ignore’.

This is not a real problem for the case the IE is missing since this IE is optional.

However, this means that in case there is decoding problem with this IE for reason ‘not_comprehended IE (see section 10.3.4 of RANAP), the procedure will continue and the application will handle the security with the remaining IEs i.e. w/o any Encryption Information. 

This is a problem since this will not trigger any logical error: the case where no Encryption Information IE has been received is fully logical: it corresponds to a request of ‘ciphering not started’. Therefore the procedure will go on on unsafe basis w/o possibility for detecting the error.

The error might be detected later on in logical part of the CN node because the CN will not receive the expected chosen algorithms but this not very safe and unpredictable as to the CN behaviour in that case.

It is therefore proposed to set the criticality to ‘reject’ for this IE.

Relocation Request

The case of incoming 3g relocation is similar: both Encryption Information and Integrity Protection IEs are optional in the Relocation Request message and the current associated criticality is set to ‘ignore’.

However, the same considerations as above applies since the absence of these IE at logical level will be treated as meaningful at application level in the RNC, leading to an opposite understanding in the CN and in the RNC, difficult to recover.

It is consequently proposed to move the criticality of these IE to ‘reject’ similarly as above.

3 Consequence if not approved 

If RANAP review opportunity is not taken to correct this criticality settings, this could lead to inconsistent states between RNC and CN regarding the security which is very critical.

Immediate Consequence

The problem stated above will occur already today whenever the IE is not comprehended by the receiver as per section 10.3.4 of RANAP.

We have therefore two possibilities:

· either we wait for a change in this IE in release –n to change its criticality so that we will have a backwards non-compatibility between Rel-n and R99, R4, R5 … and up to release n-1,

· change the criticality in the earliest release possible to minimize the backwards compatibility issue. This is what is proposed here with the attached CR.

It has also to be considered the case where the criticality set by the sender cannot be decoded by the receiver.

Introduction of a new algorithm

In particular the current criticality is absolutely not future-proof regarding the potential new algorithm that could be introduced in a later release:

Indeed this new algorithm e.g. UEA2 would be introduced in the PermittedEncryptionAlgorithm IE sequence and if not understood by the RNC, it will be treated according to the criticality of this sequence i.e. today ‘ignore’.

The case of introduction of a new algorithm in a future release is a good example of decoding problems that could occur in front of implementations based earlier release and justify the criticality set to Reject.

This applies both for a new ciphering algorithm in Security Mode Command message or for a new integrity/ciphering algorithm in the Relocation Request message.

4 Conclusion and Proposal 

It is proposed to take the last opportunity of protocol changes in the frame of RANAP review and to agree on the attached CR against release 5.
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