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1. Introduction

In RAN-WG2#28, security issues were discussed and several CRs were made and those CRs were approved in TSG-RAN#15. This contribution intend to raise a potential issue with regards to security which is related to one of the change in RAN2 CR[2] and this issue may have impact on RANAP.

All the discussion shown in this paper is only related to the control plane security.

2. Potential Issue for Security Issue 

It has been widely known that the signaling data shall be ciphered with the last received ciphering information and integrity check with the last received integrity protection information from any of the two CN domains. This has is specified in 25.413: RANAP.[1]

This potential issue is shown as below with an example.

For example, only PS domain connection is in communication and the integrity check is in operation with the algorithm “UIA1”, the ciphering is in operation with the algorithm “UEA1”.  Assuming a new connection to the same UE for the CS domain is established. In the Security Mode Control procedure, if the CS domain set the value “no encryption” in the Encryption Information IE of RANAP:SECURITY MODE COMMAND message, or, no Encryption Information IE is present in RANAP:SECURITY MODE COMMAND message, considering that the ciphering for control plane shall be the same for both domains and as the RRC CR1282r5[2] has cancelled the use of “stop” in the RRC:SECURITY MODE COMMAND message, it is impossible for the RNC to ask the UE to stop the existing control plane ciphering. 

This remains an issue that what should the RNC do if (in this case) the RNC receives “no encryption” in the Encryption Algorithm IE of the Encryption Information IE in RANAP: SECURITY MODE COMMAND message, or, no Encryption Information IE is present in RANAP:SECURITY MODE COMMAND message, while the other domain is in the ciphering operation?

One solution can be to use the existing PS domain ciphering information. This solution however, base on the mandatory integrity concept, could lead to a situation as shown in table 1 below:



Table 1

	
	PS domain
	CS domain

	Integrity
	Based on integrity information of PS domain
	Based on integrity information of CS domain

	Encryption
	Based on encryption information of PS domain
	Based on encryption information of PS domain.


As the RRC:SECURITY MODE COMMAND message has the capability to indicate to the UE the integrity and encryption either PS domain or CS domain, it is impossible for the RNC to tell the UE the situation shown in table 1. This problem occurs also in the RRC information IE of Source RNC to Target RNC Transparent Container IE during Relocation.(i.e. the Latest Configured CN Domain IE in the SRNS Relocation Info IE 
of RRC) 

Please note that the RRC requires the both integrity and encryption information shall be either PS domain or CS domain.

3. Possible solutions

3.1 Description and analysis of possible solutions

If the “no encryption” from a CN domain is received by the RNC, or, no Encryption Information IE is present in RANAP:SECURITY MODE COMMAND message, while the other CN domain is in ciphering operation, there are several alternatives to process. 

· Alternative No.1: Stop the existing ciphering (of the existing domain) 

Since the use of “stop” in the RRC:SECURITY MODE COMMAND message has been cancelled in the RRC CR1282r5[2], it is impossible for the RNC to ask the UE to stop the existing control plane ciphering. Therefore, if this alternative is to be chosen, it needs to change the RRC to revive the use of “stop”. However, since this change in RRC is due to the fact that the both CN domains must use ciphering if one uses it, this alternative is not appropriate.

· Alternative No.2: Ignore the order from a CN domain, cipher the control plane for new connection of the domain by using the encryption information of existing connection of the other domain, and integrity check by the integrity information of existing connection of the other domain.
In order to have good understanding, the example shown in chapter 2 above is used to explain this alternative No.2. For example, if the CS domain set the value “no encryption” in the Encryption Information IE of RANAP:SECURITY MODE COMMAND message, or, no Encryption Information IE is present in RANAP:SECURITY MODE COMMAND message while the PS domain is in ciphering operation, the RNC will in this case, ignore the integrity and encryption information which is received from the CN CS domain. The RNC uses the integrity and ciphering information of the PS domain. The RNC indicates to the UE that the integrity and ciphering information is PS domain.

Since the integrity capability and encryption capability is controlled in RNC, this alternative can solve the issue and without affecting any protocol message, IE or value. Only impact on RNC logical level.

· Alternative No.3: The CN shall always set the same ciphering algorithm which has been used in the other domain. This can be understood that if one of the domains is using the ciphering, “no encryption” is not allowed, and the Encryption Information IE of RANAP:SECURITY MODE COMMAND message shall always be present for the other domain 

This means that the CN shall coordinate between two domains prior to the sending of the RANAP: SECURITY MODE COMMAND message. In the above example (chapter 2), the CS domain shall co-ordinate with the PS domain before sending the RANAP: SECURITY MODE COMMAND message to the RNC. If the PS domain has been ciphered, the CS domain shall always set the ciphering information as the one used in the PS domain. 

This alternative No.3 need to enhance Gs interface by adding a new procedure, which is not seen as an appropriate solution.

3.1 Possible changes in RANAP

3.1.1 Alternative No.1 :

The alternative No.1 is not appropriate due to the fact that the both CN domains must use ciphering if one uses it

3.1.2 Alternative No.2:

For RANAP, some wording may need to be added. The example of the wording is shown below. (note that this is a very draft text)

If the Permitted Encryption Algorithms IE within the Encryption Information IE contains “no encryption” or the Encryption Information group IE in SECURITY MODE COMMAND message is absent, the RNC shall check connection for other domain. If connection for other domain is existing and the signalling data has been ciphered, the signalling data shall be ciphered with the existing ciphering information and integrity protected with the existing integrity protection information from any of the two CN domains.

3.1.3 Alternative No.3:

This alternative No.3 is not an appropriate solution because this need to enhance the Gs interface. 

4. Conclusion and Proposal

A potential security issue has been shown in this paper. The security function may not work properly if this issue is remaining in R99.

It is proposed to discuss this potential security issue and also discuss the possible solutions. If one of the solution(possibly alternative No.2) can be chosen, NEC is willing to provide the CR.
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