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Introduction
SA3 and RAN2 discuss security mechanism for subsequent CPAC. Based on the solution described in the LS from SA3 [1], RAN2 agreed followings and sent the LS [2].

· Rel-18 Conditional-Reconfiguration Information element may include
-	List of Group-ID (mapping to SN) and associated SK-counter values outside the candidate conditional configurations.
-	The Group-ID parameter is included within each candidate conditional configuration(CondConfigAddMod) marked for subsequent CPAC.

· Mod P3: UE include the selected SK-counter value in the MN RRC Reconfiguration Complete message when UE selects new SK-counter value as part of S-CPAC execution.
· Mod P4: For Pcell-change /PSCell-change /SCG Release scenarios, if the SCPAC configuration is maintained, UE also maintains the unused SK-counter values.
· RAN2 Understanding: The NW configuration ensures that The SK-counter lists assigned for SCPAC configurations and the SK-counter value assigned for CPAC configurations are uniquely different. No specification changes are needed in this regard.
· No specification changes needed for UE behaviour for the Scenario where free SK-Counter not available at the time of execution. This scenario can be avoided by NW configuration.   
· Send Reply LS to SA3 (can add additional context info in the LS if deemed needed for understanding the intentions)
 
This contribution discusses the actions that RAN3 should take to address security issues in the S-CPAC.
Discussion
Number of sk counters to be configured to the UE
In the security key management solution for S-CPAC discussed in SA3 and RAN2, the MN determines the number of sk counters assigned to each candidate T-SN and configures them to the UE. A security key refresh is required in the inter-SN CPC, which is initiated by the MN or SN. Basically, the MN can configure the appropriate number of sk counters to the UE based on some information (e.g. UE trajectory and resource information from other gNBs). However, the SN may have more information regarding UE's SN mobility in some cases. In the case of MN initiated inter-SN CPC, Xn signaling is not required because the MN is responsible for both determining the number of sk counters to be configured to the UE and for the assignment of multiple sk counters. In the case of SN initiated inter-SN CPC, the number of sk counters may be determined by the SN, and the MN assigns multiple sk counters based on it. In this case, an Xn signaling enhancement is needed for the SN to propose the number of sk counters to the MN, and this should be a separate IE outside of the RRC Container.
Proposal 1:	In SN initiated inter-SN subsequent CPC, the SN should be able to decide the number of sk counters to be configured to the UE, and RAN3 discuss necessary Xn enhancement.
Proposal 2:	If the SN determines the number of sk counter, the SN can include it in CPC initiation massages (i.e. SN Change/Modification Required) as a separate IE (i.e. not in RRC Container).

Management of multiple sk counters and KSNs
For following four options raised in the CR [3] agreed in SA3#112, the RAN3 impact for each option can be analyzed as follows:
Option 1: 
Step1: The MN derives the corresponding KSN as described in Annex A.16 (TS 33.501) based on the corresponding sk counter values. The KSN keys and the corresponding sk counter values are sent to the SN from the MN. The SN shall store the KSN keys and the corresponding sk counter values in its security context.
Step2: The UE shall inform the MN which sk counter value it used for KSN derivation when accessing the SCG of the target SN. The MN signals the received sk counter value to the SN. The SN decides the KSN based on the received sk counter value. 
RAN3 impact: If the RRC Container received by the MN from the UE contains the sk counter selected by the UE, and if it is transferred to the SN in the SgNB Reconfiguration Complete message, the SN can know the sk counter needed to choose KSN. The MN needs to send the list of sk counter associated with each KSN to the SN in the preparation phase.
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Fig. 1: General security key management procedure for option 1.



Option 2-1: 
Step1: After the derivation of sequence of multiple distinct sk counter values for each candidate SN, the sk counter values are sent to the UE from the MN. The MN does not need to store the sk counter values for each SNs after sending them.
Step2: When the UE accesses an SCG of a target SN, the MN receives the sk counter value from the UE. The MN derives KSN using the received sk counter value. The KSN is sent to the target SN from the MN.
RAN3 impact: MN receives selected sk counter from UE upon CPC execution, and it can derive KSN based on the received sk counter and refresh SN security key with legacy message (i.e. SN Modification Request). No RAN3 impact.
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Fig. 2: General security key management procedure for option 2-1.

Option 2-2: 
Step1: Same as Option 2-1
Step2: When the UE accesses an SCG of a target SN, the target SN receives the sk counter value from the UE. The target SN uses the sk counter value to request the KSN derivation from MN.
RAN3 impact: The RRC Container received by the MN from the UE contains the selected sk counter, and the MN transfers this RRC Container in the SgNB Reconfiguration Complete message. The SN requests a KSN derivation to the MN using the received sk counter. Only this request has a RAN3 impact.
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Fig. 3: General security key management procedure for option 2-2.

Option 3: 
Step1: The MN derives the corresponding KSN as described in Annex A.16 (TS 33.501) based on the corresponding sk counters values. The KSN keys are sent to the SN from the MN. The SN shall store the KSN keys in its security context.
Step2: The SN chooses the first unused KSN key for that UE to establish the security with the UE.
RAN3 impact: The MN needs to send the list of derived KSNs to the SN. The S-NG-RAN node Security Key IE included in the existing SN Addition/Modification Request sends only a single security key, so this IE needs to be enhanced to send as a list. 
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Fig. 4: General security key management procedure for option 3.


Based on above analysis, RAN3 should consider spec impact.
Proposal 3:	RAN3 should consider following spec impacts for each option:
Option 1: MN should send the list of KSNs and corresponding sk counters to each target SN in S-CPC preparation phase via SN Addition/Modification Request message.
Option 2-1: No RAN3 impact.
Option 2-2: SN should send the request for new KSN derivation with the selected sk counter received from the UE.
Option 3: MN should send the list of KSNs to each target SN in S-CPC preparation phase via SN Addition/Modification Request message.).
Conclusions and proposals
Our proposals are summarized below.
Proposal 1:	In SN initiated inter-SN subsequent CPC, the SN should be able to decide the number of sk counters to be configured to the UE, and RAN3 discuss necessary Xn enhancement.
Proposal 2:	If the SN determines the number of sk counter, the SN can include it in CPC initiation massages (i.e. SN Change/Modification Required) as a separate IE (i.e. not in RRC Container).
Proposal 3:	RAN3 should consider following spec impacts for each option:
Option 1: MN should send the list of KSNs and corresponding sk counters to each target SN in S-CPC preparation phase via SN Addition/Modification Request message.
Option 2-1: No RAN3 impact.
Option 2-2: SN should send the request for new KSN derivation with the selected sk counter received from the UE.
Option 3: MN should send the list of KSNs to each target SN in S-CPC preparation phase via SN Addition/Modification Request message.).
References
1. S3-233200, “LS on Security Solution for Selective SCG (from SA3 to RAN2)” .
1. R2-2311607, “Reply LS on security for selective SCG activation (from RAN2 to SA3, CC: RAN3)” .
1. S3-234164, “CR: Security for Selective SCG Activation” .

image1.png
UE

MN

Candidate
T-SN(s)

The number of sk counters request

P—

Decide the number of sk
counters to be configured

Derive multiple sk counters

Derive multiple K_SNs

RRC Reconfiguration

multiple K_SNs

including multiple sk counters

and
corresponding sk counters

CPC execution

RRC Reconfiguration Complete

including selected sk counter

SgNB Reconfiguration Complete

including selected sk counter in RRC Container





image2.png
UE

MN

The number of sk counters request

P—

MN does not

Decide the number of sk
counters to be configured

maintain the list of

sk counters

Derive multiple sk counters

RRC Reconfiguration

including multiple sk counters

Candidate
T-SN(s)

CPC execution

RRC Reconfiguration Complete

including selected sk counter

Derive K_SN based on
received sk counter

SN Modification Request

including new K_SN





image3.png
UE

MN

P—

The number of sk counters request

MN does not

Decide the number of sk

counters to be configured

maintain the list of
sk counters

Derive multiple sk counters

RRC Reconfiguration

including multiple sk counters

Candidate
T-SN(s)

CPC execution

RRC Reconfiguration Complete

including selected sk counter

Request new K SN

based on received sk counter

Derive K_SN based on
received sk counter

SN Modification Request

including new K_SN





image4.png
Candidate
UE MN T-SN(s)
The number of sk counters request
e mmm e ]
Decide the number of sk
counters to be configured
Derive multiple sk counters
T
Derive multiple K_SNs
RRC Reconfiguration
including multiple sk counters
multiple K_SNs
CPC execution
RRC Reconfiguration Complete
including selected sk counter
v





