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1 Introduction
RAN3 and SA3 have exchanged a series of LSs on the topic of user consent for trace reporting.
In a previous LS from RAN3, in [1], RAN3 has stated the following:
---------------------------------------Excerpt from [1]---------------------------------------
On SA3's request: "SA3 opines that RAN2, RAN3, and SA5 do not need to make user consent mandatory for RLF/CEF cases but should provide a possibility so that the operator has an option to collect and handle user consent"
RAN3 would like to inform SA3 that there is no consensus in RAN3 on whether and how network signalling can be enhanced for the above purpose in Rel-17.
RAN3 would like to ask SA3:
Q1: Whether user consent should be used to allow/disallow transfer of information from RAN to Trace Collection Entity (TCE), or whether it should also be used to allow/disallow collection of information over the air interface for RAN internal use only.
Q2: To provide feedback on feasibility and benefit of a Rel-18 user consent mechanism where an operator can provision, via OAM, which information is subject to user consent, depending on the law and regulations in place. 
---------------------------------------End of Excerpt from [1]---------------------------------------

In the last exchange between SA3 and RAN3 on this subject, SA3 has produced the LS in [2], where the following answers are provided to the above questions:

---------------------------------------Excerpt from [2]---------------------------------------
SA3 would like RAN3 to consider the following answers:
A1: The existing user consent mechanism is only intended for internal use within the 3GPP operators (controllers) domain for collection MDT measurements at the RAN and reporting them to the Trace Collection Entity. 
A2: Further, user consent is given to the operator so that the 3GPP system can be provisioned/configured based on the operator-subscriber agreed permissions stored in UDM to make it feasible for the 3GPP system to comply with local laws and regulations. 
Whether the RAN needs to check if user consent is required for a specific type of information/data of a subscriber for a particular purpose can be configured by the OAM. Such configuration is done based on local regulations, which is likely to change infrequently. From the UDM, per UE basis, the RAN receives the yes/no information on whether a user has given consent for the information/data configured by the OAM to be used by the RAN for a particular purpose.
The steps described above include the method detailed in Q2. Hence the method is feasible.
---------------------------------------End of Excerpt from [2]---------------------------------------

At the last RAN3 meeting a discussion on user consent took place. Due to the complexity of the discussion RAN3 decided to postpone decisions on this topic to RAN3#122. Nevertheless, the CRs in R3-235773 and R3-235795 were taken as baseline for further progress.
In this paper a way forward is formulated to resolve the issue of user consent for MDT.
2 Discussion
In other to address the main issues identified at the last RAN3 meeting, we focus on the answer from SA3 to Q2.
Q2: To provide feedback on feasibility and benefit of a Rel-18 user consent mechanism where an operator can provision, via OAM, which information is subject to user consent, depending on the law and regulations in place. 
To this question SA3 has replied as follows:
A2: Further, user consent is given to the operator so that the 3GPP system can be provisioned/configured based on the operator-subscriber agreed permissions stored in UDM to make it feasible for the 3GPP system to comply with local laws and regulations. 
Whether the RAN needs to check if user consent is required for a specific type of information/data of a subscriber for a particular purpose can be configured by the OAM. Such configuration is done based on local regulations, which is likely to change infrequently. From the UDM, per UE basis, the RAN receives the yes/no information on whether a user has given consent for the information/data configured by the OAM to be used by the RAN for a particular purpose.
The steps described above include the method detailed in Q2. Hence the method is feasible.

The answer above touches upon several points. The first point is that “user consent is given to the operator so that the 3GPP system can be provisioned/configured based on the operator-subscriber agreed permissions stored in UDM to make it feasible for the 3GPP system to comply with local laws and regulations”
In particular, we wish to point out that operators operate in different jurisdictions, where each jurisdiction may prescribe different rules for the application of consent, for example the information or uses of information that should be governed by user consent. User consent solutions should enable the operator to configure their network with appropriate checks to allow/disallow the processing (and dissemination) of specific information governed by consent, as determined by local regulation or by the choice of the operator. 
With this respect, the current MDT user consent solution does not fulfil the scope of the user consent described in the SA3 reply LS in [2]. This is because the current user consent solution for MDT either allows in full or disallows in full the collection and distribution of ALL MDT measurements defined in 3GPP. 
In many jurisdictions, most MDT measurements defined in 3GPP are not considered sensitive. Measurements like M6: Packet delay measurement; or M7: Packet loss rate measurement; are not considered sensitive in any jurisdiction so far. 
Therefore, the current MDT solution needs to be amended and corrected to meet the definition and requirements provided by SA3.
Conclusion 1: The current user consent solution for MDT must be corrected because it does not allow for free collection of information that is not subject to user consent. Namely, it does not allow an operator to provision/configure a 3GPP system with the necessary user consent checks to allow/disallow collection and dissemination of specific information that the operator chooses to govern by user consent, as motivated by local laws and regulations, and as declared and stored in UDM as operator-subscriber agreed permissions.
In the second part of A2, SA3 touches upon how the OAM and the RAN are supposed to support an appropriate user consent solution for MDT. 
The answer states that “Whether the RAN needs to check if user consent is required for a specific type of information/data of a subscriber for a particular purpose can be configured by the OAM. Such configuration is done based on local regulations, which is likely to change infrequently.”

At RAN3-121bis it was pointed out that the RAN checks user consent only for cases of management based MDT. This is specified in TS38.401, where the following is an example of how the NG-RAN checks user consent:
The gNB-CU-CP shall select the suitable UEs for MDT data collection. If the UE is not in the specified area or if the serving PLMN is not within the Management Based MDT PLMN List the UE shall not be selected by the gNB-CU-CP for MDT data collection as defined in TS 32.422 [20].
Therefore, we need to clarify that the solution described by SA3 is valid only for the case of management based MDT. 
In such case, the OAM configures the RAN with rules that instruct the RAN on whether user consent needs to be checked for collection and reporting of a specific type of information/data of a subscriber for a particular purpose. In other words, the OAM tells the RAN which MDT measurements are governed by user consent and for such measurements the RAN needs to check if the user did or did not provide user consent. 
For those measurements that are not configured by the OAM as subject to user consent, such measurement can be collected by the RAN and distributed to the TCE without any user consent check. 
Following the example above, the OAM may choose not to configure the RAN for user consent check for M6: Packet delay measurement; or M7: Packet loss rate measurement; because local laws and regulations do not consider such measurements to be sensitive. In this case, the RAN would not need to check if user consent was given when collecting M6 and M7 measurements and when distributing such measurements to the TCE.
On the other hand, for signalling based MDT, it is the AMF that checks whether user consent is in place. This is described as follows in TS38.401:
The AMF starts a trace session and sends a TRACE START message to the gNB. The AMF shall consider the MDT user consent information when activating an MDT trace session for the UE as defined in TS 32.422 [20].

Therefore, the solution proposed by SA3 should be amended for the case of signalling based MDT. Namely, in the case of signalling based MDT, the OAM should configure the AMF about whether user consent is required for a specific type of MDT measurement because it is the AMF that would check if the MDT measurements are subject to user consent or not.
Independently of whether management based MDT or signalling based MDT are considered, the reply LS from SA3 re-iterates that the current MDT user consent solution is incorrect because it spells out that “Such configuration is done based on local regulations, which is likely to change infrequently”. Namely, it is incorrect to assume that user consent applies to ALL the MDT measurements defined in 3GPP. User consent is only needed for the information configured to the RAN/AMF by OAM as motivated by local laws and regulations or by the choice of the operators themselves.
Proposal 1: According to the reply LS from SA3 in R3-234493 [2], and according to discussinos in RAN3, the OAM performs the following tasks:
· For Management Based MDT: the OAM configures the RAN with rules concerning the MDT measurements that can be collected and distributed to the TCE. MDT measurements not listed in such OAM configuration can be collected by the RAN and reported to the TCE without consent from the user.
· For Signalling Based MDT: the OAM configures the AMF with rules concerning the MDT measurements that can be collected by the RAN and distributed to the TCE. For MDT configurations containing measurements not listed in such OAM configuration, the AMF can trigger a Trace Activation towards the RAN and the RAN can collect the MDT measurements and report them to the TCE without consent from the user.


In light of the above, if we think of the current user consent solution, where user consent is given in the form of a PLMN ID list, the solution described in conclusion 2 may be interpreted as follows:
For Management Based MDT:
Step 1: The OAM has configured the RAN with a list of MDT measurements that require user consent.
Step 2: If user consent is available for a UE, the RAN receives from the AMF the Management Based MDT PLMN List IE, which indicates that the UE gave consent for the measurements subject to user consent. 
Step 3: The OAM signals to the NG-RAN a Management Based MDT configuration: 
· If the configured MDT data are subject to user consent, the RAN shall select UEs on the basis of the received user consent information represented by the Management Based MDT PLMN List IE. 

· If the configured MDT data are not subject to user consent, the RAN does not need to consider user consent when selecting UEs. Namely, the RAN can select also UEs for which the Management Based MDT PLMN Lis was not received.

For Signalling Based MDT:
Step 1: The OAM has configured the AMF with a list of MDT measurements that require user consent.

Step 2: The OAM signals to the AMF a Signalling Based MDT configuration: 
· If the configured MDT data are subject to user consent, and if the AMF determines (from data acquired from the UDM) that user consent is available for the UE , the AMF shall trigger a Trace Activation for the UE. 

· If the configured MDT data are not subject to user consent, the AMF shall trigger a Trace Activation, including the Signalling Based MDT PLMN List IE, even if user consent is not available for the UE.

It is worth to note that, to make the solution work for Signalling Based MDT, the AMF shall include the Signalling Based MDT PLMN List IE as part of the Trace Activation IE towards the NG-RAN, for cases where the user did not give consent but where MDT measurements are not subject to user consent. This is because, as we will see in the next section, such list is needed to configure the UE for Logged MDT in cases where the MDT data in the configuration do not require user consent.

Proposal 2: For cases where the user did not give consent but where MDT measurements are not subject to user consent, the AMF shall signal the Signalling Based MDT PLMN List IE to the RAN even in case the user did not give consent.


2.1 UE Behaviour in case of Logged MDT
During RAN3-121bis the problem of logged MDT was raised. It was clarified that the MDT PLMN List is signalled to the UE in case of logged MDT. The UE reports the results of logged MDT only within PLMNs that are included in the MDT PLMN List. 
It was also clarified that enhancements to the MDT user consent solution shall not impact the UE behaviour.

Conclusion 2: Enhancements to the MDT User Consent solution shall not impact legacy UE behaviour

To keep the UE behaviour unchanged, the MDT PLMN List should be signalled to the UE for the following two reasons:
· In cases where the configured MDT measurements require user consent, the MDT PLMN List indicates to the UE the list of PLMNs where measurements can be collected and reported to the TCE because the user gave consent 
· In case where the configured MDT measurements do not require user consent, the MDT PLMN List shall still be signalled to the UE, but in this case this list only indicates to the UE the PLMNs where these MDT measurements should be collected (i.e. to mirror the specifications terminology, where MDT measurements “are allowed"), independently of user consent. 

There is however one issue concerning the case where MDT measurements do not require user consent. The issue is related to this sentence in TS37.320:

[bookmark: _Hlk149508286]A UE is configured with an MDT PLMN List only if user consent is valid for the RPLMN.
One way to overcome this problem is to modify the sentence above as follows:

------------------------------Proposed Change to TS37.320------------------------------

A UE is configured with an MDT PLMN List if user consent is valid for the RPLMN, or if the data types of the configured MDT measurements are not subject to user consent.

------------------------------End of Proposed Change to TS37.320------------------------------

The above change implies that if a MDT configuration includes measurements that are subject to user consent and if the user has not given user consent, the UE will not be configured with an MDT PLMN List.
However, if an MDT configuration includes measurements that are not subject to user consent, the UE can still be configured with an MDT PLMN List. The UE in this case will report logged MDT measurements accordingly to the configured PLMN List.
The above ensures that measurements not subject to user consent can still be collected from UEs even if the user did not give consent. At the same time, it ensures that no changes to the UE behaviour are applied.
Conclusion 3: to ensure that MDT user consent solution enhancements do not impact legacy UE behaviour, the RAN shall always configure the UE with an MDT PLMN List for collection of logged MDT measurements
To achieve the above, and for the case of Signalling Based MDT, we have clarified that the AMF always signals the Signalling Based MDT PLMN List to the RAN, even in cases where measurements do not require user consent and the user did not give consent. 
For the case of management based MDT, in absence of the MDT PLMN List in the protocol signalling, e.g. if the Management Based MDT PLMN List is not included in the NG: Initial context Setup Request, and if the RAN receives a Management Based MDT configuration including measurements that are not subject to user consent, the NG-RAN can anyhow configure the UE with a MDT PLMN List as part of legacy RAN behaviour. 
This is because the NG-RAN can derive such MDT PLMN List for the Management Based MDT Activation received by the OAM. In fact, according to section 4.1.1.9.2 of TS32.422, the Management Based MDT Activation received by the OAM includes:

The management system sends a Trace Session activation request to the gNB. This request includes the parameters for configuring UE measurements:
-	Job type. 
[…]
· MDT PLMN List
[…]

At the same time, TS32.422 states the following:
[bookmark: _Toc516654961][bookmark: _Toc28278152][bookmark: _Toc36134427][bookmark: _Toc44686912][bookmark: _Toc51928682][bookmark: _Toc51929251][bookmark: _Toc90649482]5.10.24	MDT PLMN List
This is an optional parameter indicating the PLMNs where measurement collection, status indication and log reporting is allowed. E.g. the UE performs these actions for Logged MDT when the RPLMN is part of this set of PLMNs. Maximum of 16 PLMNs can be defined.
To the UE it is communicated as the plmn-IdentityList.
And TS28.622 states the following:
[bookmark: _Toc145601551]4.3.60	LoggedMdtConfig <<dataType>>
[bookmark: _Toc145601552]4.3.60.1	Definition
This <<dataType>> defines the configuration parameters of IOC TraceJob which are specific for Logged MDT or Logged MBSFN MDT. 
The optional attribute plmnList allows to specify the PLMNs where measurement collection, status indication and log reporting is allowed, the optional attribute areaConfigurationForNeighCell allows to specify the area for which UE is requested to perform measurements logging for neighbour cells which have list of frequencies
[…]
[bookmark: _Toc145601554]4.3.60.3	Attribute constraints
	Name
	Definition

	reportType (support qualifier)
	This attribute shall be present only if NR MDT is supported and the jobType attribute is set to Logged MDT.

	eventListForEventTriggeredMeasurement (support qualifier)
	This attribute shall be present only if NR MDT is supported and the jobType attribute is set to Logged MDT.

	eventThresholdL1 (support qualifier)
	This attribute shall be present only if NR MDT is supported and the jobType attribute is set to Logged MDT.

	hysteresisL1 (support qualifier)
	This attribute shall be present only if NR MDT is supported and the jobType attribute is set to Logged MDT.

	timeToTriggerL1 (support qualifier)
	This attribute shall be present only if NR MDT is supported and the jobType attribute is set to Logged MDT.

	plmnList (support qualifier)
	This attribute shall be present only if several PLMNs are supported in the RAN.




As it can be seen above, the MDT PLMN List is always signalled by the OAM to RAN, so long as the RAN supports more than one PLMN. If the RAN supports only one PLMN, the RAN knows that the MDT PLMN List is equal to that single PLMN supported.  It is worth noting that the MDT PLMN List signalled by the OAM to the RAN is not linked to user consent, but only specifies the “PLMNs where measurement collection, status indication and log reporting is allowed”.

Proposal 3: In order to keep the UE behaviour unchanged, if the Management Based MDT PLMN List is not present in the protocol signalling, e.g. in the NG: Initial context Setup Request, and if the RAN receives a Management Based MDT configuration including measurements that are not subject to user consent, the NG-RAN can follow legacy behaviour and configure the UE with a plmn-IdentityList derived from the MDT PLMN List contained in the Management Based MDT Activation signalled by the OAM to the NG-RAN.



3 Summary and Way Forward
In this paper we have described a solution that enables user consent to be enforced only on the MDT measurements that the operator has configured as in need of user consent, as described in the LS RAN3 received from SA3 in [2].
The solution implies the following steps, where the highlighted parts imply changes to the current standard:
For Management Based MDT:
Step 1: The OAM configures the RAN with a list of MDT measurements that require user consent
Step 2: If user consent is available for a UE, the RAN receives from the AMF the Management Based MDT PLMN List IE, which indicates that the UE gave consent for the measurements subject to user consent. 
Step 3: The OAM signals to the NG-RAN a Management Based MDT configuration 
· If the configured MDT data are subject to user consent, the RAN shall select UEs on the basis of the received user consent information represented by the Management Based MDT PLMN List IE. 

· If the configured MDT data are not subject to user consent, the RAN does not need to consider user consent when selecting UEs. Namely, the RAN can select also UEs for which the Management Based MDT PLMN List was not received.

Step 4: Independently of whether the Management Based MDT activation contains measurements not subject to user consent or the NG-RAN has not received from the AMF the Management Based MDT PLMN List for a UE, the NG-RAN follows legacy behaviour and it configures the UE with a plmn-IdentityList derived from the MDT PLMN List contained in the Management Based MDT Activation signalled by the OAM to the NG-RAN
For Signalling Based MDT:
Step 1: The OAM configures the AMF with a list of MDT measurements that require user consent
Step 2: The OAM signals to the AMF a Signalling Based MDT configuration 
· If the configured MDT data are subject to user consent, and if the AMF determines (from data acquired from the UDM) that user consent is available for the UE , the AMF shall trigger a Trace Activation for the UE. 

· If the configured MDT data are not subject to user consent, the AMF shall trigger a Trace Activation, including the Signalling Based MDT PLMN List IE, even if user consent is not available for the UE.

Step 3: The NG-RAN will configure the UE with a plmn-IdentityList derived from the Signalling Based MDT PLMN List received from the AMF.

It is proposed to take the solution descriptions above as way forward for enhancements of MDT user consent solutions
Conclusion

In this paper the LS exchange between RAN3 and SA3 on MDT user consent was analysed and the following conclusions and proposals were derived:

Conclusion 1: The current user consent solution for MDT must be corrected because it does not allow for free collection of information that is not subject to user consent. Namely, it does not allow an operator to provision/configure a 3GPP system with the necessary user consent checks to allow/disallow collection and dissemination of specific information that the operator chooses to govern by user consent, as motivated by local laws and regulations, and as declared and stored in UDM as operator-subscriber agreed permissions.
Proposal 1: According to the reply LS from SA3 in R3-234493 [2], and according to discussinos in RAN3, the OAM performs the following tasks:
· For Management Based MDT: the OAM configures the RAN with rules concerning the MDT measurements that can be collected and distributed to the TCE. MDT measurements not listed in such OAM configuration can be collected by the RAN and reported to the TCE without consent from the user.
· For Signalling Based MDT: the OAM configures the AMF with rules concerning the MDT measurements that can be collected by the RAN and distributed to the TCE. For MDT configurations containing measurements not listed in such OAM configuration, the AMF can trigger a Trace Activation towards the RAN and the RAN can collect the MDT measurements and report them to the TCE without consent from the user.

Proposal 2: For cases where the user did not give consent but where MDT measurements are not subject to user consent, the AMF shall signal the Signalling Based MDT PLMN List IE to the RAN even in case the user did not give consent.

Conclusion 2: Enhancements to the MDT User Consent solution shall not impact legacy UE behaviour
Proposal 3: In order to keep the UE behaviour unchanged, if the Management Based MDT PLMN List is not present in the protocol signalling, e.g. in the NG: Initial context Setup Request, and if the RAN receives a Management Based MDT configuration including measurements that are not subject to user consent, the NG-RAN can follow legacy behaviour and  configure the UE with a plmn-IdentityList derived from the MDT PLMN List contained in the Management Based MDT Activation signalled by the OAM to the NG-RAN.



Proposal 3: It is proposed to follow the following solutions for enhancements to MDT user consent solutions:
For Management Based MDT:
Step 1: The OAM configures the RAN with a list of MDT measurements that require user consent
Step 2: If user consent is available for a UE, the RAN receives from the AMF the Management Based MDT PLMN List IE, which indicates that the UE gave consent for the measurements subject to user consent. 
Step 3: The OAM signals to the NG-RAN a Management Based MDT configuration 
· If the configured MDT data are subject to user consent, the RAN shall select UEs on the basis of the received user consent information represented by the Management Based MDT PLMN List IE. 

· If the configured MDT data are not subject to user consent, the RAN does not need to consider user consent when selecting UEs. Namely, the RAN can select also UEs for which the Management Based MDT PLMN List was not received.

Step 4: Independently of whether the Management Based MDT activation contains measurements not subject to user consent or the NG-RAN has not received from the AMF the Management Based MDT PLMN List for a UE, the NG-RAN follows legacy behaviour and it configures the UE with a plmn-IdentityList derived from the MDT PLMN List contained in the Management Based MDT Activation signalled by the OAM to the NG-RAN
For Signalling Based MDT:
Step 1: The OAM configures the AMF with a list of MDT measurements that require user consent
Step 2: The OAM signals to the AMF a Signalling Based MDT configuration 
· If the configured MDT data are subject to user consent, and if the AMF determines (from data acquired from the UDM) that user consent is available for the UE , the AMF shall trigger a Trace Activation for the UE. 

· If the configured MDT data are not subject to user consent, the AMF shall trigger a Trace Activation, including the Signalling Based MDT PLMN List IE, even if user consent is not available for the UE.

Step 3: The NG-RAN will configure the UE with a plmn-IdentityList derived from the Signalling Based MDT PLMN List received from the AMF.


CRs reflecting the proposals above are presented in R3-237478 (CR to TS37.320) and R3-237479 (CR to TS38.401), while an LS informing SA3 and SA5 of the decisions from RAN3 is presented in R3-237480
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