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Introduction

This contribution provides our view on the incoming LS related to DTLS.
Discussion
Recap progress on DTLS issue
RAN3#121 meeting received two LS [1][2] from SA3 and IETF respectively. 

In SA3’s LS, SA3 has confirmed the security issue found by IETF. The detail is copied for easy reference.
	SA3 agrees that the vulnerabilities are serious – they are affecting confidentiality, integrity, replay, and availability. Supporting DTLS over SCTP in N2, Xn, F1, and E1 interfaces has been made mandatory from Release 15 onwards. Therefore, SA3’s understanding is that it is important to solve all the security vulnerabilities, including the availability vulnerabilities. Since the problem is related to the use of DTLS with SCTP, SA3’s understanding is that the solution should be based on DTLS, and the solution should not rely on unsupported DTLS features.


In IETF’s LS, two requests related to RAN3. The first request is to provide RAN3’s view or preference on two approaches raised by IETF. The second request is to clarify the maximum SCTP message size in using, which will help IETF make final decision on the approach selection. The detail is copied below for easy reference.  
[image: image1.png]In the development work of a replacement as reported in the previous liaison statement
(Titled: Updated LS to 3GPP regarding SCTP-AUTH and DTLS) [2] the work had run into
some security issues. In the continued work to address these security issues there are now two
different proposals that TSVWG is attempting to choose between. The first is to continue
with the previous solution with DTLS on top of SCTP [3] and relying on an updated version
of SCTP-AUTH (4] to ensure the DTLS records are in order per message and no records can
be injected into protected message. The second solution is to create an encryption chunk [5]
that encapsulates all the payload of SCTP packets, where each SCTP packet’s content can be
protected by DTLS [6] ensuring confidentiality, source authenticity, and integrity.




[image: image2.png]These two solutions appear to both to fulfill the security and functional requirements to
address 3GPP’s needs as understood by TSVWG. The interpretation of the requirements is

the following:




[image: image3.png]preferable to pursue by TSVWG. It is requested that SA3 and RAN3 would confirm if
implementation possibilities in both userland and kernel implementations of SCTP are
required for the solution? And if any additional concerns with implementation of either of the
solutions are perceived.




In addition, IETF also request to clarify the maximum SCTP message size in using.
[image: image4.png]In the discussion at IETF 117 TSVWG meeting, it was requested that 3GPP clarified which
SCTP message sizes that a solution is required to support. In other words, are the theoretical
maximum message size mentioned above relevant to be supported, or would it be sufficient
that a smaller message size is supported? In general, it would be good to have SA3 and
RANS3 confirm that the interpretation of the requirements is correct.




Observation 1: DTLS security issue has been identified by SA3 and IETF, RAN3 is requested to provide view on approaches regarding the DTLS security drawback and clarify the maximum SCTP message size in using. 

SCTP-AUTH approach

Approach 1 raised by IETF is DTLS over SCTP with delta SCTP-AUTH mechanism.

Approach 2 is Encryption chunk encapsulate SCTP. 
The two approaches has been discussed in SA3, and we share the view from SA3 that the final solution should not rely on unsupported DTLS features, for example, approach 1 need require support of DTLS connection ID which is not supported which make approach 1 hard to be implemented.
Considering the Node performance, we do not want the new mechanism to challenge the Nodes’s performance. For approach 2, encapsulated SCTP link into Encryption chunk will definitely add system overheads and causes a relatively in-negligibly challenge to an operation capability of the NR node.

Especially when multiple connections need to be considered, for example, for F1 interface, one gNB-CU can be connected to a maximum of thirty-two SCTPs with gNB-DUs, that is, one gNB-CU needs to be connected to at most thirty-two times of Encryption chunked SCTPs. This poses a great challenge to a computing capability of the gNB-CU. The performance requirement makes approach 2 hard to be largely deployed.
From backward compatible point of view, the two approaches both need NR node to be upgraded. 
Observation 2: From RAN3 point of view, the solution should not delegate performance of NR node.  
Maximum SCTP message size.

It is noted in [2] that the message size for approaches 1&2 raised by IETF is larger than 500kb. IETF requests RAN3 to provide the maximum size of SCTP message (e.g. XnAP message). 
[image: image5.png]e Support message size of larger than 500 kb, which appear to be the approximate
theoretical maximum size of Xn (3GPP TS 48.423) messages. Although we note that
the original liaison statement from RAN3 [7] refers to SCTP’s unlimited message
size.




The issue has been discussed in RAN3#111-e meeting. During the meeting, it is clarified in [3] the maximum XnAP message related to inter-node RRC containers including at least the following:
UECapabilityInformation can be up to (9k * 16) Bytes;
RRCReconfiguration can be up to (9k * 5)   bytes. 
In order to fulfill the XnAP message transmission, at least 144kb message size should be guaranteed.
RAN3 still prefer IETF to provide solution with unlimited message size.
Proposal : At least 144kb message size should be guaranteed for DTLS and RAN3 prefer solution with unlimited message size.

3. Conclusion

In this contribution, observation and proposals are:
Observation 1: DTLS security issue has been identified by SA3 and IETF, RAN3 is requested to provide view on approaches regarding the DTLS security drawback and clarify the maximum SCTP message size in using.

Observation 2: From RAN3 point of view, the solution should not delegate performance of NR node.
Proposal 1: At least 144kb message size should be guaranteed for DTLS and RAN3 prefer solution with unlimited message size.

Proposal 2: To agree the LS in [4].
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