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Introduction
RAN3 received an LS [1] from RAN2 regarding the security of the subsequent CPAC. This is related to the LS [2] from SA3 to RAN2 and contains the following solution for updating the security key during the subsequent CPAC

Following is the solution details from security perspective:
1. The MN provides to the UE the SN Counter values for each SN, and the UE stores these values along with the CPC.
2. The UE derives the KSN using the KgNB together with an unused SN Counter value pre-provisioned by the MN. The UE changes the SN Counter upon every SN change. 
This contribution discusses the actions that RAN3 should take to address security issues in this selective activation.
Discussion
Security key refresh
Regarding the solution to the security issue in LS from SA3, it is up to RAN2 how the NW node configures multiple sk counters to the UE. However, it is a RAN3 matter which node decides the number of sk counters to be configured to the UE.
Basically, the MN can configure the appropriate number of sk counters to the UE based on some information e.g. UE trajectory and resource information from other gNBs, etc. However, the SN may have more information regarding UE's SN mobility in some cases. If the MN determines the number of sk counters (e.g., in MN initiated CPC), Xn signaling enhancement is not necessary. However, if the SN determines the number of sk counters (e.g., in SN initiated CPC), the SN should inform it to the MN, which generates an RRCReconfiguration and sends it to the UE. In this case, Xn signaling enhancement is needed.
Proposal 1:	RAN3 should consider the necessary singnaling enhancement for a mechanism to update sk counters in a subsequent CPC without reconfiguration.
Proposal 2:	RAN3 should discuss which node (i.e. MN and SN) can determine the number of sk counters to be configured to the UE during the initiation of the selective activation.
Proposal 3:	If the SN determines the number of sk counter, the SN can include it in CPC initiation massages (e.g. SN Change/Modification Required).
[bookmark: _Hlk142638531]In SN initiated CPC, if the SN sends the number of sk counters to the MN with the CPC request, an example of the general procedure is as shown in the figure. In step 1A, whether the MN must always accept the number of sk counter requested by the SN or whether the final number is decided by the MN needs to be further discussed.
From another perspective, the problem is how to avoid a mismatch between the key calculated by the UE using the maintained sk counter and the key used by the NW node. This point was also discussed in RAN2, and the three options discussed in SA3 are on the table:
Option 1: The MN derives the corresponding KSN as described in Annex A.16 based on the corresponding SN Counter values. The KSN keys and the corresponding SN Counter values are sent to the SN from the MN. The SN shall store the KSN keys and the corresponding SN Counter values in its security context.
Option 2: After the derivation of sequence of multiple distinct SN Counter values for each candidate SN, the SN Counter values are sent to the UE from the MN. The MN does not need to store the SN Counter values for each SNs after sending them.
Option 3: The MN derives the corresponding KSN as described in Annex A.16 based on the corresponding SN Counters values. The KSN keys are sent to the SN from the MN. The SN shall store the KSN keys in its security context.
If Option 1 or Option 2 is supported, Xn signaling is not necessary because the mismatch of the sk counter is handled by the MN. On the other hand, if Option 3 is supported, since the MN only sends the K_SN to the SN in the legacy message (i.e. SN Addition/Modification Request), the SN does not know the sk counter corresponding to the security key currently used. Therefore, when the SN checks the matching of the key, the MN should send multiple S-NG-RAN node Security Keys with the sk counters corresponding to each key to the SN, which needs to maintain them until the sk counters table is refreshed.
Proposal 4:	If the SN would be responsible for the mismatch of sk counter, the sk counters corresponding to each security key should be included in the Xn message (e.g. SN Addition Request).
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Figure: an example of the general procedure for SN initiated conditional SN change.


Conclusions and proposals
Our proposals are summarized below.
Proposal 1:	RAN3 should consider the necessary singnaling enhancement for a mechanism to update sk counters in a subsequent CPC without reconfiguration.
Proposal 2:	RAN3 should discuss which node (i.e. MN and SN) can determine the number of sk counters to be configured to the UE during the initiation of the selective activation.
Proposal 3:	If the SN determines the number of sk counter, the SN can include it in CPC initiation massages (e.g. SN Change/Modification Required).
Proposal 4:	If the SN would be responsible for the mismatch of sk counter, the sk counters corresponding to each security key should be included in the Xn message (e.g. SN Addition Request).
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