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1 Introduction
RAN3 and SA3 have exchanged a series of LSs on the topic of user consent for trace reporting.
In a previous LS from RAN3, in [1], RAN3 has stated the following:
---------------------------------------Excerpt from [1]---------------------------------------
On SA3's request: "SA3 opines that RAN2, RAN3, and SA5 do not need to make user consent mandatory for RLF/CEF cases but should provide a possibility so that the operator has an option to collect and handle user consent"
RAN3 would like to inform SA3 that there is no consensus in RAN3 on whether and how network signalling can be enhanced for the above purpose in Rel-17.
RAN3 would like to ask SA3:
Q1: Whether user consent should be used to allow/disallow transfer of information from RAN to Trace Collection Entity (TCE), or whether it should also be used to allow/disallow collection of information over the air interface for RAN internal use only.
Q2: To provide feedback on feasibility and benefit of a Rel-18 user consent mechanism where an operator can provision, via OAM, which information is subject to user consent, depending on the law and regulations in place. 
---------------------------------------End of Excerpt from [1]---------------------------------------

In the last exchange between SA3 and RAN3 on this subject, SA3 has produced the LS in [2], where the following answers are provided to the above questions:

---------------------------------------Excerpt from [2]---------------------------------------
SA3 would like RAN3 to consider the following answers:
A1: The existing user consent mechanism is only intended for internal use within the 3GPP operators (controllers) domain for collection MDT measurements at the RAN and reporting them to the Trace Collection Entity. 
A2: Further, user consent is given to the operator so that the 3GPP system can be provisioned/configured based on the operator-subscriber agreed permissions stored in UDM to make it feasible for the 3GPP system to comply with local laws and regulations. 
Whether the RAN needs to check if user consent is required for a specific type of information/data of a subscriber for a particular purpose can be configured by the OAM. Such configuration is done based on local regulations, which is likely to change infrequently. From the UDM, per UE basis, the RAN receives the yes/no information on whether a user has given consent for the information/data configured by the OAM to be used by the RAN for a particular purpose.
The steps described above include the method detailed in Q2. Hence the method is feasible.
---------------------------------------End of Excerpt from [2]---------------------------------------

In this paper the LS exchange on user consent for trace reporting between RAN3 and SA3 is analysed, and a conclusion is taken based on the outcomes of such exchange.
2 Discussion
To analyse the LS exchange between RAN3 and SA3, the most practical way is to refer to the questions RAN3 has asked SA3 and the answers SA3 has provided. From such answers conclusions and ways forward can be derived.
[bookmark: _Hlk146035854]Q1: Whether user consent should be used to allow/disallow transfer of information from RAN to Trace Collection Entity (TCE), or whether it should also be used to allow/disallow collection of information over the air interface for RAN internal use.

To this question SA3 has replied as follows:

A1: The existing user consent mechanism is only intended for internal use within the 3GPP operators (controllers) domain for collection MDT measurements at the RAN and reporting them to the Trace Collection Entity. 

The above answer spells out two main points:
1) Current user consent solutions for MDT are used to regulate collection and usage of information within a 3GPP network, i.e. if the information is shared outside the 3GPP network, different user consent solutions (not in 3GPP scope) should be adopted

2) Existing user consent mechanisms for MDT regulate the collection of MDT measurements at the RAN and the reporting of such measurement to the TCE; notably, the solutions do not regulate the collection and consumption of measurements at RAN

If we try to map SA3´s answer to the original question asked by RAN3 in [1], it can be understood that existing user consent solutions cover the case “to allow/disallow transfer of information from RAN to Trace Collection Entity (TCE)”. This is what the LS from SA3 refers to as “collection of MDT measurements at the RAN and reporting them to the Trace Collection Entity”. 
Inversely, it can be deduced that existing solutions for user consent for trace should not be used “to allow/disallow collection of information over the air interface for RAN internal use only”.
Proposal 1: To capture as an agreement or common understanding that existing user consent solutions for MDT data collection cover whether to allow/disallow collection of MDT measurements at the RAN and transfer of information from RAN to Trace Collection Entity (TCE). Such solutions shall not be used to allow/disallow collection of information over the air interface for RAN internal use.

Q2: To provide feedback on feasibility and benefit of a Rel-18 user consent mechanism where an operator can provision, via OAM, which information is subject to user consent, depending on the law and regulations in place. 
To this question SA3 has replied as follows:
A2: Further, user consent is given to the operator so that the 3GPP system can be provisioned/configured based on the operator-subscriber agreed permissions stored in UDM to make it feasible for the 3GPP system to comply with local laws and regulations. 
Whether the RAN needs to check if user consent is required for a specific type of information/data of a subscriber for a particular purpose can be configured by the OAM. Such configuration is done based on local regulations, which is likely to change infrequently. From the UDM, per UE basis, the RAN receives the yes/no information on whether a user has given consent for the information/data configured by the OAM to be used by the RAN for a particular purpose.
The steps described above include the method detailed in Q2. Hence the method is feasible.

The answer above touches upon several points. The first point is that “user consent is given to the operator so that the 3GPP system can be provisioned/configured based on the operator-subscriber agreed permissions stored in UDM to make it feasible for the 3GPP system to comply with local laws and regulations”
In particular, we wish to pint out that operators operate in different jurisdictions, where each jurisdiction may prescribe different rules for the application of consent, for example the information or uses of information that should be governed by user consent. User consent solutions should enable the operator to configure their network with appropriate checks to allow/disallow the processing (and dissemination) of specific information governed by consent, as determined by local regulation or by the choice of the operator. 
With this respect, the current MDT user consent solution does not fulfil the scope of the user consent described in the SA3 reply LS in [2]. This is because the current user consent solution for MDT either allows in full or disallows in full the collection and distribution of ALL MDT measurements defined in 3GPP. 
In many jurisdictions, most MDT measurements defined in 3GPP are not considered sensitive. Measurements like M6: Packet delay measurement; or M7: Packet loss rate measurement; are not considered sensitive in any jurisdiction so far. 
Therefore, the current MDT solution needs to be amended and corrected to meet the definition and requirements provided by SA3.
Conclusion 1: The current user consent solution for MDT must be corrected because it does not allow an operator to provision/configure a 3GPP system with the necessary user consent checks to allow/disallow collection and dissemination of specific information that the operator chooses to govern by user consent, as motivated by local laws and regulations, and as declared and stored in UDM as operator-subscriber agreed permissions.
In the second part of A2, SA3 touches upon how the OAM and the RAN are supposed to support an appropriate user consent solution for MDT. 
The answer states that “Whether the RAN needs to check if user consent is required for a specific type of information/data of a subscriber for a particular purpose can be configured by the OAM. Such configuration is done based on local regulations, which is likely to change infrequently.”
We note that the OAM configures the RAN with rules that instruct the RAN on whether user consent needs to be checked for collection and reporting of a specific type of information/data of a subscriber for a particular purpose. In other words, the OAM tells the RAN which MDT measurements are governed by user consent and for such measurements the RAN needs to check if the user did or did not provide user consent. 
If the OAM does not configure the RAN to check user consent for a specific MDT measurement, such measurement can then be collected by the RAN and distributed to the TCE without any user consent check. 
Following the example above, the OAM may choose not to configure the RAN for user consent check for M6: Packet delay measurement; or M7: Packet loss rate measurement; because local laws and regulations do not consider such measurements to be sensitive. In this case, the RAN would not need to check if user consent was given when collecting M6 and M7 measurements and when distributing such measurements to the TCE.
The reply LS from SA3 re-iterates that the current MDT user consent solution is incorrect because the LS in [2] spells out that “Such configuration is done based on local regulations, which is likely to change infrequently”. Namely, it is incorrect to assume that user consent applies to ALL the MDT measurements defined in 3GPP. User consent is only needed for the information configured to the RAN by OAM as motivated by local laws and regulations or by the choice of the operators themselves.
Conclusion 2: According to the reply LS from SA3 in R3-234493 [2], the OAM configures the RAN with rules concerning the MDT measurements that can be collected and distributed to the TCE. MDT measurements not listed in such OAM configuration can be collected by the RAN and reported to the TCE without consent from the user.
In their description of a solution fulfilling the requirements for MDT user consent, SA3 goes on to say that “From the UDM, per UE basis, the RAN receives the yes/no information on whether a user has given consent for the information/data configured by the OAM to be used by the RAN for a particular purpose.”
If we map the above statement to the current architecture, this implies that the 5GC retrieves user consent information from the UDM and forwards it to the RAN via the AMF. Such information consists of a “consent/no consent” flag for the MDT measurements configured by the OAM to the RAN.  
If we think of the current user consent solution, where user consent is given in the form of a PLMN ID list, the solution described by SA2 may be interpreted as follows:
· Assume that the OAM has configured the RAN with a list of MDT measurements that require user consent
· [bookmark: _Hlk146046974]The RAN receives from the AMF the MDT PLMN List IE, which indicates the PLMNs for which the user has given consent for collection and distribution of MDT measurements configured to the RAN by the OAM

Conclusion 3: the current MDT PLMN List IE can be reused to indicate to the RAN the PLMNs for which the user has given consent for collection and distribution of MDT measurements configured to the RAN by the OAM
Answer 2 in the LS in [2] concludes by stating that “The steps described above include the method detailed in Q2. Hence the method is feasible.”. Namely, the solution described by SA3 includes the following solution described by RAN3 in the LS in [1]:
“a Rel-18 user consent mechanism where an operator can provision, via OAM, which information is subject to user consent, depending on the law and regulations in place”
Hence, SA3 deems the mechanism above as feasible and part of the solution SA3 recommends. 
Based on the analysis above, the following is proposed:
Proposal 2: It is proposed to amend the solution for MDT user consent in Rel18 according to the following steps:
1) The OAM configures the RAN with a list of MDT measurements that are subject to user consent 
2) MDT measurements not listed in such OAM configuration can be collected by the RAN and reported to the TCE without user consent from the user
3) The current MDT PLMN List IE can be reused to indicate to the RAN the PLMNs for which collection and distribution of MDT measurements configured to the RAN by the OAM is allowed, according to the list in 1)
Conclusion
In this paper the LS exchange between RAN3 and SA2 on the topic of user consent for trace collection as been analysed. 
The following conclusions and proposals have been captured:
Proposal 1: To capture as an agreement or common understanding that existing user consent solutions for MDT data collection cover whether to allow/disallow collection of MDT measurements at the RAN and transfer of information from RAN to Trace Collection Entity (TCE). Such solutions shall not be used to allow/disallow collection of information over the air interface for RAN internal use.
Conclusion 1: The current user consent solution for MDT must be corrected because it does not allow an operator to provision/configure a 3GPP system with the necessary user consent checks to allow/disallow collection and dissemination of specific information that the operator chooses to govern by user consent, as motivated by local laws and regulations, and as declared and stored in UDM as operator-subscriber agreed permissions.
Conclusion 2: According to the reply LS from SA3 in R3-234493 [2], the OAM configures the RAN with rules concerning the MDT measurements that can be collected and distributed to the TCE. MDT measurements not listed in such OAM configuration can be collected by the RAN and reported to the TCE without consent from the user.
Conclusion 3: the current MDT PLMN List IE can be reused to indicate to the RAN the PLMNs for which the user has given consent for collection and distribution of MDT measurements configured to the RAN by the OAM
Proposal 2: It is proposed to amend the solution for MDT user consent in Rel18 according to the following steps:
1) The OAM configures the RAN with a list of MDT measurements that are subject to user consent 
2) MDT measurements not listed in such OAM configuration can be collected by the RAN and reported to the TCE without user consent from the user
3) The current MDT PLMN List IE can be reused to indicate to the RAN the PLMNs for which collection and distribution of MDT measurements configured to the RAN by the OAM is allowed, according to the list in 1)

A CR reflecting the proposals above is presented in R3-235599 (CR to TS37.320), while an LS informing SA3 and SA5 of the decisions from RAN3 is presented in R3-235598
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