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Introduction
In this paper we further discuss potential enhancements for RRC Inactive support. 

Discussion
Security enhancement for RRC Resume
At the last meeting we discussed a potential security threat during the RRC Resume procedure. This is a consequence of the fact that the RRCResumeRequest / RRCResumeRequest1 message is sent via SRB0, and these messages contain an I-RNTI with a fixed structure. 
RAN3 has agreed that the I-RNTI is made of two parts, one representing the UE context, and another one, the Local NG-RAN Node Id, associated to the Global gNB Id. A malicious UE can send repeated RRC Resume Requests containing a faked I-RNTI, where the Local NG-RAN Node Identifier is legitimate, but the rest of the RRC Resume Request is faked (in particular, the resumeMAC-I used by a gNB to authenticate the UE).  
The node receiving the faked I-RNTI will try to retrieve the UE Context from the anchor gNB that corresponds to the Local NG-RAN Node Identifier and since the anchor gNB will not authenticate the UE the procedure fails. Since the UE can repeat the attack as many times as it likes, this will cause a burden to the network due to a storm of XnAP signalling.

Observation 1: A malicious UE can use a valid Local NG-RAN Node ID to cause an XnAP signalling storm.

To solve the issue we would like to discuss some possible options. 
A first option (option 1) can be to let a gNB detects if a UE is a malicious UE and if this is the case, the gNB can reject or ignore further coming from the same UE. For example, a gNB can monitor the failures to retrieve the context for a certain UE. Or, since the problem is more severe when the malicious attempts can be repeated within a short period of time, the gNB can monitor the intensity of the failures to retrieve the UE context for a certain UE.
If the number of failures is too high, or the intensity of the failures is too high (how much is FFS), the gNB can take some remedy actions. For instance, the gNB can label the UE as a “malicious UE” and reject further attempts coming from the same UE.
We note that option 1 can work only if a gNB can associate a fake Resume request to a certain UE. In this is feasible, then the gNB can distinguish a malicious UE. On this, we think RAN3 should discuss on the feasibility (and/or seek advice from other groups, for example RAN2).
Proposal 1: RAN3 to discuss whether a fake Resume request can be associated to a certain UE.

A second option can be to conceal the I-RNTI, or at least the Local NG-RAN Node Id, to avoid that a malicious UE uses it. For example, the gNB, when releasing a UE to RRC Inactive, can send an encrypted I-RNTI to the UE and the UE uses the encrypted I-RNTI in the Resume request. From UE perspective nothing changes, so, we don’t foresee any RAN2 impacts, however some coordination with other groups seems needed. For example, the gNB towards which the UE reconnects from Inactive needs to recover the Local NG-RAN Node Id from the I-RNTI. We think two possible ways can be used to achieve this (option 2a and 2b):
· How the I-RNTI is concealed (e.g. using a key) is signalled between gNBs
· How the I-RNTI is concealed (e.g. using a key) is signalled from CN to gNB

Further discussing the standard impacts for the various options:
· Option 1: the impact in RAN3 or other WGs should be clarified. For example (Option 1a) is it feasible that a gNB recognizes that a UE is a malicious UE can be left to implementation? Or maybe, (Option 1b) a gNB can be configured (from OAM) with parameters for detecting is a UE is a malicious UE (in this case, RAN3 may ask SA5 for support). Or, the issue can be solved in RAN2?
· Option 2a: there is an impact in RAN3, e.g., to indicate how an I-RNTI is concealed (e.g. a common concealing key to be used by two gNBs)
· Option 2b: there is an impact in RAN3 and SA2, e.g., to indicate how an I-RNTI is concealed (e.g. a common concealing key to be used by gNBs)

Proposal 2: RAN3 to discuss the following options to protect the network against malicious UE sending fake Resume requests:
· Option 1a: how a gNB detects a malicious UE is left to implementation
· Option 1b: a gNB is configured on how to detect a malicious UE
· Option 2a: the I-RNTI is concealed, how to conceal it is signalled between gNB
Option 2b: the I-RNTI is concealed, how to conceal it is signalled from CN to gNB

In addition to the options discussed, we think we should raise the issue towards other working groups, in particular SA3, to describe the options considered by RAN3 and seek advise. 
Proposal 3: Send an LS to SA3 and RAN2 to inform that RAN3 has identified an issue due to UE sending fake Resume requests and describe the options considered by RAN3 for the solution.
Proposal 4: Agree on the LS provided in Appendix.


Conclusion
[bookmark: _In-sequence_SDU_delivery]In this paper we discussed enhancements of network security against repeated attacks of malicious UEs using faked Resume Requests. The following proposals have been made:
Proposal 1: RAN3 to discuss whether a fake Resume request can be associated to a certain UE.
Proposal 2: RAN3 to discuss the following options to protect the network against malicious UE sending fake Resume requests:
· Option 1a: how a gNB detects a malicious UE is left to implementation
· Option 1b: a gNB is configured on how to detect a malicious UE
· Option 2a: the I-RNTI is concealed, how to conceal it is signalled between gNB
Option 2b: the I-RNTI is concealed, how to conceal it is signalled from CN to gNB

Proposal 3: Send an LS to SA3 and RAN2 inform that RAN3 has identified an issue due to UE sending fake Resume requests and describe the options considered by RAN3 for the solution.
Proposal 4: Agree on the LS provided in Appendix.
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Attachments:	-
[bookmark: _Hlk109550030]1	Overall description
[bookmark: _Hlk109550148]As part of TEI-18 discussion, RAN3 has identified a potential network threat, as described below.
The RRCResumeRequest / RRCResumeRequest1 message is sent via SRB0, and these messages contain an I-RNTI with a fixed structure. RAN3 has agreed that the I-RNTI is made of two parts, one representing the UE context, and another one, the Local NG-RAN Node Id, associated to the Global gNB Id. 
A malicious UE can send repeated RRC Resume Requests containing a faked I-RNTI, where the Local NG-RAN Node Identifier is legitimate, but the rest of the RRC Resume Request is faked (in particular, the resumeMAC-I used by a gNB to authenticate the UE).  
The node receiving the faked I-RNTI will try to retrieve the UE Context from the anchor gNB that corresponds to the Local NG-RAN Node Identifier and since the anchor gNB will not authenticate the UE the procedure fails. Since the UE can repeat the attack as many times as it likes, this will cause a burden to the network due to a storm of XnAP signalling.

RAN3 discussed potential solutions to the identified network threat:
· Option 1a: how a gNB detects a malicious UE is left to implementation
· Option 1b: a gNB is configured on how to detects a malicious UE
· Option 2a: the I-RNTI is concealed, how to conceal it is signalled between gNB
· Option 2b: the I-RNTI is concealed, how to conceal it is signalled from CN to gNB

2	Actions
To SA3
ACTION: 	RAN3 kindly asks SA3 to take the above information into account and provide feedback if any, particularly on Options 2a and 2b.
To RAN2
ACTION: 	RAN3 kindly asks RAN2 to provide feedback on Option 1a and 1b.

3	Dates of next TSG RAN3 meetings
RAN3#122	13th - 17th Nov 2023		Chicago, US
RAN3#123	26th Feb – 1st March 2024		Athens, GR
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