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Introduction

This contribution provides our view on response LS on user consent for trace reporting[R3-235039/S3-234267].
Discussion
In 2021, for Rel-16 WI on SON/MDT, RAN2 and RAN3 WGs( as CC ) received the LS [S3-211338] from SA3. The detail of the LS is copied below for easy reference.
	SA3 thanks RAN2 for the LS (R2-2010894) on the user consent for trace reporting. 

SA3 understands that regulations for collection of location information could vary around the globe. In some regulations, user consent may not be required on the basis of other legal grounds. In other regulations, user consent may be required regardless.

Therefore, SA3 opines that RAN2, RAN3, and SA5 do not need to make user consent mandatory for RLF/CEF cases but should provide a possibility so that the operator has an option to collect and handle user consent. SA3 also believes it is not required to update previous releases (R15 and prior).


As can be observed, the topic was triggered by RAN2 for Rel-16 SON/MDT, in the following discussion, RAN2 provide a detail expatiation in [R2-2010894], the content is copied below for reference:

	RAN2 would like to thank SA5 for their LS in S5-204542. Given the confusion brought by RAN2 LS in R2-2006372, RAN2 would like to clarify the LS’ original intention. Namely, the LS in R2-2006372:

primarily, targeted to ensure the SA5 receives latest status of RAN SON/MDT WI;

Then, for the last paragraph of the LS, RAN2:

had no intention to require the framework change for user consent:

for NR, RAN2 assumed the same framework is reused for user consent as in LTE.

However, detailed principles of applying user consent for NR reports require SA5 insight.

misleadingly categorized the new reports: SCG Failure report type has been mentioned together with NR reports: RLFreport/CEFreport, while:

The SCG Failure report concerns data collection in EN-DC, and newly introduced RLFreport/CEFreport concerns data collection in NR (SA)

it remains up to SA5 and RAN3 to define procedural handling and job types for the reports, though. 

RAN2 understanding is that:

Network configuration for detailed location priovision in Logged and Immediate MDT reports,  respects the user consent and configuration should not happen if there is no user consent of location reporting. 
For for RLF, CEF no configuration is sent from NG-RAN to the UE, there is no need for consent check for these report as such


There was no agreements in RAN2/SA5 for this topics and later based on request from RAN plenary , RAN3 started to discuss the topic in Rel-17 SON/MDT phase but could not achieve consensus in Rel-17. A LS was send to SA3 and a response received at last RAN3 meeting from SA3. The detailed is shown as below:
	SA3 would like to follow up on their previous LS reply S3-231398 to RAN3 LS R3-225250 on the user consent for trace reporting.

Q1: Whether user consent should be used to allow/disallow transfer of information from RAN to Trace Collection Entity (TCE), or whether it should also be used to allow/disallow collection of information over the air interface for RAN internal use only.

Q2: To provide feedback on feasibility and benefit of a Rel-18 user consent mechanism where an operator can provision, via OAM, which information is subject to user consent, depending on the law and regulations in place.
SA3 would like RAN3 to consider the following answers:

A1: The existing user consent mechanism is only intended for internal use within the 3GPP operators (controllers) domain for collection MDT measurements at the RAN and reporting them to the Trace Collection Entity. 

A2: Further, user consent is given to the operator so that the 3GPP system can be provisioned/configured based on the operator-subscriber agreed permissions stored in UDM to make it feasible for the 3GPP system to comply with local laws and regulations. 

Whether the RAN needs to check if user consent is required for a specific type of information/data of a subscriber for a particular purpose can be configured by the OAM. Such configuration is done based on local regulations, which is likely to change infrequently. From the UDM, per UE basis, the RAN receives the yes/no information on whether a user has given consent for the information/data configured by the OAM to be used by the RAN for a particular purpose.

The steps described above include the method detailed in Q2. Hence the method is feasible.


Based on the discussion history, the original security concern raised focus on SON/MDT feature. More specifically, the security concern focus on location information contained in the SON/MDT related reports from UE. As explained from RAN2, the SON/MDT related reports includes two category functions , one category function includes Logged and Immediate MDT reports and the other category function includes RLF, CEF, etc. 

Category function 1(Logged and Immediate MDT reports):
For MDT related reports, AMF provide UE’s user consent in NGAP message to RAN node. The UE’s user consent comes from UDM. For management based MDT, the gNB collects MDT reports from UEs with user consent. If RAN node does not received MDT user consent for a UE, the UE’s MDT session would not be triggered and no MDT report including location information will be collected by NG-RAN node. Therefore there is no privacy issue related to UE location. And the current user consent specification has already covered the detailed method provided by SA3. 

Observation 1:The current MDT user consent mechanism has already provides a possibility so that the operator has an option to collect and handle user consent.
Category function 2(RLF, CEF, etc)
Regarding RLF/CEF used in SON feature, it is true in current specification there is no dedicate RLF/CEF location user consent defined. But there is also no RRC configuration provided to the UE before RLF/CEF are created in UE. Therefore even a RLF/CEF location user consent is defined in UDM per UE and be provided to RAN node, it is not possible in Rel-18 for RAN node to prevent UE provide RLF/CEF report without location information. 

	From the UDM, per UE basis, the RAN receives the yes/no information on whether a user has given consent for the information/data configured by the OAM to be used by the RAN for a particular purpose.


As explained by SA3, the possible new user consent is designed for particular purpose, for example one possible particular purpose would be UE trajectory tracking. But the RLF/CEF report is designed for coverage enhancement and reports only created when failure happen and at most one record can be saved, which makes it no reasonable to be used for tracking UE. 

The feature UE trajectory tracking is not in the WI scope of Rel-18 SON/MDT, therefore no enhancement is needed in Rel-18 for such particular purpose.
Observation 2:The current RLF/CEF report is designed for coverage enhancement without particular purpose for UE trajectory tracking.

Proposal : Based on above observations, all related user consent for SON/MDT functions are in line with SA3’s understanding, there is no further location user consent enhancement for SON/MDT in Rel-18.
3. Conclusion

In this contribution, observation and proposals are:

Observation 1:The current MDT user consent mechanism has already provides a possibility so that the operator has an option to collect and handle user consent.
Observation 2:The current RLF/CEF report is designed for coverage enhancement without particular purpose for UE trajectory tracking.

Proposal : Based on above observations, all related user consent for SON/MDT functions are in line with SA3’s understanding, there is no further location user consent enhancement for SON/MDT in Rel-18.
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