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	Reason for change:
	According to section 6.6.1 of TS 33.501, after Xn handover, the target NG-RAN node shall send the UP security policy received by the source NG-RAN node to the SMF via the path switch request message. Then the SMF shall verify whether the UP security policy received from the target NG-RAN node is the same as the UP security policy that the SMF has locally stored. If there is a mismatch, the SMF shall send its locally stored UP security policy to the target NG-RAN node via the path switch request acknowledge. In addition, the SMF shall support logging capabilities for this event and may take additional measures, such as raising an alarm. This verification and alarm is beneficial to avoid false base stations or malicious modification of UP security policy.
As defined in TS 38.413, the target NG-RAN node sends the User Plane Security Information IE which consists of two mandatory sub IEs, i.e. the Security Indication IE and the Security Result IE, to indicate the security policy related information. This further indicates that even when the Security Indication IE is set to “required” or “not needed”, the Security Result IE will also be sent. However, this will cause an issue since according to the current IE usage description, the Security Result IE only indicates whether the security policy indicated as "preferred" in the Security Indication IE is performed or not. This issue exists since the Security Result IE was introduced in the path switch request message in R3-182370.
Therefore, the IE usage description of the Security Result IE needs to be revised.

	
	

	Summary of change:
	Revise the IE usage description of the Security Result IE in 9.3.1.59.

Impact assessment towards the previous version of the specification (same release):
This CR has isolated impact with the previous version of the specification (same release).
The impact can be considered isolated because the change only affects the UP security mechanism for Xn handover.

	
	

	Consequences if not approved:
	The Security Result IE can not be understood when the Security Indication IE contained in the User Plane Security Information IE is set to “required” or “not needed”.
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This IE indicates whether the security policy indicated as "preferred" in the Security Indication IE is performed or not.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Integrity Protection Result
	M
	
	ENUMERATED (performed, not performed, …)
	Indicates whether UP integrity protection is performed or not for the concerned PDU session.

	Confidentiality Protection Result
	M
	
	ENUMERATED (performed, not performed, …)
	Indicates whether UP ciphering is performed or not for the concerned PDU session.
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This IE indicates user plane security information related to security policy.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Security Result
	M
	
	9.3.1.59
	

	Security Indication
	M
	
	9.3.1.27
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