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	Reason for change:
	At RAN3 114bis meeting, it was agreed to add the Security Indication IE in the PDU Session Resource Modification Info - SN terminated IE in the SN modification request message, and add the Security Result IE in the PDU Session Resource Modification Response Info - SN terminated IE in the SN modification request acknowledge message so that the MN can send the updated security indication to the SN and receive the corresponding result from SN.
In case of split PDU session, the MN shall inform the SN with its UP security policy and the SN shall update the UP security policy based on the MN decision to ensure that all DRBs belonging to the same PDU session have the same UP security policy as specified in the clause 6.10.4 of TS 33.501. However, if the updated security policy received by the MN is “preferred”, the MN is not able to notify the SN whether this updated security policy is applied or not.
In case a non-split PDU session terminated at SN has been changed to a split PDU session terminated at both MN and SN, if the MN notifies the SN about the updated security indication, the SN does not know that the PDU session has been split, and it will not follow the MN decision.
Therefore, the Security Result IE and Split Session Indicator IE are needed to be added in the PDU Session Resource Modification Info - SN terminated IE in the SN modification request message.
In addition, there are descriptions to specify SN behavior when the SN or the MN is an en-gNB and the Integrity Protection Indication IE contained in the Security Indication IE is set to “required” or “preferred” in the PDU Session Resource Setup Info - SN terminated IE in the SN addition request message and the SN modification request messages.
However, there is no such description for the Security Indication IE contained in the PDU Session Resource Modification Info - SN terminated IE of the SN modification request message. This absence was present since RAN3 114-bis meeting when R3-221336 and R3-221276 were agreed to add the Security Indication IE in the PDU Session Resource Modification Info - SN terminated IE in the SN modification request message. 
Thus the SN behavior description needs to be added for the Security Indication IE contained in the PDU Session Resource Modification Info - SN terminated IE of the SN modification request message.

	
	

	Summary of change:
	- Add the Security Result IE and the Split Session Indicator IE in the PDU Session Resource Modification Info - SN terminated IE in the SN modification request message.
- Add the SN behavior description for the Security Indication IE contained in the PDU Session Resource Modification Info - SN terminated IE of the SN modification request message.
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- The SN behavior description is missing when the SN or the MN is an en-gNB and the Integrity Protection Indication IE contained in the Security Indication IE is set to “required” or “preferred” in the PDU Session Resource Setup Info - SN terminated IE in the SN addition request message and the SN modification request messages.
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--------------------------------------------------Start of the change---------------------------------------------------
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[bookmark: _Toc74149757][bookmark: _Toc20955094][bookmark: _Toc45107401][bookmark: _Toc36555291][bookmark: _Toc64446586][bookmark: _Toc29991140][bookmark: _Toc113826770][bookmark: _Toc45900526][bookmark: _Toc88652999][bookmark: _Toc45900962]8.3.3.1	General
This procedure is used to enable an M-NG-RAN node to request an S-NG-RAN node to either modify the UE context at the S-NG-RAN node or to query the current SCG configuration for supporting delta signalling in M-NG-RAN node initiated S-NG-RAN node change, or to provide the S-RLF-related information to the S-NG-RAN node.
The procedure uses UE-associated signalling.
[bookmark: _Toc113826771][bookmark: _Toc45900527][bookmark: _Toc74149758][bookmark: _Toc45900963][bookmark: _Toc64446587][bookmark: _Toc88653000][bookmark: _Toc45107402][bookmark: _Toc36555292][bookmark: _Toc20955095][bookmark: _Toc29991141]8.3.3.2	Successful Operation


Figure 8.3.3.2-1: M-NG-RAN node initiated S-NG-RAN node Modification Preparation, successful operation
The M-NG-RAN node initiates the procedure by sending the S-NODE MODIFICATION REQUEST message to the S-NG-RAN node.
When the M-NG-RAN node sends the S-NODE MODIFICATION REQUEST message, it shall start the timer TXnDCprep.
-------- skip unchanged part ----------
If the Security Indication IE is included in the PDU Session Resource Modification Info – SN terminated IE of the S-NODE MODIFICATION REQUEST message, the S-NG-RAN node shall, if supported, replace any existing security indication, and enable/disable ciphering or integrity protection as specified in TS 38.331 [10], for the concerned PDU session, and the S-NG-RAN node shall include the Security Result IE in the PDU Session Resource Modification Response Info – SN terminated IE.
If the S-NG-RAN node is an ng-eNB, it shall reject all PDU sessions for which the Integrity Protection Indication IE is set to "required" as specified in TS 33.501 [28]. If either the S-NG-RAN node or the M-NG-RAN node is an ng-eNB, the S-NG-RAN node shall behave according to clause 6.10.4 of TS 33.501 [28] for PDU sessions for which the Integrity Protection Indication IE is set to "preferred".
If the Security Result IE is included in the PDU Session Resource Modification Info – SN terminated IE of the S-NODE MODIFICATION REQUEST message, the S-NG-RAN node may take the information into account when deciding whether to perform user plane integrity protection or ciphering for the DRBs that it establishes for the concerned PDU session, except if the Split Session Indicator IE is included in the PDU Session Resource Modification Info – SN terminated IE and set to "split", in which case it shall perform user plane integrity protection or ciphering according to the information in the Security Result IE.
If the S-NODE MODIFICATION REQUEST ACKNOWLEDGE message includes the DRB IDs taken into use IE, the M-NG-RAN node, if applicable, shall act as specified in TS 37.340 [8].
If the M-NG-RAN node receives in the S-NODE MODIFICATION REQUEST ACKNOWLEDGE message within the PDU Session Resource Modification Response Info –MN terminated IE a DRBs Admitted to be Setup or Modified Item with DRB ID(s) that it has not requested to be setup or modified, the M-NG-RAN node shall ignore the contained information.

	*** Next change ***



[bookmark: _Toc88653002][bookmark: _Toc64446589][bookmark: _Toc45107404][bookmark: _Toc29991143][bookmark: _Toc36555294][bookmark: _Toc45900965][bookmark: _Toc113826773][bookmark: _Toc74149760][bookmark: _Toc20955097][bookmark: _Toc45900529]8.3.3.4	Abnormal Conditions
If the S-NG-RAN node receives an S-NODE MODIFICATION REQUEST message including a PDU Session Resources To Be Added Item IE, containing neither the PDU Session Resource Setup Info – SN terminated IE nor the PDU Session Resource Setup Info – MN terminated IE, the S-NG-RAN node shall fail the S-NG-RAN node Modification Preparation procedure indicating an appropriate cause.
If the S-NG-RAN node receives an S-NODE MODIFICATION REQUEST message including a PDU Session Resources To Be Modified Item IE, containing neither the PDU Session Resource Modification Info – SN terminated IE nor the PDU Session Resource Modification Info – MN terminated IE, the S-NG-RAN node shall fail the S-NG-RAN node Modification Preparation procedure indicating an appropriate cause.
If the S-NG-RAN node receives an S-NODE MODIFICATION REQUEST message containing multiple PDU Session ID IEs (in the PDU Session Resources To Be Released List IE) set to the same value, the S-NG-RAN node shall initiate the release of one corresponding PDU Session and ignore the duplication of the instances of the selected corresponding PDU Sessions.
If the supported algorithms for encryption defined in the NR Encryption Algorithms IE in the NR UE Security Capabilities IE in the UE Context Information IE, plus the mandated support of NEA0 in all UEs (TS 33.501 [58]), do not match any algorithms defined in the configured list of allowed encryption algorithms in the S-NG-RAN node (TS 33.501 [28]), the S-NG-RAN node shall reject the procedure using the S-NODE MODIFICATION REQUEST REJECT message.
If the supported algorithms for integrity defined in the NR Integrity Protection Algorithms IE in the NR UE Security Capabilities IE in the UE Context Information IE do not match any algorithms defined in the configured list of allowed integrity protection algorithms in the S-NG-RAN node (TS 33.501 [28]), the S-NG-RAN node shall reject the procedure using the S-NODE MODIFICATION REQUEST REJECT message.
If the timer TXnDCprep expires before the M-NG-RAN node has received the S-NODE MODIFICATION REQUEST ACKNOWLEDGE message, the M-NG-RAN node shall regard the M-NG-RAN node initiated S-NG-RAN node Modification Preparation procedure as being failed and shall release the UE Context at the S-NG-RAN node.
If the Lower Layer presence status change IE set to "re-establish lower layers" is included in the S-NODE MODIFICATION REQUEST message and was not set to "release lower layers" before, the S-NG-RAN node shall ignore the IE.
If the S-NG-RAN node receives an S-NODE MODIFICATION REQUEST message containing, for a PDU session, a PDU Session Resource Setup Info – SN terminated IE for which the Split Session Indicator IE is included and set to "split", the Security Result IE is not included, and either the Integrity Protection Indication IE or the Confidentiality Protection Indication IE is set to "preferred", it shall reject the PDU session.
If the S-NG-RAN node receives an S-NODE MODIFICATION REQUEST message containing, for a PDU session, a PDU Session Resource Modification Info – SN terminated IE for which the Split Session Indicator IE is included and set to "split", the Security Result IE is not included, and either the Integrity Protection Indication IE or the Confidentiality Protection Indication IE is set to "preferred", it shall reject the PDU session.
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This IE contains information related to a PDU session resource for an M-NG-RAN node initiated request to modify DRBs configured with an SN terminated bearer option.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	UL NG-U UP TNL Information at UPF
	O
	
	UP Transport Layer Information 9.2.3.30
	UPF endpoint of the NG-U transport bearer. For delivery of UL PDUs
	–
	

	Network Instance
	O
	
	9.2.3.85
	This IE shall be ignored if the Common Network Instance IE is present.
	–
	

	QoS Flows To Be Setup List
	
	0..1
	
	
	–
	

	>QoS Flows To Be Setup Item
	
	1 .. <maxnoofQoSFlows>
	
	
	–
	

	>>QoS Flow Identifier 
	M
	
	9.2.3.10
	
	–
	

	>>QoS Flow Level QoS Parameters 
	M
	
	9.2.3.5
	For GBR QoS flows, this IE contains GBR QoS flow information as received at NG-C 
	–
	

	>>Offered GBR QoS Flow Information 
	O
	
	GBR QoS Flow Information
9.2.3.6
	This IE contains M-Node offered GBR QoS Flow Information. 
	–
	

	Data Forwarding and Offloading Info from source NG-RAN node
	O
	
	9.2.1.17
	Applicable for the QoS flows contained in the QoS Flows To Be Setup List IE.
	–
	

	QoS Flows To Be Modified List
	
	0..1
	
	
	–
	

	>QoS Flows To Be Modified Item
	
	1 .. <maxnoofQoSFlows>
	
	
	–
	

	>>QoS Flow Identifier 
	M
	
	9.2.3.10
	
	–
	

	>>QoS Flow Level QoS Parameters 
	O
	
	9.2.3.5
	For GBR QoS flows, this IE contains GBR QoS flow information as received at NG-C 
	–
	

	>>Offered GBR QoS Flow Information 
	O
	
	GBR QoS Flow Information
9.2.3.6
	This IE contains M-Node offered GBR QoS Flow Information. 
	–
	

	>>QoS Flow Mapping Indication
	O
	
	9.2.3.79
	This IE is not applicable in this version of the specification.
	–
	

	QoS Flows To Be Released List
	
	0..1
	QoS Flow List with Cause
9.2.1.4
	
	–
	

	DRBs To Be Modified List
	
	0..1
	
	
	–
	

	>DRBs to Be Modified Item
	
	1 .. <maxnoofDRBs>
	
	
	–
	

	>>DRB ID
	M
	
	9.2.3.33
	
	–
	

	>>MN DL CG UP TNL Information
	O
	
	UP Transport Parameters 9.2.3.76
	M-NG-RAN node GTP-U endpoint(s) of a DRB’s Xn transport bearer at its lower layer CG resource. For delivery of DL PDUs.
	–
	

	>>secondary MN DL CG UP TNL Information
	O
	
	UP Transport Parameters 9.2.3.76
	M-NG-RAN node GTP-U endpoint(s) of a DRB’s Xn transport bearer at its lower layer CG resource. For delivery of DL PDUs in case of PDCP duplication.
	–
	

	>>LCID
	O
	
	9.2.3.70
	LCID for primary path if PDCP duplication is applied
	–
	

	>>RLC Status
	O
	
	9.2.3.80
	
	–
	

	DRBs To Be Released List
	O
	
	DRB List with Cause
9.2.1.28
	
	–
	

	Common Network Instance
	O
	
	9.2.3.92
	
	YES
	ignore

	Default DRB Allowed
	O
	
	9.2.3.93
	
	YES
	ignore

	Security Indication
	O
	
	9.2.3.52
	
	YES
	ignore

	Security Result
	O
	
	9.2.3.67
	Indicates security activation status in MN.
	YES
	reject

	Split Session Indicator
	O
	
	9.2.3.94
	
	YES
	reject



	Range bound
	Explanation

	maxnoofQoSFlows
	Maximum no. of QoS flows. Value is 64.
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-- ASN1START
-- **************************************************************
--
-- Information Element Definitions
--
-- **************************************************************

XnAP-IEs {
itu-t (0) identified-organization (4) etsi (0) mobileDomain (0)
ngran-access (22) modules (3) xnap (2) version1 (1) xnap-IEs (2) }

DEFINITIONS AUTOMATIC TAGS ::=

BEGIN

[bookmark: _GoBack]-------- skip unchanged part ----------
[bookmark: OLE_LINK5]-- **************************************************************
--
-- PDU Session Resource Modification Info - SN terminated
--
-- **************************************************************


PDUSessionResourceModificationInfo-SNterminated ::= SEQUENCE {
	uL-NG-U-TNLatUPF				UPTransportLayerInformation						OPTIONAL,
	pduSessionNetworkInstance		PDUSessionNetworkInstance						OPTIONAL,
	qosFlowsToBeSetup-List			QoSFlowsToBeSetup-List-Setup-SNterminated		OPTIONAL,
	dataforwardinginfofromSource	DataforwardingandOffloadingInfofromSource		OPTIONAL,
	qosFlowsToBeModified-List		QoSFlowsToBeSetup-List-Modified-SNterminated	OPTIONAL,
	qoSFlowsToBeReleased-List		QoSFlows-List-withCause							OPTIONAL,
	drbsToBeModifiedList			DRBsToBeModified-List-Modified-SNterminated		OPTIONAL,
	dRBsToBeReleased				DRB-List-withCause								OPTIONAL,
	iE-Extensions					ProtocolExtensionContainer { {PDUSessionResourceModificationInfo-SNterminated-ExtIEs} } 	OPTIONAL,
	...
}

PDUSessionResourceModificationInfo-SNterminated-ExtIEs XNAP-PROTOCOL-EXTENSION ::= {
	{ ID id-PDUSessionCommonNetworkInstance		CRITICALITY ignore	EXTENSION PDUSessionCommonNetworkInstance		PRESENCE optional}|
	{ ID id-DefaultDRB-Allowed					CRITICALITY ignore	EXTENSION DefaultDRB-Allowed						PRESENCE optional}|
	{ ID id-SecurityIndication					CRITICALITY ignore	EXTENSION SecurityIndication						PRESENCE optional}|
	{ ID id-SecurityResult						CRITICALITY reject	EXTENSION SecurityResult							PRESENCE optional}|
	{ ID id-SplitSessionIndicator				CRITICALITY reject	EXTENSION SplitSessionIndicator					PRESENCE optional},

	...
}

QoSFlowsToBeSetup-List-Modified-SNterminated ::= SEQUENCE (SIZE(1..maxnoofQoSFlows)) OF QoSFlowsToBeSetup-List-Modified-SNterminated-Item

QoSFlowsToBeSetup-List-Modified-SNterminated-Item ::= SEQUENCE {
	qfi								   QoSFlowIdentifier,
	qosFlowLevelQoSParameters		QoSFlowLevelQoSParameters							OPTIONAL,
	offeredGBRQoSFlowInfo			GBRQoSFlowInfo										   OPTIONAL,
	qosFlowMappingIndication		QoSFlowMappingIndication 							OPTIONAL,
	iE-Extensions					   ProtocolExtensionContainer { {QoSFlowsToBeSetup-List-Modified-SNterminated-Item-ExtIEs} } 	OPTIONAL,
	...
}

-----------------------------------------------------End of the change-------------------------------------------------------
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