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Introduction
In this paper, we discuss two issues regarding UP security policy update in MR-DC and provide the corresponding solution.
Discussion
 The absence of Security Result IE and Split Session Indicator IE

According to the section 10.7.2 of TS 37.340, MR-DC can be setup before the path switch request procedure triggered by the target MN. According to the following contents captured from section 6.6.1 of TS 33.501, the target MN shall send the UP security policy to the SMF. If the UP security policy received from the target MN is not the same as the UP security policy locally stored by the SMF, the SMF shall send its locally stored UP security policy to the target MN. If the target MN receives the updated UP security policy in the Path Switch Request Acknowledge message, it shall send the updated security policy to the SN via the SN modification request message. 

	Corresponding contents captured from section 6.6.1 of TS 33.501
Further, in the Path-Switch message, the target ng-eNB/gNB shall send the UE's UP security policy and corresponding PDU session ID received from the source ng-eNB/gNB to the SMF. The SMF shall verify that the UE's UP security policy received from the target ng-eNB/gNB is the same as the UE's UP security policy that the SMF has locally stored. If there is a mismatch, the SMF shall send its locally stored UE's UP security policy of the corresponding PDU sessions to the target ng-eNB/gNB. This UP security policy information, if included by the SMF, is delivered to the target ng-eNB/gNB in the Path-Switch Acknowledge message. The SMF shall support logging capabilities for this  event and may take additional measures, such as raising an alarm. 

If the target ng-eNB/gNB receives UE's UP security policy from the SMF in the Path-Switch Acknowledge message, the target ng-eNB/gNB shall update the UE's UP security policy with the received UE's UP security policy. If UE's current UP confidentiality and/or UP integrity protection activation is different from the received UE's UP security policy, then the target ng-eNB/gNB shall initiate intra-cell handover procedure which includes RRC Connection Reconfiguration procedure to reconfigure the DRBs to activate or de-activate the UP integrity/confidentiality as per the received policy from SMF. 


Therefore, at RAN3 114-bis meeting, [1] and [2] were agreed to add the Security Indication IE in the PDU Session Resource Modification Info - SN terminated IE in the SN modification request message, and add the Security Result IE in the PDU Session Resource Modification Response Info - SN terminated IE in the SN modification request acknowledge message so that the MN can send the updated security indication to the SN and receive the corresponding result from SN.

Observation 1: At RAN3 114-bis meeting, [1] and [2] were agreed to add the Security Indication IE in the PDU Session Resource Modification Info - SN terminated IE in the SN modification request message, and add the Security Result IE in the PDU Session Resource Modification Response Info - SN terminated IE in the SN modification request acknowledge message so that the MN can send the updated security indication to the SN and receive the corresponding result from SN.
According to the following contents captured from section 6.10.4 of TS 33.501, in case of split PDU session, the MN shall inform the SN with its UP security policy and the SN shall update its UP security policy based on the MN decision to ensure that all DRBs belonging to the same PDU session have the same UP security policy.
	Corresponding contents captured from section 6.10.4 of TS 33.501
In the case of split PDU session where some of the DRB(s) is terminated at the MN and some DRB(s) is terminated at the SN, the MN shall ensure that all DRBs which belong to the same PDU session have the same UP integrity protection and ciphering activation. To achieve this, the MN shall inform the SN with its UP integrity protection and ciphering activation decision of any DRB that is offloaded and to be terminated at the SN. The SN shall activate the UP integrity protection and ciphering based on the MN decision.


Observation 2: In case of split PDU session, the MN shall inform the SN with its UP security policy and the SN shall update the UP security policy based on the MN decision to ensure that all DRBs belonging to the same PDU session have the same UP security policy.
However, if the updated security policy received by the MN is “preferred”, the MN is not able to notify the SN whether this updated security policy is applied or not. Therefore, the Security Result IE needs to be added in the PDU Session Resource Modification Info - SN terminated IE in the SN modification request message to indicate whether the “preferred” policy is applied or not at the MN side.

Observation 3: If the updated security policy received by the MN is “preferred”, the MN is not able to notify the SN whether this updated security policy is applied or not.

Proposal 1: Add the Security Result IE in the PDU Session Resource Modification Info - SN terminated IE in the SN modification request message to indicate whether the “preferred” policy is applied or not on the MN side.
In case a non-split PDU session terminated at SN has been changed to a split PDU session terminated at both MN and SN, if the MN notifies the SN about the updated security indication, the SN does not know that the PDU session has been split, and it will not follow the MN decision. Therefore, the Split Session Indicator IE needs to be added in the PDU Session Resource Modification Info - SN terminated IE in the SN modification request message to indicate the PDU session has been split.

Observation 4: In case a non-split PDU session terminated at SN has been changed to a split PDU session terminated at both MN and SN, if the MN notifies the SN about the updated security indication, the SN does not know that the PDU session has been split, and it will not follow the MN decision.

Proposal 2: Add the Split Session Indicator IE in the PDU Session Resource Modification Info - SN terminated IE in the SN modification request message to indicate the PDU session has been split.

These two IEs that needs to be added are shown in the following figure which is revised based on Figure 10.7.2-1 of TS 37.340.  
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 The absence of SN behavior description
The Security Indication IE has already been added in the PDU Session Resource Setup Info - SN terminated IE of the SN addition request, PDU Session Resource Setup Info - SN terminated IE of the SN modification request message, and PDU Session Resource Modification Info - SN terminated IE of the SN modification request message. 

TS 33.501 has specified the SN behavior when SN or MN is en-gNB in subclause 6.10.4. Therefore, in XnAP, the following contents high-lighted in yellow are introduced for PDU Session Resource Setup Info - SN terminated IE in the SN addition request message and the SN modification request messages to specify the SN behavior when the SN or the MN is an en-gNB and the Integrity Protection Indication IE contained in the Security Indication IE is set to “required” or “preferred”. 

However, there is no such description for the Security Indication IE contained in the PDU Session Resource Modification Info - SN terminated IE of the SN modification request message. This absence was present since RAN3 114-bis meeting when [1] and [2] were agreed to add the Security Indication IE in the PDU Session Resource Modification Info - SN terminated IE in the SN modification request message. 
	8.3.1
S-NG-RAN node Addition Preparation

-------- skip irrelevant part ----------
If the Security Indication IE is included in the PDU Session Resource Setup Info – SN terminated IE of the S-NODE ADDITION REQUEST message, the behaviour of the S-NG-RAN node shall be the same as specified for the same IE in the PDU Session Resources To Be Setup List IE in the Handover Preparation procedure, for the concerned PDU session, and the S-NG-RAN node shall include the Security Result IE in the PDU Session Resource Setup Response Info – SN terminated IE.

If the Security Result IE is included in the PDU Session Resource Setup Info – SN terminated IE of the S-NODE ADDITION REQUEST message, the S-NG-RAN node may take the information into account when deciding whether to perform user plane integrity protection or ciphering for the DRBs that it establishes for the concerned PDU session, except if the Split Session Indicator IE is included in the PDU Session Resource Setup Info – SN terminated IE and set to "split", in which case it shall perform user plane integrity protection or ciphering according to the information in the Security Result IE. If the S-NG-RAN node is an ng-eNB, it shall reject all PDU sessions for which the Integrity Protection Indication IE is set to "required" as specified in TS 33.501 [28]. If either the S-NG-RAN node or the M-NG-RAN node is an ng-eNB, the S-NG-RAN node shall behave according to clause 6.10.4 of TS 33.501 [28] for PDU sessions for which the Integrity Protection Indication IE is set to "preferred".

8.3.3
M-NG-RAN node initiated S-NG-RAN node Modification Preparation

------- skip irrelevant part ----------

If the Security Indication IE is included in the PDU Session Resource Setup Info – SN terminated IE of the S-NODE MODIFICATION REQUEST message, the behaviour of the S-NG-RAN node shall be the same as specified for the same IE in the PDU Session Resources To Be Setup List IE in the Handover Preparation procedure, for the concerned PDU session, and the S-NG-RAN node shall include the Security Result IE in the PDU Session Resource Setup Response Info – SN terminated IE.

If the Security Result IE is included in the PDU Session Resource Setup Info – SN terminated IE of the S-NODE MODIFICATION REQUEST message, the S-NG-RAN node may take the information into account when deciding whether to perform user plane integrity protection or ciphering for the DRBs that it establishes for the concerned PDU session, except if the Split Session Indicator IE is included in the PDU Session Resource Setup Info – SN terminated IE and set to "split", in which case it shall perform user plane integrity protection or ciphering according to the information in the Security Result IE. If the S-NG-RAN node is an ng-eNB, it shall reject all PDU sessions for which the Integrity Protection Indication IE is set to "required" as specified in TS 33.501 [28]. If either the S-NG-RAN node or the M-NG-RAN node is an ng-eNB, the S-NG-RAN node shall behave according to clause 6.10.4 of TS 33.501 [28] for PDU sessions for which the Integrity Protection Indication IE is set to "preferred".


Observation 5: The Security Indication IE has already been added in the PDU Session Resource Setup Info - SN terminated IE of the SN addition request, the PDU Session Resource Setup Info - SN terminated IE of the SN modification request message, and the PDU Session Resource Modification Info - SN terminated IE of the SN modification request message.
Observation 6: There are descriptions to specify SN behavior when the SN or the MN is an en-gNB and the Integrity Protection Indication IE contained in the Security Indication IE is set to “required” or “preferred” in the PDU Session Resource Setup Info - SN terminated IE in the SN addition request message and the SN modification request messages.

Observation 7: However, there is no such description for the Security Indication IE contained in the PDU Session Resource Modification Info - SN terminated IE of the SN modification request message. This absence was present since RAN3 114-bis meeting when [1] and [2] were agreed to add the Security Indication IE in the PDU Session Resource Modification Info - SN terminated IE in the SN modification request message. 
Proposal 3: Add the above contents high-lighted in yellow for the Security Indication IE contained in the PDU Session Resource Modification Info - SN terminated IE of the SN modification request message. 

Proposal 4: Agree the CRs for TS 38.423 in [3], [4] and [5].
3. Conclusion

Based on above analysis, we provide the following observations and proposals.

Observation 1: At RAN3 114-bis meeting, [1] and [2] were agreed to add the Security Indication IE in the PDU Session Resource Modification Info - SN terminated IE in the SN modification request message, and add the Security Result IE in the PDU Session Resource Modification Response Info - SN terminated IE in the SN modification request acknowledge message so that the MN can send the updated security indication to the SN and receive the corresponding result from SN.
Observation 2: In case of split PDU session, the MN shall inform the SN with its UP security policy and the SN shall update the UP security policy based on the MN decision to ensure that all DRBs belonging to the same PDU session have the same UP security policy.
Observation 3: If the updated security policy received by the MN is “preferred”, the MN is not able to notify the SN whether this updated security policy is applied or not.

Proposal 1: Add the Security Result IE in the PDU Session Resource Modification Info - SN terminated IE in the SN modification request message to indicate whether the “preferred” policy is applied or not on the MN side.
Observation 4: In case a non-split PDU session terminated at SN has been changed to a split PDU session terminated at both MN and SN, if the MN notifies the SN about the updated security indication, the SN does not know that the PDU session has been split, and it will not follow the MN decision.

Proposal 2: Add the Split Session Indicator IE in the PDU Session Resource Modification Info - SN terminated IE in the SN modification request message to indicate the PDU session has been split.

Observation 5: The Security Indication IE has already been added in the PDU Session Resource Setup Info - SN terminated IE of the SN addition request, the PDU Session Resource Setup Info - SN terminated IE of the SN modification request message, and the PDU Session Resource Modification Info - SN terminated IE of the SN modification request message.
Observation 6: There are descriptions to specify SN behavior when the SN or the MN is an en-gNB and the Integrity Protection Indication IE contained in the Security Indication IE is set to “required” or “preferred” in the PDU Session Resource Setup Info - SN terminated IE in the SN addition request message and the SN modification request messages.

Observation 7: However, there is no such description for the Security Indication IE contained in the PDU Session Resource Modification Info - SN terminated IE of the SN modification request message. This absence was present since RAN3 114-bis meeting when [1] and [2] were agreed to add the Security Indication IE in the PDU Session Resource Modification Info - SN terminated IE in the SN modification request message. 
Proposal 3: Add the above contents high-lighted in yellow for the Security Indication IE contained in the PDU Session Resource Modification Info - SN terminated IE of the SN modification request message. 

Proposal 4: Agree the CRs for TS 38.423 in [3], [4] and [5].
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!@@@Chart-generator later than 5.0����ÿ½
hscale="auto";
defstyle hgapa [text.gap.left=16, text.gap.right=16];
defstyle hgapb [text.gap.left=6, text.gap.right=6];
defstyle entity [text.font.face="Arial", text.size.normal=16, text.wrap=no, text.bold=yes];
defstyle bs [text.font.face="Arial", text.size.normal=15, vspacing=7, text.wrap=no, hgapb];
defstyle br [bs, line.corner=round];
defstyle ac [text.font.face="Times", text.size.normal=17, text.italic=yes, vspacing=5, arrow.type=sharp, hgapa];
defstyle au [text.font.face="Arial", text.size.normal=15, vspacing=5, hgapa];
defstyle n1 [text.font.face="Arial", text.size.normal=15, vspacing=5, weak, text.italic=no, hgapa];
defstyle bsdash [text.font.face="Arial", text.size.normal=15, vspacing=7, text.wrap=no,line.type=dashed,  hgapb];

;
  

ue: UE;
smn: Source \nMN;
ssn: (source) \nSN;
tsn:(target) \nSN;
tmn: target \nMN;
upf:UPF;
amf:AMF;





smn->tmn:1. Handover Request[strong];
tmn->tsn: 2. SN Addition Request[strong];
tsn->tmn: 3. SN Addition Request Acknowledge[strong];  
tsn>>tmn:3a. Xn-U Address Indication[strong];
tmn->smn:4. Handover Request Acknowledge[strong];
smn->ssn: 5a. SN Release Request[strong];
ssn->smn: 5b. SN Release Request Acknowledge[strong];
smn>>ssn: 5c. Xn-U Address Indication[strong];
smn->ue:6. RRC reconfiguration[strong];
ue<->tmn:7. Random Access Procedure[strong];
ue->tmn:8. RRC reconfiguration complete[strong];
ue<>tsn:9. Random Access Procedure[strong];
tmn->tsn:10. SN Reconfiguration Complete[strong];
ssn>>smn:11a. Secondary RAT Data Usage report[strong];
smn>>amf:11b. Secondary RAT Data Usage report[strong];
ssn>>smn:12a. SN Status Transfer[strong];
smn>>tmn:12b. SN Status Transfer[strong];
tmn>>tsn:12c. SN Status Transfer[strong];
upf>>smn:13. Data Forwarding [strong,color=green];
smn>>tmn:[color=green,strong];
..:[line.color =red,strong]{
tmn->amf:14. Path Switch Request \n(Security Indication + Security Result)[color=blue,strong];
amf->upf:15. Bearer Modification[strong];
upf->tmn:16a. New Path \n (MN terminated bearer) [color=green,strong];
upf>tsn:16b. New Path \n(SN terminated bearer) [color=green,strong];
amf->tmn: 17. Path Switch Request Acknowledge \n(Security Indication) [color=blue,strong];
tmn->tsn: 18. SN Modification Request\n(PDU Session Resource Modification Info - SN terminated: \n Security Indication + [color=blue,strong];  
tmn->tsn: Security Result + Split Session Indicator)[line.color=white,text.color=red,arrow.color=white,strong];
tmn->tsn: [line.color=white,arrow.color=white];
tsn->tmn: 19. SN Modification Request Acknowledge\n(PDU Session Resource Modification Response Info - SN terminated: \nSecurity Result)[color=blue,strong];
};
tmn->smn: 20. UE Context Release[strong];
smn->ssn:21. UE Context Release[strong];
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