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Introduction
The last RAN3 #118 meeting discussed NCR and progressed as follows:
Exclude the solution 2.
OAM-NCR connectivity can be provided via PDU session.
gNB-DU needs to know the authorization status of NCR.
Take Solution 3 as the basis for NCR management. FFS on any additional aspects.
The NCR may be configured with a list of allowed and/or forbidden cells.
Discussion on further stage 2 related aspects agreed by RAN1.
Whether the needs for gNB-CU or gNB-DU to configure which cell(s) can be used for NCR device accessing.
Work on stage2 and stage3 CRs
Regarding the highlighted aspects, we provide our updated views on the need for RAN validation. 
Discussion
In our previous paper [1], we discussed about the need for RAN validation (excerpted below) and proposed the corresponding LS reply to SA3 who was not clear on the meaning of “validation” in their reply LS [2]: 
	Observation 1: Repeater deployments are carefully planned after identifying coverage gaps of cells. NCR is deployed to provide RF "amplification" for such cell with coverage hole and that can control the NCR-FWD functionality, as pre-planned before. An NCR operating in a wrong cell can cause RF and interference problems.
Observation 2: While IAB like CN authentication can check whether NCR-MT should perform as an NCR, but it cannot verify whether the NCR is connected to the correct cell/gNB that has been pre-planned before. This verification (in other words, "validation") has to be done at RAN level and there should be some RAN level pre-configuration for gNBs to identify whether NCR that has accessed is connected to the right pre-planned cell or not (considering multiple NCRs covering different cells).
/////////////////////////////////////////////////////////////////////irrelevant observations skipped//////////////////////////////////////////////////////////////////////////
Proposal 1: RAN3 to agree on the need for RAN-level validation, which is independent from CN authentication, for building correct connection between NCR and cell/gNB as pre-planned.



Based on our good discussions in the last RAN3 #118 meeting, we took time to think further. Based on our updated analysis, we would like to clarify our previous proposal for the need of validation in RAN-level. 
There are two aspects of “building correct connection” in our previous proposal: 
1) RAN to “check” whether an NCR-MT is connected to the right cell. 
2) RAN to “identify” which NCR device is connected. 

Observation 1: There are two aspects of “building correct connection” between NCR and RAN:
1) RAN to “check” whether an NCR-MT is connected to the right cell. 
2) RAN to “identify” which NCR device is connected. 

Firstly regarding (1), one may think that, if an NCR device is pre-configured with a list of “allowed” cells (like Rel-10 LTE RNs) when manufactured or via OAM, then there is no need for RAN to check whether a cell that an NCR-MT accessed to is a right cell or not. This is a valid reasoning if we stick to the meaning of right cell as “pre-planned” ‒ given that an NCR device was already pre-configured from the operator with which cells it is allowed to access in a field (i.e. as pre-planned before), there is no reason not to trust the behavior of this NCR device and to perform additional verification of the accessed cell in RAN level. 
Moreover, based on Solution 3 in TR 38.867 [3] which is currently being considered as the basis for NCR management, even though we assume that there is a fake NCR (e.g. for the purpose of jeopardizing an operator’s efforts on mitigating coverage holes from a competitor), it won’t be CN authorized from the beginning. Another reason to trust the behaviors of the deployed NCR devices. 
However, overall we think it is not a good practice to mandate NCR deployments in the globe following such pre-configuration of the allowed cell list. We believe that an operator should have an option to deploy NCR without any pre-configured cell list. The reasons are as follows. 
As we are all well aware, NCR just relays RF signals with amplifications. From our understanding of its concept itself [4] (excerpted below), NCR is to extend cell coverage but doesn’t necessarily have to discriminate RF signals transmitted from the cell it is connected to or RF signals from other cells: 
	Coverage is a fundamental aspect of cellular network deployments. Mobile operators rely on different types of network nodes to offer blanket coverage in their deployments. Deployment of regular full-stack cells is one option but it may not be always possible (e.g., no availability of backhaul) or economically viable.
As a result, new types of network nodes have been considered to increase mobile operators’ flexibility for their network deployments. For example, Integrated Access and Backhaul (IAB) was introduced in Rel-16 and enhanced in Rel-17 as a new type of network node not requiring a wired backhaul. Another type of network node is the RF repeater which simply amplify-and-forward any signal that they receive. RF repeaters have seen a wide range of deployments in 2G, 3G and 4G to supplement the coverage provided by regular full-stack cells. In Rel-17, RAN4 specified RF and EMC requirements for such RF repeaters for NR targeting both FR1 and FR2.
While an RF repeater presents a cost effective means of extending network coverage, it has its limitations. An RF repeater simply does an amplify-and-forward operation without being able to take into account various factors that could improve performance. A network-controlled repeater is an enhancement over conventional RF repeaters with the capability to receive and process side control information from the network. Side control information could allow a network-controlled repeater to perform its amplify-and-forward operation in a more efficient manner. Potential benefits could include mitigation of unnecessary noise amplification, transmissions and receptions with better spatial directivity, and simplified network integration. 
In the study item, (i.e. Study on NR Network-controlled Repeaters), multiple side control information are investigated and some of them (e.g., beam information, ON-OFF information, and TDD DL-UL configuration) are identified as necessary features with detailed design on the signalling. Solutions on repeater management are also studied to enable the network integration.


One may argue that RAN2 #120 agreed that the gNB cell that NCR-FWD is forwarding is the same cell the NCR-MT is connected to, but it is also left up to implementation whether the NCR-FWD can forward other cells. Moreover, there could be potentially multiple NCR devices in the field whose NCR-MTs were connected to the same cell for the purpose of best coverage (up to the operator’s decision).
In terms of mitigating coverage holes, everything won’t be filled up magically by one shot as intended by simply deploying a couple of NCR devices into fields. Even if NCR devices were deployed and first connected to one of allowed cells as intended, an operator would need further calibrations (e.g. beamforming, TDD UL/DL configuration, placement, location, etc.) based on field measurements that require human efforts. If not calibrated right, coverage holes may not be filled up as intended, or even they could create unintended interferences. Such calibration would require RAN-level actions – for example, adjustment of side control information, move the connected NCR devices around the area of interest, and may need to change the cell an NCR-MT is connected to. Not only based on RF interference profile, but calibration could also be based on cell load situations or other reasons. 
As a result, we think that pre-configuring a list of allowed cells should not lead to the conclusion that there is nothing RAN can do more in terms of NCR management. As mentioned above, RAN “validation” efforts are still required to make NCR deployment successful for its intended purposes, and in that journey, the allowed cell list approach does not seem essential. If supported, this should be just as one possible option that could ease NCR management a bit from operators. 
Observation 2: Regarding (1), it is true that pre-configuration with a list of “allowed” cells can remove a need for RAN to check whether a cell that NCR-MT accessed to is a right cell as pre-planned. 
Observation 3: However, this is only true when we consider RAN validation as to only validate the accessed cell against “pre-planned”. As described in WID, NCR deployment requires an operator’s calibration or adjustment effort after initially deployed. In mitigating coverage holes, everything won’t be done magically by one shot as intended by simply deploying a couple of NCR devices into fields.
Observation 4: NCR just relays RF signals with amplifications to extend coverage and doesn’t have to necessarily discriminate RF signals transmitted from the cell that its NCR-MT is connected to or from other cells. Moreover, there could be potentially multiple NCR devices in the field whose NCR-MTs were connected to the same cell for the purpose of best coverage (up to the operator’s decision). If not calibrated right after deployed, coverage holes may not be filled up as intended, or even they could create unintended interferences.
Observation 5: Not only based on RF interference profile, but such calibration could also be based on cell load situations or other reasons, all of which require some RAN-level actions (e.g. adjustment of side control information, move the connected NCR devices around the area of interest, etc.)
Observation 6: As a result, pre-configuring a list of allowed cells should not lead to the conclusion that there is nothing RAN can do more in terms of NCR management. As mentioned above, RAN “validation” efforts are still required to make NCR deployment successful for its intended purposes.  
Observation 7: In that journey, the allowed cell list approach does not seem essential. If supported, this should be just as one possible option that could ease NCR management a bit from operators.
Proposal 1: RAN3 to agree not to mandate the pre-configuration of the “allowed” cell list. This should not be used as an argument that there is nothing RAN can do more in terms of NCR management. It should be just one possible option that could ease NCR management a bit from operators.

From this sense, (2) is also important and should be supported in order to identify which NCR device (among deployed) is connected to which cell. Without knowing such, an operator cannot perform validation efforts to calibrate or adjust NCR deployments for best coverage. There could be potentially multiple NCR devices in the field with different (but some overlapped) allowed cells to be able to cater for best coverage after calibrations. And several of them could be connected to the same cell. Hence, in order to “identify” which NCR device is connected, we should have some mechanism in RAN (calibration/adjustment efforts will be done at RAN-level with or without help from OAM), and such mechanism should be securely protected because the wrong identification of NCR devices connected could jeopardize those validation efforts. This is one main reason why we should consider the hybrid approach of having addition RAN-level step on top of CN-based authorization, which we proposed in [5] before:


Figure 1: The proposed hybrid approach of RAN and CN level solution [5]
For example, NCR-MT can be pre-configured with a secret token to be provided to the network over RRC after AS security is activated. These tokens pre-configured in RAN can be used for an operator to correctly identify which NCR-MT is connected, and to carry out additional calibration or adjustment effort (if necessary) at RAN-level. 
Observation 8: From this sense, (2) is also important and should be supported to identify which NCR device (among deployed) is connected to which cell. Without knowing such, an operator cannot perform validation efforts to calibrate or adjust NCR deployments for best coverage. 
Observation 9: To “identify” which NCR device is connected, there should be some mechanism in RAN (calibration/adjustment efforts will be done at RAN-level with or without help from OAM), and such mechanism should be securely protected because the wrong identification of NCR devices connected could jeopardize those validation efforts. 
Observation 10: As a result, we should consider the hybrid approach of having addition RAN-level step, on top of CN-based authorization, for the correct identification of NCR-MTs connected.
Observation 11: For example, NCR-MT can be pre-configured with a secret token to be provided to the network over RRC after AS security is activated. These tokens pre-configured in RAN can be used for an operator to correctly identify which NCR-MT is connected, and to carry out additional calibration or adjustment efforts (if necessary) at RAN-level.  
[bookmark: _Hlk127451466]Proposal 2: RAN3 to agree on the need for RAN to identify which NCR-MT (among deployed) is connected to which cell for RAN-level validation efforts, in addition to CN authentication. 

With these clarifications above, regarding the questions from SA3 [2] (excerpted below), we propose to reply to SA3 as follows:
------------------------------------------------------------------------------------------------------------------------------------------------
To SA3 Q1b: Does SA3 believe that the NCR needs to be securely validated? Any security issue for configuring locally stored information in the gNB in Solution 1?
Answer to RAN3: 
For the 1st question in Q1b, SA3 is not clear about what does "validation" mean. 
For the 2nd question in Q1b, SA3 cannot provide answers before the security validation related steps in solution1 are clarified. In addition, the feasibility of such additional steps and what kind of information is stored in RAN are also unclear. Further clarification is expected.  
------------------------------------------------------------------------------------------------------------------------------------------------
Proposal 3: RAN3 to reply to SA3 with the following clarifications to their questions:
RAN3 thanks SA3's answers. Regarding the meaning of "validation" in Q1b, RAN3 would like to clarify as follows:
As described in the WID [RP-222673], after NCR devices are initially deployed to extend coverage and fill up coverage holes, an operator may need further calibration/adjustment of those deployed NCR devices for best results. This could be achieved through e.g. controlling side control information for NCR-FWD functionality or moving the connected NCR devices around the area of interest, etc., but those “validation” efforts would be performed in RAN-level, and it is important for an operator to identify which NCR device (among deployed) is connected to which cell. 
In order to “identify” which NCR-MT is connected, there should be some mechanism in RAN, and RAN3 believes that such mechanism should be securely protected because the wrong identification of NCR-MTs connected could jeopardize those validation efforts that are required to make NCR deployment successful for its intended purposes. Securely identifying which NCR-MT is connected after AS security is activated may require RAN to store some identification information that has been pre-configured in each NCR-MT and their exchange over Uu interface. RAN3 would like to get consultation from SA3 whether there would be any security issue on this aspect.
Conclusion
In the present contribution we make the following observations:
Observation 1: There are two aspects of “building correct connection” between NCR and RAN:
1) RAN to “check” whether an NCR-MT is connected to the right cell. 
2) RAN to “identify” which NCR device is connected. 
Observation 2: Regarding (1), it is true that pre-configuration with a list of “allowed” cells can remove a need for RAN to check whether a cell that NCR-MT accessed to is a right cell as pre-planned. 
Observation 3: However, this is only true when we consider RAN validation as to only validate the accessed cell against “pre-planned”. As described in WID, NCR deployment requires an operator’s calibration or adjustment effort after initially deployed. In mitigating coverage holes, everything won’t be done magically by one shot as intended by simply deploying a couple of NCR devices into fields.
Observation 4: NCR just relays RF signals with amplifications to extend coverage and doesn’t have to necessarily discriminate RF signals transmitted from the cell that its NCR-MT is connected to or from other cells. Moreover, there could be potentially multiple NCR devices in the field whose NCR-MTs were connected to the same cell for the purpose of best coverage (up to the operator’s decision). If not calibrated right after deployed, coverage holes may not be filled up as intended, or even they could create unintended interferences.
Observation 5: Not only based on RF interference profile, but such calibration could also be based on cell load situations or other reasons, all of which require some RAN-level actions (e.g. adjustment of side control information, move the connected NCR devices around the area of interest, etc.)
Observation 6: As a result, pre-configuring a list of allowed cells should not lead to the conclusion that there is nothing RAN can do more in terms of NCR management. As mentioned above, RAN “validation” efforts are still required to make NCR deployment successful for its intended purposes.  
Observation 7: In that journey, the allowed cell list approach does not seem essential. If supported, this should be just as one possible option that could ease NCR management a bit from operators.
Observation 8: From this sense, (2) is also important and should be supported to identify which NCR device (among deployed) is connected to which cell. Without knowing such, an operator cannot perform validation efforts to calibrate or adjust NCR deployments for best coverage. 
Observation 9: To “identify” which NCR device is connected, there should be some mechanism in RAN (calibration/adjustment efforts will be done at RAN-level with or without help from OAM), and such mechanism should be securely protected because the wrong identification of NCR devices connected could jeopardize those validation efforts. 
Observation 10: As a result, we should consider the hybrid approach of having addition RAN-level step, on top of CN-based authorization, for the correct identification of NCR-MTs connected.
Observation 11: For example, NCR-MT can be pre-configured with a secret token to be provided to the network over RRC after AS security is activated. These tokens pre-configured in RAN can be used for an operator to correctly identify which NCR-MT is connected, and to carry out additional calibration or adjustment efforts (if necessary) at RAN-level.  

Based on the discussion in the present contribution and the observations above we propose: 
Proposal 1: RAN3 to agree not to mandate the pre-configuration of the “allowed” cell list. This should not be used as an argument that there is nothing RAN can do more in terms of NCR management. It should be just one possible option that could ease NCR management a bit from operators.
Proposal 2: RAN3 to agree on the need for RAN to identify which NCR-MT (among deployed) is connected to which cell for RAN-level validation efforts, in addition to CN authentication. 
Proposal 3: RAN3 to reply to SA3 with the following clarifications to their questions:
RAN3 thanks SA3's answers. Regarding the meaning of "validation" in Q1b, RAN3 would like to clarify as follows:
As described in the WID [RP-222673], after NCR devices are initially deployed to extend coverage and fill up coverage holes, an operator may need further calibration/adjustment of those deployed NCR devices for best results. This could be achieved through e.g. controlling side control information for NCR-FWD functionality or moving the connected NCR devices around the area of interest, etc., but those “validation” efforts would be performed in RAN-level, and it is important for an operator to identify which NCR device (among deployed) is connected to which cell. 
In order to “identify” which NCR-MT is connected, there should be some mechanism in RAN, and RAN3 believes that such mechanism should be securely protected because the wrong identification of NCR-MTs connected could jeopardize those validation efforts that are required to make NCR deployment successful for its intended purposes. Securely identifying which NCR-MT is connected after AS security is activated may require RAN to store some identification information that has been pre-configured in each NCR-MT and their exchange over Uu interface. RAN3 would like to get consultation from SA3 whether there would be any security issue on this aspect.
The draft reply LS can be found in [6]. 
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