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	Reason for change:
	NIA0 algorithm for integrity protection shall not be used, as per TS 33.501 specifications:
· In section 5.3.3: “Integrity protection of the user data between the UE and the gNB is optional to use, and shall not use NIA0.”
· In Annex D.1: “The NIA0 shall not be used for data radio bearers (DRBs).”
However, it can be signalled as the selected integrity protection algorithm to the gNB-CP-UP, via the Integrity Protection Algorithm IE.
Therefore, if received, the gNB-CU-UP shall reject the Bearer Context Setup or the Bearer Setup Modification with an appropriate cause value (e.g. Integrity protection algorithms not supported).

	
	

	Summary of change:
	Add the restriction of NIA0 in Abnormal Conditions of Bearer Context Setup and Bearer Context Modification procedures.
Add in semantics description of the Integrity Protection Algorithm IE that NIA0 codepoint is not used in the specification, for NG-RAN.
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	Wrong usage of security algorithms for integrity protection may occur
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[bookmark: _Toc367182965]<<<<<<<<<<<<<<<<<<<< 1st Change >>>>>>>>>>>>>>>>>>>>
[bookmark: _Toc20955497][bookmark: _Toc29460829][bookmark: _Toc45881938][bookmark: _Toc51852074][bookmark: _Toc81381495][bookmark: _Toc97909059][bookmark: _Toc112768868]8.3.1.4	Abnormal Conditions
If the gNB-CU-UP receives a BEARER CONTEXT SETUP REQUEST message containing a E-UTRAN QoS IE in the DRB To Setup List IE for a GBR QoS DRB but where the GBR QoS Information IE is not present, the gNB-CU-UP shall report the establishment of the corresponding DRB as failed in the DRB Failed List IE of the BEARER CONTEXT SETUP RESPONSE message with an appropriate cause value.
If the gNB-CU-UP receives a BEARER CONTEXT SETUP REQUEST message containing a QoS Flow Level QoS Parameters IE in the PDU Session Resource To Setup List IE for a GBR QoS Flow but where the GBR QoS Flow Information IE is not present, the gNB-CU-UP shall report the establishment of the corresponding QoS Flow as failed in the corresponding  Flow Failed List IE of the BEARER CONTEXT SETUP RESPONSE message with an appropriate cause value.
If the gNB-CU-UP receives a BEARER CONTEXT SETUP REQUEST message containing the Integrity Protection Algorithm IE in the Security Information IE set to “NIA0”, the gNB-CU-UP shall reject the procedure using the BEARER CONTEXT SETUP FAILURE message with an appropriate cause value.
<<<<<<<<<<<<<<<<<<<< End of 1st Change >>>>>>>>>>>>>>>>>>>>
-- TEXT OMITTED --
<<<<<<<<<<<<<<<<<<<< 2nd Change >>>>>>>>>>>>>>>>>>>>
[bookmark: _Toc20955502][bookmark: _Toc29460834][bookmark: _Toc45881943][bookmark: _Toc51852079][bookmark: _Toc81381500][bookmark: _Toc97909064][bookmark: _Toc112768873]8.3.2.4	Abnormal Conditions
If the gNB-CU-UP receives a BEARER CONTEXT MODIFICATION REQUEST message containing a E-UTRAN QoS IE in the DRB To Setup List or the DRB To Modify List IE for a GBR QoS DRB but where the GBR QoS Information IE is not present, the gNB-CU-UP shall report the addition or the modification of the corresponding DRB as failed in the DRB Failed List IE or the DRB Failed To Modify List IE of the BEARER CONTEXT MODIFICATION RESPONSE message with an appropriate cause value.
If the gNB-CU-UP receives a BEARER CONTEXT MODIFICATION REQUEST message containing a QoS Flow Level QoS Parameters IE in the PDU Session Resource To Setup List IE or the PDU Session Resource To Modify List IE for a GBR QoS Flow but where the GBR QoS Flow Information IE is not present, the gNB-CU-UP shall report the addition or the modification of the corresponding QoS Flow as failed in the corresponding  Flow Failed List IE of the BEARER CONTEXT MODIFICATION RESPONSE message with an appropriate cause value.
If the gNB-CU-UP receives a BEARER CONTEXT MODIFICATION REQUEST message containing the Integrity Protection Algorithm IE in the Security Information IE set to “NIA0”, the gNB-CU-UP shall reject the procedure using the BEARER CONTEXT MODIFICATION FAILURE message with an appropriate cause value.
<<<<<<<<<<<<<<<<<<<< End of 2nd Change >>>>>>>>>>>>>>>>>>>>
-- TEXT OMITTED --
<<<<<<<<<<<<<<<<<<<< 3rd Change >>>>>>>>>>>>>>>>>>>>
[bookmark: _Toc20955612][bookmark: _Toc29460944][bookmark: _Toc45882053][bookmark: _Toc51852189][bookmark: _Toc81381610][bookmark: _Toc97909174][bookmark: _Toc112768983]9.3.1.31	Security Algorithm
This IE defines the type of ciphering algorithm and/or integrity protection used for the DRBs.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Ciphering Algorithm
	M
	
	ENUMERATED (NEA0, 128-NEA1, 128-NEA2, 128-NEA3)
	As defined in TS 33.501 [13] for NG-RAN or TS 33.401 [32] for E-UTRAN where the corresponding enumerated value is EEA0, 128-EEA1, 128-EEA2, 128-EEA3.

	Integrity Protection Algorithm 
	O
	
	ENUMERATED (NIA0, 128-NIA1, 128-NIA2, 128-NIA3)
	As defined in TS 33.501 [13] for NG-RAN or TS 33.401 [32] for E-UTRAN where the corresponding enumerated value is EIA0, 128-EIA1, 128-EIA2, 128-EIA3.
In NG-RAN, the value NIA0 is not used in the specification.
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