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Introduction
In this paper we discuss some potential enhancements for RRC Inactive support. 

Discussion

Background
During Rel-17 normative work, a Local NG-RAN Node Identifier has been introduced, used as reference to the NG-RAN node in the I-RNTI.
The Local NG-RAN Node Identifier is used to resolve a Global NG-RAN Node ID from an I-RNTI and obtain a reference to an UE context at RRC Resume. The Local NG-RAN Node Identifier IE is currently included in Xn Setup and NG-RAN node Configuration Update procedures.

In XN SETUP REQUEST and XN SETUP RESPONSE the IEs below are included:

	[bookmark: _Hlk124668966]Local NG-RAN Node Identifier
	O
	
	9.2.2.101
	
	YES
	ignore

	Neighbour NG-RAN Node List
	
	0..<maxnoofNeighbourNG-RAN nodes>
	
	
	YES
	ignore

	>Global NG-RAN Node ID
	M
	
	9.2.2.3
	
	–
	

	>Local NG-RAN Node Identifier
	M
	
	9.2.2.101
	
	–
	



In NG-RAN NODE CONFIGURATION UPDATE and NG-RAN NODE CONFIGURATION UPDATE ACKNOWLEDGE the IEs below are included:

	Local NG-RAN Node Identifier
	O
	
	9.2.2.101
	
	YES
	ignore

	Neighbour NG-RAN Node List
	
	0..<maxnoofNeighbourNG-RAN nodes>
	
	
	YES
	ignore

	>Global NG-RAN Node ID
	M
	
	9.2.2.3
	
	–
	

	>Local NG-RAN Node Identifier
	M
	
	9.2.2.101
	
	–
	

	Local NG-RAN Node Identifier Removal
	O
	
	Local NG-RAN Node Identifier
9.2.2.101
	
	YES
	ignore





Enhancement related to Local NG-RAN Node Identifier
[bookmark: _Hlk124708459]When a gNB (gNB1) decides to remove a certain Local NG-RAN Node Identifier (let’s call it “Old_Local_Node_ID”) and use another one instead (let’s call it “New_Local_Node_ID”) it can send both information to its neighbors, respectively using the Local NG-RAN Node Identifier Removal IE and the Local NG-RAN Node Identifier IE. 

After the gNB1 has replaced the Old_Local_Node_ID with a New_Local_Node_ID, there might still be quite a few UEs in RRC Inactive that were released by the gNB1 while gNB1 was still using Old_Local_Node_ID.
At this point, a UE that was released to inactive by gNB1 before the Old_Local_Node_ID was replaced by the New_Local_Node_ID can attempt to resume towards a neighbor gNB2. gNB2 reads the I-RNTI but the Old_Local_Node_ID is no longer associated to gNB1, so there is no guarantee that the UE context can be found by querying the gNB1.
[bookmark: _Hlk124709788]Observation 1: When an old Local NG-RAN Node Identifier is replaced by a new Local NG-RAN Node Identifier, the UE Context retrieval based on the old Local NG-RAN Node Identifier should not be attempted, and an UE whose I-RNTI contains the old Local NG-RAN Node Identifier can be served via an RRC Setup. 
In certain implementations, a gNB may decide to allow to use both the old Local NG-RAN Node Identifier and the new Local NG-RAN Node Identifier for a certain period. In this case the UE Context may still be attempted, if the time from the replacement is short enough. 
The amount of time for a possible coexistence of the old and new Local NG-RAN Node identifier could be an implementation choice, however the unclearance deriving from different implementation choices would lead to failures in UE context retrieval.  We think it’s worth to clarify in the standard when a certain (new) Local NG-RAN Node Identifier is replacing another (old) Local NG-RAN Node Identifier (FFS how).
Proposal 1: Clarify if a certain (new) Local NG-RAN Node Identifier is replacing another (old) Local NG-RAN Node Identifier in one NG-RAN node.

Additional problems are present. The possible cases are described below.

Case 1: at certain point in time, two gNBs use the same Local_Node_ID and there are UEs released to inactive from both nodes that can resume in a third gNB. For example, gNB1 uses Local_Node_ID=1, gNB1 also uses Local_Node_ID=1, and both gNB1 and gNB2 are neighbouring gNB3. There can be:
· Type 1 UEs: UEs released to inactive by gNB1 
· Type 2 UEs: UEs released to inactive by gNB2 
gNB3 cannot distinguish Type 1 UEs from Type 2 UEs and it will try to fetch the UE context from both gNB1 and gNB2. Obviously for Type 1 UEs, the attempt towards gNB2 fails, and for Type 2 UEs, the attempt towards gNB1 fails. 
So, the confusion created by the use of conflicting Local_Node_ID leads to a waste in signaling.
Case 2: The problem above is also present when gNB1 removes an Old_Local_Node_ID, and replaces it with a New_Local_Node_ID, if the Old_Local_Node_ID is used by a different node gNB2. 
At this point the gNB3 can receive attempts to resume from  two types of UEs in RRC Inactive with a I-RNTI that contains the same Old_Local_Node_ID:
· Type 1 UEs: UEs released to inactive by gNB1 (before the gNB1 removed to Old_Local_Node_ID)
· Type 2 UEs: UEs released to inactive by gNB2
When the gNB3 attempts to retrieve the UE context from gNB2 for a Type 1 UE, the attempt will fail. Similarly, when the gNB3 attempts to retrieve the UE context from gNB for Type 2 UE, the attempt will fail.
Again, the confusion created by the use of conflicting Local_Node_IDs lead to a waste in signaling.

In this situation, it would be good to identify that this type of failure in UE Context retrieval is due to a conflict in Local NG-RAN Node Identifier. 

Proposal 2: Identify failures in UE Context retrieval due to conflict in Local NG-RAN Node Identifier

Enhancement related to security
During the RRC Resume procedure, a UE sends an RRCResumeRequest (or RRCResumeRequest1) message containing the I-RNTI. The RRC message is sent in SRB0 and the I-RNTI is not secured. Since the I-RNTI is made of two parts, one representing the UE context, and another one (Local NG-RAN Node Identifier) associated to the Global gNB Id, there can be a malicious UE that intercepts the I-RNTIs and – indirectly via the Local NG-RAN Node Identifier - discovers the source node identity. 
The UE can try to attack the network by sending forged resume request that includes a forged I-RNTI.
An RRCResumeRequest contains the resume Identity (the I-RNTI), the MAC-I (to authenticate the UE at the anchor gNB) and the resume cause.
The malicious UE can use a forged I-RNTI containing for a first part the intercepted Local NG-RAN Node Identifier and for a second part a faked UE Context identifier (e.g., a random number). The node receiving the forged I-RNTI will try to retrieve the fake UE Context from the Local NG-RAN Node Identifier, and the procedure fails since the faked UE cannot be authenticated by the anchor gNB. The problem is that the same malicious UE may repeat the attack as many times as it likes, triggering a lot of unnecessary XnAP signaling thus bringing burden to the network.
The structure and use of the I-RNTI is relevant to RAN3, therefore we think RAN3 should evaluate potential solutions (e.g., by concealing the I-RNTI). If deemed needed, SA3 and RAN2 can be consulted.

Proposal 3: RAN3 to discuss the relevance of unsecured I-RNTI and potential solutions.


Conclusion
[bookmark: _In-sequence_SDU_delivery]In this paper we discuss improvements for RRC Inactive support. The followings are proposed:
Proposal 1: Clarify if a certain (new) Local NG-RAN Node Identifier is replacing another (old) Local NG-RAN Node Identifier in one NG-RAN node.
Proposal 2: Identify failures in UE Context retrieval due to conflict in Local NG-RAN Node Identifier
Proposal 3: RAN3 to discuss the relevance of unsecured I-RNTI and potential solutions.
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