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1. Introduction
This contribution discusses the down-selection of the solution and the specification impact to support the authorization for NR network-controlled repeaters (NCR). 

2. Discussion
2.1. Down-selection of solution for NCR authorization
Regarding the NCR authorization, RAN3 asked the security issues for solution 1 and 2 (TR 38.867) and the SA3 reply has been received in this meeting (R3-226174). On the issue of Solution 2 (where the NCR is identified at RAN side and the authorization/validation are performed by local RAN OAM, with CN being absent in this solution), SA3’s response is as follow:

Given the above reply from SA3, the lack of Uu security means that any security would need to be provided by higher layers, and this may not be feasible for the RAN-confined NCR identification of Solution 2. We therefore propose the following:

Proposal 1: The solution 2 is abandoned for the NCR authorization.
On the topic of solution 1, SA3 LS reply states that SA3 cannot provide answers on security issue. So we think RAN3 needs to discuss solution 1 (including hybrid solution), solution 3 and solution 4 further at this time.
To down-select the solution among solution 1/hybrid, solution 3 and solution 4, firstly we make the following comparison table based on the solution descriptions and the specification impact in TR 38.867.
	
	Solution 1/Hybrid
	Solution 3
	Solution 4

	Spec impact difference
	- NCR authorization indicator from AMF to gNB (via NG)

- NCR device validation request info from NCR-MT to gNB (via RRC)
	- NCR authorization indicator from AMF to gNB (via NG)

- NCR support indicator from AMF to gNB

- NCR device indicator from gNB to AMF (via NG)
	- NCR authorization indicator from AMF to gNB (via NG)

	Functional difference
	NCR validation in gNB
	NCR-capable AMF selection in gNB
	


Regarding the specification impacts, there is a common impact, so the RAN3 already agreed the following in the previous RAN3#117bis-e meeting:
The NCR authorization indicator is provided from AMF to gNB explicitly over the NG interface. 

With this agreement, solution 4 could be supported. However, in addition, other impacts supported by solution 1/hybrid and solution 3 could be discussed further. These solutions could be supported together because the specification impact of each solution are mutual exclusive and could co-exist.
Observation 1: The solution 1/hybrid, solution 3 and solution 4 could be supported together. And the NCR authorization indicator from the AMF to the gNB is already agreed. So RAN3 needs to discuss further whether to support additional impacts which are proposed for solution 1/hybrid and solution 3.
As mentioned in observation 1, these solutions for NCR authorization could be supported together. Also the specification impact in solution 3 could be partially supported, for example it’s possible to support either ‘NCR support indicator’ or ‘NCR device indicator’ over NG interface, or both. So instead of doing down-selection among solution 1/hybrid, solution 3 and solution 4, RAN3 would rather discuss and make a decision on each specification impact to support NCR authorization. So we propose

Proposal 2: RAN3 discusses and makes a decision on each of the followings:
1. Whether to support NCR validation in RAN (it may have stage 3 impact only on RAN2.)
2. Whether to support NCR support indicator from the AMF to the gNB
3. Whether to support NCR device indicator from the gNB to the AMF 

The inter-vendor interoperability is generally important in specification work point of view. The WID also mentions that the selected solution shall provide inter-vendor interoperability. So for down-selection of solution for NCR authorization, RAN3 should confirm whether the selected solution could guarantee inter-vendor operability.
Proposal 3: RAN3 should confirm that the selected solution/features could provide inter-vendor interoperability.

2.2. Specification impact
The specification impact depends on the solution or features that RAN3 would agree for NCR authorization.

As mentioned already, RAN3 already agreed the NCR authorization indicator from the AMF to the gNB. So we propose the following specification impact on NGAP:
Proposal 4: To support the NCR authorization indicator from the AMF to the gNB, the following NGAP signalling enhancement is required:

· Add the NCR Authorized IE as optional IE in the following messages:

· INITIAL CONTEXT SETUP REQUEST
· UE CONTEXT MODIFICATION REQUEST
As proposed in Proposal 2, we think each of specification impact could be discussed and decided.

In case of NCR validation in RAN, RAN3 should make a decision whether to support it or not. However, we don’t see any impact on RAN3 specifications, but may have impact on stage 2 and RAN2 specifications.

Other two impacts would require the enhancement of NGAP specifications. So we propose
Proposal 5: If the NCR supported indicator from the AMF to the gNB is agreed, the following NGAP signalling enhancement is required:

· Add the NCR Supported IE as optional IE in the following message:

· NG SETUP RESPONSE

Proposal 6: If the NCR device indicator from the gNB to the AMF, the following NGAP signalling enhancement is required:

· Add the NCR Device Indication IE as optional IE in the following message:

· INITIAL UE MESSAGE
In the previous RAN3 meeting, RAN3 discussed whether to provide the NCR authorization indicator from the gNB-CU to the gNB-DU if the NCR device is authorized by the CN, but RAN3 decided to continue the discussion.

If the attached device is the NCR authorized device, the gNB-DU should generate NCR-related configuration information and initiates sending the side control information to the NCR device for controlling backhaul/access link and NCR behaviour. So the gNB-DU should know whether the attached device should work as the NCR device or not. Following the current agreements and discussion, the gNB-CU doesn’t perform the NCR operation related configuration to the gNB-DU. We think the NCR authorized information should be delivered from the gNB-CU to the gNB-DU.

Proposal 7: For the NCR authorized device, the gNB-CU provides the NCR authorized indication to the gNB-DU. And the following F1AP signalling enhancement is required:

· Add the NCR Authorized IE in the following messages:

· UE CONTEXT SETUP REQUEST
· UE CONTEXT MODIFICATION REQUEST
3. Conclusion
This contribution discusses the authorization solution for NR Network-Controlled Repeaters (NCR) and has the following proposals:
Proposal 1: The solution 2 is abandoned for the NCR authorization

Proposal 2: RAN3 discusses and makes a decision on each of the followings:

1. Whether to support NCR validation in RAN (it may have stage 3 impact only on RAN2.)
2. Whether to support NCR support indicator from the AMF to the gNB
3. Whether to support NCR device indicator from the gNB to the AMF 

Proposal 3: RAN3 should confirm that the selected solution/features could provide inter-vendor interoperability.

Proposal 4: To support the NCR authorization indicator from the AMF to the gNB, the following NGAP signalling enhancement is required:

· Add the NCR Authorized IE as optional IE in the following messages:

· INITIAL CONTEXT SETUP REQUEST
· UE CONTEXT MODIFICATION REQUEST
Proposal 5: If the NCR supported indicator from the AMF to the gNB is agreed, the following NGAP signalling enhancement is required:

· Add the NCR Supported IE as optional IE in the following message:

· NG SETUP RESPONSE

Proposal 6: If the NCR device indicator from the gNB to the AMF, the following NGAP signalling enhancement is required:

· Add the NCR Device Indication IE as optional IE in the following message:

· INITIAL UE MESSAGE
Proposal 7: For the NCR authorized device, the gNB-CU provides the NCR authorized indication to the gNB-DU. And the following F1AP signalling enhancement is required:

· Add the NCR Authorized IE in the following messages:

· UE CONTEXT SETUP REQUEST
· UE CONTEXT MODIFICATION REQUEST
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To SA3 Q1a: Is there any security issue for solution 2 which does not provide Uu security, non-protected NCR indication info and the OAM container in Step 5?


Answer to RAN3:


Yes. For solution 2, SA3 believes that this information can be tampered due to the lack of Uu security. It exposes the OAM indirectly to attacks over the air interface. 


To SA3 Q1b: Does SA3 believe that the NCR needs to be securely validated? Any security issue for configuring locally stored information in the gNB in Solution 1?


Answer to RAN3: 


For the 1st question in Q1b, SA3 is not clear about what does "validation" mean. 


For the 2nd question in Q1b, SA3 cannot provide answers before the security validation related steps in solution1 are clarified. In addition, the feasibility of such additional steps and what kind of information is stored in RAN are also unclear. Further clarification is expected.  








