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1
Overall description

RAN3 thanks SA3 for the reply LS on NCR solutions. In that LS, it explained that SA3 does not have clearly understanding for the “validation” and can not provide answers before the security validation related steps are clarified.

RAN3 further discusses the definition and lists the difference among authentication, authorization and validation:

Authentication: A device declares that it is a NCR device to the network.
Authorization: Network further checks the received NCR declaration from this device and may accept its accessing as a NCR.

Validation: Network/NCR device checks whether a certificated NCR device can be deployed at a specific place(e.g. cell).

RAN3 further discusses the steps for NCR validation and confirms that the NCR validation procedure is similar to the mechanism used in RN startup supported in LTE. For RN startup procedure, OAM shall configure a list of DeNB cells to RN before RN accesses to the NW as a RN. Then, the DeNBs in the list shall be configured RN information which is used for the RN accessing. With the OAM configured information, the RN can setup S1&X2 with a DeNB in the list. 

Meanwhile in NCR validation, OAM may pre-configure the NCR info(e.g. a list of NCR ID) to the gNB before NCR accessing to NW. After initial access procedure, the NCR sends NCR ID which is allocated by Operator for validation to the gNB via RRC message. After receiving the NCR ID, the gNB validates the NCR device by checking its configured NCR ID list. If the ID of this NCR is not contained in the gNB’s list, the NCR’s accessing request shall be rejected by the gNB.

Question: Based on the clarification on the validation, does SA3 believe that the NCR needs to be securely validated? Any security issue for configuring locally stored information in the gNB in Solution 1?

2
Actions

To SA3:  3GPP RAN3 kindly asks SA3 to provide their feedback to the questions above based on the further clarification on validation. 

3
Dates of next RAN WG3 meetings

Updated meeting schedule can be found at: https://portal.3gpp.org/?tbid=373&SubTB=381#/ 
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