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Introduction

SA2 sent a LS to RAN3 in [1]. In this LS, SA2 provided solutions for 5GS time synchronization status report towards the UE(s) (key issue#1 in TR 23.700-25), and asked some WGs questions. There are some questions RAN3 need to answer. This contribution provides discussion on these questions, and the draft reply LS is provided in [2].
Discussion
SA2 has discussed different methods on how the RAN time synchronization status (RAN TSS) can be provided to UE(s). These methods are documented in TR 23.700-25 Annex A. Related to these methods SA2 ask RAN3 the following question:
Question : For key issue#1, One method proposes to use the Ciphered SIB approach that is used for broadcast of assistance data for positioning. SA2 would like to additionally get feedback on this from SA3 and RAN3 from security and NGAP impact perspective, respectively.
In current TS38.455(NR Positioning), NG-RAN node can receives positioning assistance information from LMF, and use the received information to configure assistance information broadcasting.

[image: image1.emf] 

NG - RAN  Node  

ASSIS TANCE INFORMATION CONTROL  

LMF  


Figure 8.4.1.2-1: Assistance Information Control procedure

The received information by NG-RAN can include positioning System Information Blocks (posSIBs) together with assistance information meta data, broadcast cells and broadcast periodicity. here, the assistance information meta data could be encrypted, seen below:

9.2.21
Assistance Information Meta Data

This parameter contains meta data for an assistance information element.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Encrypted
	O
	
	ENUMERATED (true, …)
	TS 38.331 [13]

	GNSS ID
	O
	
	ENUMERATED (gps, sbas, qzss, galileo, glonass, bds, navic ...) 
	TS 38.331 [13]

	SBAS ID
	O
	
	ENUMERATED (waas, egnos, msas, gagan, ...) 
	TS 38.331 [13]


According to above discussion, it seems same logic in positioning can also be applied to the ciphered RAN TSS for broadcasting. In SA2's solution, the RAN TSS for broadcasting is sent via NGAP, and ciphered by NAS. From RAN3 perspective, it is feasibility to support AMF providing ciphered RAN TSS information via NGAP signaling.

Proposal 1: Reply LS with the following information, RAN3 thinks it is feasibility to support AMF providing ciphered RAN TSS information for broadcasting via NGAP signaling.   

However, in current Rel-17 TSN, the gNB can send the reference time information to UE over SIB without encryption. Since the RAN TSS is used by UE to evaluate the accuracy of reference time information, it seems a bit strange, these two types of information should have the same security requirements, while we think both should be encrypted or neither should be encrypted. we suggest to ask SA2 about the need for encryption of RAN TSS. 

if both type information needs be encrypted, We think that a simpler unified encryption method for broadcasting can be considered in Rel-18, i.e, HASH encryption. In detail, the UE receives the broadcast information, and for one or more SIB/MIB blocks specified, the UE calculates a hash value of each specified block. Broadcast information also includes the hash-based signature(hash value) of the corresponding information block, UE checks whether the hash value calculated by UE is consistent with the hash signature. 
Proposal 2: Reply LS with the following information, Considering reference time information is broadcast to UE without encryption, RAN3 wants to ask SA2 whether there is a need to encrypt TSS by NAS for broadcasting. 

Proposal 3: Reply LS with the following information, if both type information needs be encrypted, RAN3 thinks that a simpler unified encryption method for broadcasting information can be considered in Rel-18, i.e, HASH encryption.  
SA2 has agreed that 5G core can receive this status information directly from OAM. An alternative method under consideration is the use of control plane signalling at node level (documented in TR 23.700-25 solution #4). In this control plane method, the AMF shall configure the NG-RAN node to report the RAN timing synchronization status report (i.e., node level signalling) when there is an event related to the time source the NG-RAN node is using, and these reports will be forwarded to the subscribed NFs in 5G core (i.e., the TSCTSF).

Question : SA2 would like to seek RAN3 input regarding the potential impacts in RAN3 specifications (e.g., NGAP, F1-AP) to enable RAN time synchronization status report control procedure.

NG-RAN node can detect network timing synchronization degradation/improvement or timing synchronization failures locally. The RAN TSS may includes old time source information, event information(e.g., degradation/failure/improvement), new time source information, switching time from old time source to new one,etc, which is up to SA2.
SA2 has agreed that 5G core can receive this TSS directly from OAM, however, when considering OAM for network elements of multi-vendors,we prefer the way to transfer RAN TSS via NGAP, which is more reliable and has lower latency than OAM solution. 
Proposal 4: Reply LS with the following information, RAN3 thinks it is feasibility to support NG-RAN node providing RAN TSS information to AMF via NGAP signaling. when considering OAM for network elements of multi-vendors,RAN3 prefer the way to transfer RAN TSS via NGAP, which is more reliable and has lower latency than OAM solution.    

The draft reply LS is provided in [2].
Conclusion 
Proposal 1: Reply LS with the following information, RAN3 thinks it is feasibility to support AMF providing ciphered RAN TSS information for broadcasting via NGAP signaling.  

Proposal 2: Reply LS with the following information, Considering reference time information is broadcast to UE without encryption, RAN3 wants to ask SA2 whether there is a need to encrypt TSS by NAS for broadcasting. 

Proposal 3: Reply LS with the following information, if both type information needs be encrypted, RAN3 thinks that a simpler unified encryption method for broadcasting information can be considered in Rel-18, i.e, HASH encryption.  
Proposal 4: Reply LS with the following information, RAN3 thinks it is feasibility to support NG-RAN node providing RAN TSS information to AMF via NGAP signaling. when considering OAM for network elements of multi-vendors,RAN3 prefer the way to transfer RAN TSS via NGAP, which is more reliable and has lower latency than OAM solution.  

The draft reply LS is provided in [2].
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