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1	Introduction
The WID on Rel-18 network-controlled repeaters holds the following objectives [1]:

	Specify the solution of network-controlled repeater management (i.e., the identification and authorization/validation of NCR) [RAN3, RAN2]
· NOTE: Down-selection of solutions in section 8 of TR 38.867 is needed taking into account the feedback of other working groups (i.e., SA3 and SA5). From a security point of view, the feasibility of NCR validation procedure in solution 1 and the feasibility of solution 2 will be decided by SA3.The selected solution shall provide inter-vendor interoperability.



This contribution discusses the four solutions of NCR management in TR 38.867 [2]. 
2	Discussion
The NCR connects to 3GPP network and uses RAN processing, signaling and air interface resources. Therefore, the NCR must be identified and authenticated in a sufficiently secure manner. In the following, the solutions for identification and authorization of the NCR in TR 38.867 [2] are assessed based on the security presently available, the associated overhead on RAN and the CN, and the support of inter-vendor operability.
2.1	Solution 1: RAN-based authorization 
Solution 1 aims to keep the CN agnostic to NCR functionality when authenticating and authorizing the NCR-MT. To achieve this goal, the NCR-MT pretends to represent a legacy UE to the CN. This approach implies that the NCR-MT needs to support all UE-related mandatory functionality such as the mandatory support of PDU sessions. It is further not possible to define NCR-specific CN functionality such as NCR-specific UAC rules, as it was done for IAB.
Observation 1a: Since Solution 1 keeps the NCR functionality transparent to the CN, the NCR-MT needs to support all CN functionality defined for legacy UEs, including mandatory support of PDU sessions, and it cannot apply separate rules for Unified Access Control as introduced for IAB.
For solution 1, it is further proposed that an NCR-specific slice is used for NCR identification.
This implies that the operator allocates an NCR-specific slice. The NCR is preconfigured/provisioned with the associated S-NSSAI and includes it as a requested S-NSSAI to the gNB.
According to TS 38.300 [3], the gNB selects an AMF that supports the slice (or a default AMF if this is not possible). Then two options are possible based on operator policy according on TS 23.501 [4]:
· [bookmark: _Hlk115129285]Option 1: the NCR-specific S-NSSAI is subject to Network Slice-Specific Authentication and Authorization. In this case, the AMF initiates the authorization procedure for the NCR.
· Option 2: the NCR-specific S-NSSAI is NOT subject to Network Slice-Specific Authentication and Authorization. In this case, the AMF does NOT initiate the authorization procedure for the NCR. However, since NCR operation would still need to be authorized, an alternative RAN-based authorization of the NCR must be conducted.
Observation 1b: Solution 1 with NCR-specific slice requires an AMF that supports this NCR-specific slice.
Observation 1c: Solution 1 with NCR-specific slice either requires the AMF to conduct a Network Slice-Specific Authentication and Authorization for the NCR-specific slice, or the RAN to conduct an equivalent RAN-based authorization for the NCR operation.
In case of Option 1, slicing provides no benefit compared to CN authorization of NCR operation with no NCR-specific slicing (e.g., as provided by solutions 3 and 4). In case of Option 2, a new RAN-based mechanism for authorization would have to be defined, and existing mechanisms cannot be leveraged.
Observation 1d: Using an NCR-based slice for Solution 1 adds unnecessary complexity, and it provides no additional benefit.
Any RAN-based NCR authorization can be conducted in a non-secure manner. If secure NCR authorization is required, a new RAN-based authorization solution needs to be defined by SA3 and it will substantially increase NCR and gNB complexity. The need for secure NCR authorization is presently assessed by SA3.
Observation 1e: A secure solution for RAN-based NCR authorization has to be designed by SA3 and it will substantially increases NCR and gNB complexity.

2.2	Solution 2: OAM-based authorization 
In this solution, the NCR provides NCR credentials in a container to OAM via the gNB. The OAM then authorizes the NCR based on the credentials using a proprietary mechanism.
The NCR WID [1] requires that inter-vendor interoperability is supported. This implies that gNB and NCR can be provided by different vendors and therefore use separate OAMs.
This leads to the following options:
· Option 1: The gNB’s OAM can authorise an NCR of a different vendor. This assumption is typically not valid.
· Option 2: The gNB can connect to the OAM of a different vendor’s NCR. This assumption is typically not valid.
· Option 3: The gNB’s OAM is the same as the NCR’s OAM. This assumption does not support inter-vendor operability, as required in the WID [1].  
Observation 2a: Solution 2 does not meet the WID requirement for inter-vendor operability.
Further, for OAM connectivity, a new transport mechanism needs to be defined that allows carrying proprietary information over the Uu link between NCR and gNB, and over an IP backhaul between gNB and OAM. The definition of this mechanism creates substantial specification overhead. It further unnecessarily increases the complexity of NCR and gNB.
Observation 2b: Solution 2 requires definition of a new transport mechanism between NCR and OAM via the gNB, which creates substantial specification overhead and unnecessarily increases the complexity of NCR and gNB.

2.3	Solution 3: IAB-like solution
This solution leverages the IAB mechanism for identification and authorization of the NCR. It requires the following:
· The NCR-MT sends an NCR indication in RRC and the gNB sends an NCR indication to the AMF inNG-C
· NCR authorization is based on NCR’s subscription profile as retrieved by the AMF, followed by an NG-C indication on the NCR authorization to the gNB.
· AMF selection by the gNB is based on NCR-support indication on NG-C from AMF
The specification effort is minor and the associated NCR complexity small. This solution further allows introducing NCR-specific functionality on the CN, e.g., keeping support of PDU sessions optional or introducing NCR-specific UAC.
Observation 3: Solution 3 can be supported with minor changes to NG-C, and it allows for NCR-specific functionality on the CN, such as optional PDU session and NCR-specific UAC.
2.4	Solution 4: V2X-like solution
This solution leverages the V2X mechanism for identification and authorization of the NCR. 
Some clarification is necessary for V2X authorization: 
For V2X authorization, the UE indicates the support of V2X to the CN in the 5GMM capability contained the NAS registration request. The AMF than retrieves the V2X authorization from the UE’s subscription profile, and it indicates the V2X authorization to the RAN via NG-C. 
In case NCR authorization reuses the V2X authorization procedure, it would be necessary to include NCR support in the 5GMM capability in NAS. This implies that opposed to the TR 38.867 Table 8.2-1, Solution 4 does have impact on NAS.
Observation 4a: Solution 4 has impact on NAS since an NCR support indicator needs to be included in the 5GMM capability submitted in the NCR-MT’s NAS registration request. 
Proposal 1: TR 38.867 table 8.2-1 to be corrected in that Solution 4 has NAS impact. 
Based on this analysis, Solution 4 requires the following:
· The NCR-MT sends an NCR indication in the NAS requetration request to the AMF..
· NCR authorization is based on NCR’s subscription profile as retrieved by the AMF, followed by an NG-C indication of NCR authorization to the gNB. 
· AMF selection by the gNB is agnostic to NCR and follows local RAN policy. This implies that AMF relocation may be necessary in case the AMF selected does not support NCR.
As for Solution 3, the specification effort of Solution 4 is minor and the associated NCR complexity small. This solution further allows introducing NCR-specific functionality on the CN, e.g., keeping support of PDU sessions optional or introducing NCR-specific UAC.
Observation 4b: Solution 4 can be supported with minor changes to NG-C and NAS, and it allows for NCR-specific functionality on the CN, such as optional PDU session and NCR-specific UAC.

2.5	Summary on the down-selection of solutions 1 to 4
Based on Observation 2a, Solution 2 can be deprioritized since it cannot provide inter-vendor interoperability. Based on Observation 2b, Solution 2 also has high impact on specification and significantly increases NCR complexity, which makes it unsuitable for the targeted use case.
Based on Observations 1a to 1e, Solution 1 does have CN impact, it introduces unnecessary complexity to NCR implementations, and it does not allow for NCR-specific CN functionality such as optional support of PDU sessions or NCR-specific UAC.  Solutions 3 and 4 do not have these shortcomings. In case NCR authorization needs to be secured, the associated specification overhead and NCR complexity will rise signficantly. For these reasons, Solution 1 should be deprioritized.
Based on Observations 3 and 4b, Solutions 3 and 4 have similar specification and implementation overhead. Both solutions also support NCR-specific CN functionality. Therefore, both solutions can be recommended for down-selection.
Proposal 2: RAN3 to only consider Solutions 3 and 4 for down-selection.
Since NCR represents a network node like IAB and not a UE, reusing the IAB-based procedure in Solution 3 is more appropriate.
Proposal 3: RAN3 to select Solution 3 for NCR.

2.6	Other topics to be discussed
Issue 1: gNB-node selection
The gNB needs additional functionality for the support of NCR operation. It cannot be expected that all gNBs will support this functionality. When the NCR integrates into the network, it needs to select a gNB that supports NCR operation. RAN3 needs to discuss how the NCR selects a gNB that supports NCR operation.
Proposal 4: RAN3 to discuss how the NCR selects a gNB that supports NCR operation.
 
Issue 2: OAM connectivity
The NCR needs to support OAM connectivity. RAN3 needs to discuss how OAM-connectivity can be supported for the solution selected.
Proposal 5: RAN3 to discuss how OAM-connectivity is supported for the solution selected.

Conclusion
This contribution discussed the four solutions of NCR management in TR 38.867 [2]. The following observations and proposals have been made:

Observation 1a: Since Solution 1 keeps the NCR functionality transparent to the CN, the NCR-MT needs to support all CN functionality defined for legacy UEs, including mandatory support of PDU sessions, and it cannot apply separate rules for Unified Access Control as introduced for IAB.
Observation 1b: Solution 1 with NCR-specific slice requires an AMF that supports this NCR-specific slice.
Observation 1c: Solution 1 with NCR-specific slice either requires the AMF to conduct a Network Slice-Specific Authentication and Authorization for the NCR-specific slice, or the RAN to conduct an equivalent RAN-based authorization for the NCR operation.
Observation 1d: Using an NCR-based slice for Solution 1 adds unnecessary complexity, and it provides no additional benefit.
Observation 1e: A secure solution for RAN-based NCR authorization has to be designed by SA3 and it will substantially increases NCR and gNB complexity.
Observation 2a: Solution 2 does not meet the WID requirement for inter-vendor operability.
Observation 2b: Solution 2 requires definition of a new transport mechanism between NCR and OAM via the gNB, which creates substantial specification overhead and unnecessarily increases the complexity of NCR and gNB.
Observation 3: Solution 3 can be supported with minor changes to NG-C, and it allows for NCR-specific functionality on the CN, such as optional PDU session and NCR-specific UAC.
Observation 4a: Solution 4 has impact on NAS since an NCR support indicator needs to be included in the 5GMM capability submitted in the NCR-MT’s NAS registration request. 
Observation 4b: Solution 4 can be supported with minor changes to NG-C and NAS, and it allows for NCR-specific functionality on the CN, such as optional PDU session and NCR-specific UAC.

Proposal 1: TR 38.867 table 8.2-1 to be corrected in that Solution 4 has NAS impact. 
Proposal 2: RAN3 to only consider Solutions 3 and 4 for down-selection.
Proposal 3: RAN3 to select Solution 3 for NCR.
Proposal 4: RAN3 to discuss how the NCR selects a gNB that supports NCR operation.
Proposal 5: RAN3 to discuss how OAM-connectivity is supported for the solution selected.
References
[1] [bookmark: _Ref490247806]RP-222673: New WID on NR network-controlled repeaters; TSG RAN Meeting #97, Electronic Meeting, Sep 12-16, 2022
[2] TR 38.867: Study on NR network-controlled repeaters
[3] TS 38.300: NR and NG-RAN Overall description – Stage 2
[4] TS 23.501: System architecture for the 5G System (5GS)



