3GPP TSG-RAN WG3 #117bis-e






R3-225934
15 Oct - 24 Oct 2022
Online

Agenda Item:
22.2
Source:
ZTE (moderator)
Title:
Summary of Offline Discussion on CB: # NCR_Solutions

Document for:
Approval

Introduction

CB: # NCR_Solution

- Solution down-selection between Sol3 and Sol4, take operator’s concern into account

- Discuss the necessity of RAN Validation function, which can prevent an authorized NCR device deploying at a NCR supported gNB which should not deploy this NCR device, e.g., someone steal a NCR device and re-deploy it to an unexpected place

- Identify the impact for split architecture

- Capture agreements and open issues

(ZTE - moderator)

Summary of offline disc R3-225934
Please provide your feedback before the end of the Wednesday (12, Oct, 2022).
For the Chairman’s Notes

Question 1: solution3 and solution4 down selection

Proposal 1: For solution 3 and solution 4, the NCR authorization indicator is provided from AMF to gNB explicitly over the NG interface.
Question 2: RAN validation

Question 3:Hybrid solution
Proposal 2:The discussion on the use case and requirement of RAN validation function and hybrid solution(CN authorization + RAN validation) in RAN3 is pending to SA3 reply LS.

Question 4: Impact on architecture

Proposal 4: The following aspects is not RAN3 scope and are expected to be discussed by RAN2.

How the NCR selects a gNB that supports NCR operation? 

Whether a NCR device can access the NW in any cells belongs to a gNB-DU which supports NCR function?
Proposal 5: The following aspects are regarded as open issues in RAN3:

Whether gNB-CU or gNB-DU is able to control which cell(s) can be used for NCR device accessing, e.g., due to overload?
Once NCR is authorized, whether gNB-CU indicates to the gNB-DU about NCR authorization?
Proposal 6: gNB-CU awares whether the connected gNB-DU supports NCR based on OAM.

Question 5: Solution 1 and solution 2

Proposal 7: Solution 1 and solution 2 down selection is pending to the feedback from SA3 and SA5 which can be discussed in next RAN3 meeting.  

Question 6: OAM connectivity

Proposal 8: The requirement of NCR-OAM connectivity has not been fully convinced in RAN3. 

To be discussed:
Proposal 0:  Solution 4 has NAS impact.
Discussion 

Solution 3 and solution 4 Down-selection
[1], [2], [6], [7], [8], [10]express their views on solution 3.

[1] explains that the based on the existing IAB mechanism,the solution 3’s  specification effort is minor and the associated NCR complexity is small. Meanwhile for solution 4, it has impact on NAS since an NCR support indicator needs to be included in the 5GMM capability submitted in the NCR-MT’s NAS registration request. Compared with solution 4, reusing IAB-based procedure in solution 3 is preferred.

[2] thinks Solution 3 is preferable since it can recycle legacy signalling similar to what is used for identifying and authorizing IAB-MT. Here, the key modification is to recognize NCR-MT as a distinct UE type. Having a distinct UE type for NCR-MT might also be advantageous based on the outcomes determined for NCR-MT side-control signalling and RRM. While solution 4 may also be considered alongside Solution 3. And propose to agree NCR authorized indication is encoded as a new IE in NGAP.
[6], for solution 3&4, it’s unnecessary to provide an NCR indicator from gNB to AMF, the AMF could get the NCR authorization info from UDM.
In [7], solution 3 is preferred because it is proper to performing authorization for operator’s device. (The V2X device is a user device, but the IAB node is an operator device. The NCR device is also an operator device like the IAB node. )

[8] describes that solution 3 is better than solution 4 on NNSF supporting and NCR identification.

[10]Solution 3 which supports existing 3GPP procedures, security solutions, and multi-vendor interoperability should be selected for NCR identification and authorization/validation.

Meanwhile,[3], [12] explain the advantage of solution 4. 

In [3], the only difference is that solution 3 requires an “NCR support” indication in the NG SETUP RESPONSE message and an “NCR Indication” in the INITIAL UE MESSAGE message, while solution 4 does not.  The solution 4 has a smaller NGAP impact than solution 3. Besides, an NCR only manipulates RF, “bending” the antenna beams as necessary, switching its TX on and off, and providing the necessary power control. Unless it can be shown that there is specific AMF functionality that requires it, an NCR support indication from the AMF to the gNB does not seem necessary. 

[12] compared with solution 3, the AMF in solution 4 is only involved in the NCR authorization procedure. The NCR authorized indication is sent to the gNB after NAS registration of the NCR device. For more simple procedure and less CN impact, solution 4 is more flexible.
In addition, [14] further explains that The “low cost” aims to provide a quickly deployed and low cost solution as the legacy RF repeater in 2G/3G/4G. Compared to the existing IAB, small cell and legacy UE, the network-controlled repeater is a stationary device and does not support the requirement of QoS, DRBs, slices, and etc.. We don’t expect to introduce any complexity functionalities introduced to CN and Authentication System and propose to rule out Solution 3 as it has too much impact on CN.
	
	Solution 3
	Solution 4

	Cons
	More NGAP signalling standard impact.
The benefit of “NCR support” indication from AMF to gNB is not clear.
	NAS impact: Including the 5GMM capability during Registration procedure.



	Pros
	Performing authorization as operator’s device (similar like IAB) rather than User device? (Not sure what’s the benefit here)
	Less impact on CN side (e.g. only involved in the NCR authorization).


Question 1: Companies provide their views on their preference between solution 3 and solution 4.

	Company
	Preferred solution
	Comment

	China Telecom
	Solution 4 
	In principle, both solutions could work. For solution3, there is no need to introduce a new “NCR support” indication in the NG SETUP RESPONSE message as the NCR should be a very small enhancement for core network. In addition, to perform authorization as operator’s device or User device seems no difference.

we support to enhance solution 4 or define a new solution merged from Solution1/3/4.

	Qualcomm
	Sol 3
	First of all: Sol 4 has NAS impact! For V2X, the UE includes a V2X indicator in the NAS Registration message. This implies that an NCR indicator would have to be added into NAS for Sol 4.

In summary, both solutions have similar overhead:

For NCR indication to AMF: Sol3 uses RRC+NGAP while Sol4 uses NAS

For AMF selection by gNB: in Sol3 AMF indicates NCR support to gNB, while in Sol4 gNB may select non-NCR-capable AMF which is relocated based on CN procedures

For NCR authorization: in both solutions, AMF checks NCR-MT’s subscription profile and returns “NCR-authorized” indication to gNB

We slightly prefer Sol3 since NCR is an operator node like IAB and not a UE so IAB-like solution seems more appropriate than V2X-like solution. 

	CATT
	Solution 4
	The corresponding NCR authorization should be introduced to the subscription data in UDM, AMF could check the UE subscription info in UDM, whether the UE is a NCR. Therefore, NCR indication is not really needed.

When we take the solution 4, it does not mean the solution should be totally same as V2X, we do not see any need to provide NCR capability to CN via NAS.

	Nokia
	Solution 3
	Solution 3 is more powerful than Solution 4, e.g. to support the scenario that operator only upgrade some AMF(s), but not all AMFs. In that case, gNB need to know the AMF which support NCR. But in case operator confirms no such scenario, then Solution 3 can be simplified, e.g. no change to the NG Setup procedure. 

	Samsung
	Solution 3
	We prefer solution 3 since NCR is an operator device as QC mentioned.

We think all AMFs don’t need to support NCR feature and legacy AMFs to support only user service don’t need to be upgraded to support NCR. So the NCR indication from the NCR device via RRC and the NCR support indication from the AMF to the gNB via NGAP are required.

	Deutsche Telekom
	Solution 3
	In principle both solution 3 and 4 are feasible, but from an operator’s perspective we prefer solution 3 as in that case the same solution is used for nodes (IAB, NCR) that have be under the control of the operator. 

	Ericsson
	Solution 4
	To QC: Thank you for pointing out the NAS impact of Sol. 4! This was missed in the comparison table in the TR. Indeed, Sols. 3 and 4 only differ for the “NCR support indication” from the AMF, which in our view is not needed because the NCR does not require any functionality from the CN other than authorization. To us, this is a slight relative advantage of Sol. 4 with respect to Sol. 3, as it further reduces CN impact (which seems to be a special concern to at least some operators).

We completely disagree with the argument that IAB-like authorization is more appropriate because “an NCR is operator-deployed and not a UE”. These authorization mechanisms share a common origin and only differentiate on functionality, not on a (misguided) concept of “device type”. The support indication from CN was introduced for IAB because of the necessary interaction of IAB with some CN functions. NCR requires no such interaction, as the only function it requires from the CN is the authorization signaling.

To Nokia and Samsung: the gNB does not “need to know” in advance whether the AMF supports the NCR, because there’s nothing to be supported (other than NCR authorization). Even in case AMF does not support NCR authorization, no harm will be done, as when the NCR connects, the AMF will send the context setup request without the authorization IE. The NCR then will only function as a limited UE. Once again, this is consistent with the assumption of an operator-planned deployment.

	Huawei
	Solution 3
	We see that in solution 4, the AMF identifies the NCR based on NAS message and transmit NGAP message to the gNB with a new “NCR-authorized indication” IE, which needs the AMF upgrading anyway. The NGAP signaling impact still exists in solution 4. 

For E///’s comment that “Even in case AMF does not support NCR authorization, no harm will be done”,if the NCR “function as a limited UE”, no side control information is expected to be exchanged and the NCR cannot correctly work, which is not expected.

Btw, why we do the down selection between solution 3 and 4 now? should the down selection exercise be performed for all solutions together?

	AT&T
	Solution 3
	We prefer to reuse the existing IAB solution – the use case is the closest and the difference in signaling between Solution 3 and 4 is small in our opinion. Optimization is of course possible, but not necessary, especially given the limited time budget for this item. Also, we are not sure about the implications of an NCR acting as a “limited UE” in case of incorrect AMF selection by the gNB with Solution 4. This seems to imply an additional layer of operational complexity which is not present in Solution 3, which is one of our primary concerns in selecting a solution (after security and interoperability). 

	BT
	Solution 3 
	We have a preference for solution 3. We see some merit in supporting the scenario where only some AMF(s) are upgraded to allow further flexibility of operators’ deployments.

For solution 4, where the AMF does not support NCR authorization, it would be undesirable to leave the NCR to function as a “limited UE” as per Ericsson’s comment. How would the correct AMF be selected for NCR authorization in this case?

	NEC
	Solution 3
	Since we need to down select, compare with solution 4, solution that reuse IAB-based procedure is preferable.


	Ericsson
	
	To AT&T, BT: The absence of unnecessary information from signaling does not seem to be an optimization. With respect to the NCR acting as a UE: according to RAN2 discussion MT functionality is a subset of a UE, so this should not come as a surprise. The NCR can act in such a way also in Sol. 3 if the authorization does not come or if the AMF does not support NCRs. So, this is common to both sols. 3 and 4 (and also to IABs). It can give added flexibility for the operator, enabling e.g. software downloads to the NCR also if connected to a non-supporting gNB.

	Samsung
	
	To Ericsson:
If AMF doesn’t support NCR authorization and the NCR device works as a limited UE (i.e. no NCR authorization info from the AMF to the gNB), how can the NCR device work as the repeater? The gNB doesn’t configure the NCR device without the NCR authorization information. When the NCR device accesses the gNB, the gNB may select the non-NCR AMF if no NCR indication from the NCR device and the no NCR support indication from the AMF. 

In our understanding, it’s not related with operator-planned deployment.

	Intel
	Solution 4
	Speaking of just two solutions, from our understanding (also analyzed in CATT's R3-225256) both Solution 3 and Solution 4 relies on authentication based on subscription data and has impacts on NAS to transfer the capability from NCR-MT during Registration procedure, which makes the NCR indication from gNB to AMF unnecessary. And the key difference is on NCR support indication from AMFs, which we don't think essential as CN only need to handle NCR authorization based on subscription profile. 

But in general we support to enhance Solution 4 and define a new hybrid solution also considering Solution 1. 

	ZTE
	Solution 4
	As described in TS 23.502, if authentication is required, the AMF requests it from the AUSF. So there is no requirement for AMF to support special ‘NCR authorization’. We still don’t see the need to provide NCR supported information from AMF to NG-RAN as Option3 does.
We prefer to minimize the CN impact. As shown in the table, compared with solution3, solution 4 seems more simple and with less impact to CN.

And we see the common part in both solutions which is agreeable to us, AMF checks NCR-MT’s subscription profile and returns “NCR-authorized” indication to gNB.
Response to HW:

In general only one solution will be selected for NCR authorization. Given the fact that no pending response needed for solution 3 and 4, then it is appropriate to make the down selection between the two solution. After receiving rsp from SA3/SA5 for solution 1 and 2, further down selection is needed. 

	CMCC
	Solution 4
	Solution 4 seems simpler and has less impact to CN compared with solution 3.
We also share the similar view with China Telecom and Intel that  enhancements on solution 4 or a new solution merged from Solution1/3/4 can be considered.


Summary

sol4 (6)： CT，CATT, E//, Intel, ZTE, CMCC

Sol3 (8)：QCM, Nokia, SS, DT, HW, ATT,BT, NEC

It is obvious that there is no consensus on the down selection between solution 3 and solution 4. 

To push forward the discussion progress, The following suggestion is provided by moderator and can be discussed by companies:

RAN3 is not going to down select solution 3 and solution 4 in this meeting. Instead, companies may check whether we can  accept the intersection part of these 2 solutions, which is:

Proposal 1: The NCR authorization indicator is provided from AMF to gNB explicitly over the NG interface.
The necessity of RAN validation
[11] explains that a NCR device may connect to a wrong cell (either maliciously or by error) can cause RF and interference problems. While IAB like CN can check whether NCR-MT should perform as an NCR, but it cannot verify whether the NCR is connected to the correct cell/gNB that has been pre-planned before. This verification has to be done at RAN level and there should be some RAN level pre-configuration for gNBs to identify whether NCR that has accessed is connected to the right cell or not (considering multiple NCRs covering different cells).

[12] provide another scenario for RAN validation.  Considering the size of a NCR is small enough, it is possible that a person may easily steal a NCR device and re-deploy it to an unexpected place without permission/application for better coverage of that place. The validation function can prevent the unauthorized re-deployment of a NCR device.

Observation 1: From Moderator’s view, the case that a NCR device is deployed in unexpected place shall be avoided. The RAN validation function can be used by NG-RAN node to prevent the malicious damage to network deployment based on the policy of operator.
Question 2: Whether the above unexpected user case should be avoided in real network deployment and companies are kindly invited to provide their views on the necessity of RAN validation. 
	Company
	Comment

	China Telecom
	We support the above scenarios. 

	Qualcomm
	The analysis by [11] and [12] are incorrect. They prove that security issues should NOT BE HANDLED by RAN3 but by SA3. 

On issue raised by [11]: 

A “misplaced” NCR may still connect to the same CU. In this case, CU-based validation would also not be able to uncover the misplacement. This shows that the purpose of NCR validation is NOT to protect against device misplacement.

On issue raised by [12]:

Theft and impersonification attacks already apply to UEs. The authors of [12] might have noticed that UEs, for instance, are equipped with manual ID protection to prevent such attacks. The authors may want to explain why such simple implementation-based procedures could not be applied to the NCR-MT.  

We would like to ask the moderator to stay away from topics that are in SA3 scope and to focus on RAN3 topics instead.



	CATT
	Generally, we are fine with the scenarios. We understand the authorization means NCR is authorized to be a NCR in the network. The validation procedure could further check if the NCR is allowed to be used in a certain gNB or cell. 

However, how the validation procedure is performed in RAN should be further discussed, e.g. gNB do the validation base on some pre-configuration /operator’s policy. It seems SA2/SA3 and also RAN2 should be involved on the validation policy, information needed for validation in RAN, etc.  Above all, RAN3 should wait a little bit on this topic.

	Nokia
	Not now. 

WID states: From a security point of view, the feasibility of NCR validation procedure in solution 1 and the feasibility of solution 2 will be decided by SA3. 

So this issue should be discussed later, e.g. after SA3 decision.

	Samsung
	We think the scenario could be discussed first in RAN 1/2. And this seems be related with solution 2, so could be discussed after receiving the feedback from SA3.

	Deutsche Telekom
	Due to local radio conditions, it cannot always be ensured that a NCR is connected to the originally intended cell. A verification of the connection should be possible during installation via OAM. 

As QC mentioned, security/safety related issues are not a topic of RAN3 and should be covered in other WGs.

	Ericsson
	The assumption so far has always been that NCRs are operator-deployed; if so, they are subject to the same attack scenarios as any network element. I.e. we normally don’t worry that someone steals e.g. a gNB-DU. But if such a scenario is really a problem, the operator could rely on pre-configuration (a similar solution was specified for Rel-10 LTE RN): an NCR is pre-configured with a list of cells it can connect to, and vice-versa a gNB is pre-configured on a cell level whether it accepts NCRs. RAN OAM and NCR OAM can take care of that with no specification impact.

	Huawei
	No. Even though the anti-theft necessity exists, it is not a new problem and the NCR’s permitted or restricted serving cells can be pre-configured, as mentioned by Ericsson. The CN can also judge whether the NCR is deployed at an expected cell based on the NCGI. This is not a motivation of introducing a new RAN validation process. The discussion of RAN validation should not be restarted before the feedback from SA3.

	AT&T
	We are not sure if RAN3 is the right place to start the discussion on this topic. As noted by Ericsson and others this is not really a new issue as it relates to any fixed operator-deployed infrastructure. Also, we want to note that unlike IAB, the NCR is really an extension of a gNB and in practice cannot truly operate independently without significant gNB/OAM awareness and management functionalities in the planning and operational phases.

	BT
	RAN3 should wait for feedback from SA3.

	NEC
	In general the security aspect is discuss and decided by security experts in SA3. RAN3 is not able to decide without feedback from SA3.

	Intel
	We are in general fine to wait for SA3 feedbacks for RAN-level verification step, but we would like to clarify a few points raised by some companies. 

We think the QC's understanding of our proposal is incorrect. And regarding connecting to the same CU, the CU is definitely able to detect whether an NCR-MT is connected to the intended cell or not based on pre-configurations and cell-specific token handling. 

And like E/// commented, as NCRs are operator-deployed, some pre-configurations have to be there for NCR-MT and gNBs based on the operator's requirements. But we think such pre-configurations alone does not prevent NCR-MT connecting to a wrong cell (either maliciously or by error), that's why RAN-level verification may be necessary (e.g. based on cell-specific token handling).  

	ZTE
	Both RAN3 and SA3 are discussing this topic these days. Based on the feedback from our SA3 colleague, SA3 needs further clarification on the definition and use case of the NCR validation. Hence, we prefer to clarify the validation requirement in RAN3 first.


	CMCC
	We are fine with the above scenarios. 


Summary:

Support(2):  CT, CMCC
Partial agree(1): DT
Other WGs involvement(8): QCM, CATT, Nokia, SS, ATT， BT(wait SA3), NEC, Intel(SA3), 
Solved by existing mechanism(2): E//, HW, 

Majority companies believes that the discussion on this unexpected use case shall be discussed by SA3 or be discussed in RAN3 after SA3 input.  But as confirmed by moderator’s SA3 colleague, SA3 currently does not have a clearly view on the validation use case and requirement. It expects RAN3 to further explain the use case and requirement of the validation. Based on the discussion result and SA3 situation, the following proposal is provided:
Proposal 2: The discussion on the use case and requirement of RAN validation function in RAN3 is pending to SA3 reply LS. 
3.4 Hybrid solution

Besides all solutions shown in the TR 38.867, hybrid solutions are provided in contribution [11], [5].

A new solution, which is merged from solution1, 3, and 4, is introduced in [5]. The general procedure of this hybrid solution is mainly based on solution 1. But AMF provide NCR authorization info to gNB explicitly in NG interface, just like the IAB or V2X like solution. The modification is based on original solution 1 structure and the modified general procedure is shown below:

Sequence of this solution: 
The NCR firstly accesses to RAN and CN as a normal UE, no additional impact to NAS procedure and NG-C interface. AMF could check the NCR subscription info in UDM and provide NCR authorization info to the gNB. Based on this information, the gNB be aware the NCR is authorized. 
In [11], another hybrid solution is introduced. In this solution, a pre-configured token is introduced for RAN to verify whether the NCR device is connecting to a correct cell/gNB. The following figure depicts the proposed hybrid approach:
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The hybrid of RAN and CN level solution can be beneficial to provide checking of the cell the NCR is connected to and also for verification of NCR. The hybrid approach is also versatile (CN impacts can be minimized if NCR-MT is authenticated as a normal UE instead) and gives flexibility for RAN to do additional verification. Please provide your views on the following two questions.

Question 3: Companies provide their views on above hybrid solutions which means the solution includes both CN authorization and RAN validation for NCR device.

	Company
	Comment

	China Telecom
	We support to discuss the new solution merged from Solution1/3/4.

Technically the hybrid solution provided by [11] could also work. But it still need to be checked by SA3. 

	Qualcomm
	The motivation for the hybrid solutions is unclear:

If the CN authorizes the NCR as a regular UE and then RAN authenticates the NCR, this is Solution 1. It is not hybrid!

If the CN authorizes the NCR operation of the NCR and then the RAN authenticates the NCR, this is double authentication, which is unnecessary and adds additional complexity!

	CATT
	We support to go for a unified/hybrid solution.

For the pure authorization topic, we can agree to add an IE in NGAP message to indicate RAN the NCR is authorized, just like what we have done in IAB/V2X.

In the solution 1, how to convey the NCR authorization info from AMF to gNB is not very clear, it’s assumed to use a specific slice to convey the info. 

As for solution 1, 3, 4, NCR will register to the network as a normal UE, when we decide how to convey the NCR authorization info from AMF to gNB, the whole procedure is aligned between the solutions, as we do not need multiple solutions to support NCR authorization.

For the other parts of the hybrid solution, e.g. detail design of the Uu interface, validation procedures, it could be left to the other groups i.e. RAN2,SA2,SA3.



	Nokia
	We agree with CATT proposal “the NCR authorization info is provided from AMF to gNB explicitly over the NG interface.” This is also described in our 5463.

The “name” does not matter. 😊

	Samsung
	The benefit is unclear. And this solution could be discussed after SA3’s input.

	Deutsche Telekom
	The use and benefit of that hybrid solution is not fully clear for us. Especially, it requires the early involvement of other WGs, especially SA3 on security related issues.

	Ericsson
	NCRs are operator-deployed, hence proper radio planning by the operator is always assumed. If there is concern that an NCR might connect to a “wrong” cell, some simple pre-configuration of the allowed cells could be done by OAM. Such a hybrid solution as proposed here does not seem to have any advantages with respect to the other solutions. No need to further consider this.

	Huawei
	No need to consider this scheme. The motivation of this is just the requirement mentioned in Section 3.2, and we have already provided our opinion in Section 3.2. The RAN validation is not necessary and lack of security guarantee.

	BT
	The benefit of this solution is unclear, this solution could only be discussed after feedback from SA3.

	NEC
	The main thing from RAN3 perspective is to have NCR authorization info from AMF to gNB. On the security aspect should be checked by SA3 first.

	Intel
	We generally and respectively support the hybrid and versatile approach that can satisfy multiple solutions and different proponents at the same time before discussions on down-selection become too heated and hurt our beloved RAN3. 

Again, the QC's understanding of our proposal is incorrect. Our hybrid approach doesn't intend to do double authentications. The NCR authentication happens with CN, not with RAN. What we talked is about additional RAN-level verification on whether NCR that has accessed is connected to the right cell or not, which can also be skipped if the implementation wants to (that's why "hybrid"..).

	ZTE
	We are open to discuss those hybrid solutions if the NCR validation requirement is confirmed.

We do not need to send extra LS to other WGs for this hybrid solution. As it is a mixed solution, all concerns in this solution have been described in our LS out after previous meeting. 

	CMCC
	We understand the intention of the hybrid solution that the pre-configured token is used for RAN to verify whether the NCR device is connecting to a correct cell/gNB. But we wonder whether the token can be transmitted over Uu interface, and this may be needed to check with SA3.


Summary
Support discussion(5): CT, CATT, ZTE, Intel, Nokia
Reject(2): E//, HW
Unclear(6): SS(after SA3 replies), DT(other WGs involvement), QCM(with negative attitude), BT(after SA3 replies), NEC(SA3), CMCC(SA3 checks token issue)
5 companies show their interest on hybrid solutions and believe detail enhancement can be discussed.

6 companies show their concern that RAN3 can not discuss this topic without other WGs evaluation. In addition, 5/6 of these companies explain that RAN3 may need to SA3 input before this discussion. 

2 companies believe the hybrid solutions are not needed.

Based on the received comments, majority companies prefer to further discuss whether the hybrid solution is valuable after SA3 replies. 

Proposal 3: The discussion on hybrid solution(CN authorization + RAN validation) in RAN3 is pending to SA3 reply LS. 
Identify the impact on architecture
In [1], the company provide the following proposal: 

RAN3 to discuss how the NCR selects a gNB that supports NCR operation.

In [13], it points out that the granularity of the NCR access supporting shall be further discussed. A NCR device may be not able to access to NW from every cells belongs to a gNB-DU which supports the NCR management function. This may either because not all cells on this gNB-DU support NCR function or because some cells are configured to reject NCR accessing due to some reasons(e.g. heavy load). RAN3 may discuss the following two bullets on F1AP:

Whether a NCR device can access the NW in any cells belongs to a gNB-DU which supports NCR function.

Whether gNB-CU or gNB-DU is able to control which cell(s) can be used for NCR device accessing.

In [9], the company provides the following proposals:

Once NCR is authorized, the gNB-CU indicate to the gNB-DU about NCR authorization

The gNB-CU needs to get know whether the gNB-DU supports NCR or not, e.g .via OAM configuration.
Based on above, the Moderator provides the following open issues :

Issue 1:  How the NCR selects a gNB that supports NCR operation? Whether a NCR device can access the NW in any cells belongs to a gNB-DU which supports NCR function?
Issue 2: Whether gNB-CU or gNB-DU is able to control which cell(s) can be used for NCR device accessing, e.g., due to overload?
Issue 3: Once NCR is authorized, the gNB-CU indicates to the gNB-DU about NCR authorization?

Issue 4: Whether and how the gNB-CU aweares whether the connected gNB-DU supports NCR?
Question 4: Companies may provide their views on the above open issues for split architecture.

	Company
	Comment

	China Telecom
	Too early to discuss the issues in split architecture. Down-selection is the most important task.

	Qualcomm
	Issue 1: NCR selects DU cell based on “NCR-support” indication in SIB1. Cells that do not broadcast this indication are barred for the NCR-MT. This is the same procedure as currently used for IAB.

Issue 2: The DU cell may mute the “NCR-support” indication for any reason, in which case NCR-MTs cannot connect to the DU cell. Since such indication is carried in SIB1, this is controlled by the DU. The cell can further apply NCR-specific UAC for NCR-MTs. This was introduced for IAB and could simply be copied. This topic is in RAN2/SA2 scope. 

Issue 3: This indication is necessary but it could be done implicitly, e.g., gNB-CU provides configuration to receive side control info to the NCR-MT in RRC. The gNB-DU receives a copy of such configuration and determines that the NCR is authorized.

Issue 4: This should be done via OAM-based match up. Inter RAN-node “capability reporting” is typically not supported by RAN3. 

	CATT
	Issue 1: Broadcast a NCR-support indication in the SI is a feasible solution, this is up to RAN2.

Issue 2~4: It seems too early to discuss the issues in split architecture.

	Nokia
	Agree with China Telecom and Qualcomm. Issue 1 is in RAN2 scope. This can be discussed later.

	Samsung
	Issue 1: We think it could be supported by the operator’s configuration in the NCR device or RAN2 solution (e.g. NCR support indication in SIBx). In our understanding, RAN2 will discuss the solution for this.

Issue 2: Like QC’s comment, if agreed in RAN2, the DU can control NCR access by using the “NCR-support” indication in SIBx message. And the CU can perform access and admission control for NCR device when it receives “NCR device indication” from the NCR device.

Issue 3: Yes. We think the NCR authorization indication from CU to DU is required.

Issue 4: It could be supported by OAM.

	Deutsche Telekom
	From an operator’s perspective we would generally expect that a homogeneous deployment of gNB-DU/CU functionalities is given, i.e., the general NCR support from a functional perspective should not be a problem.

From a deployment perspective, an operator may be interesting to prohibit NCR access to cells. This may be realized e.g. via SI broadcast but then it should be discussed in RAN2. Information exchange between CU and DU is certainly required for that purpose.   

	Ericsson
	In general we agree with QC’s assessment. An observation on Issue 3: the authorization IE should be passed on to the gNB-DU over F1AP (same as for V2X).

	Huawei
	Issue 1, the “NCR support” in SI should be the way to use, and details up to RAN2.

Issue 2, both of them should have some control, if the NCR supported indicator is included in a gNB-DU encoded SIB, e.g. SIB 1, the gNB-CU may also control the gNB-DU whether the NCR supported function can be activated.
Issue 3 is needed to be supported in all solutions, explicitly or implicitly.

Issue 4 is needed to be supported in all solutions, e.g. via OAM configuration.

	AT&T
	Issue 1 / 2 should perhaps be discussed in RAN2 instead? In general we don’t see any problems with extending the IAB-MT solutions to the NCR-MT as suggested by Qualcomm.

	BT
	Issue 1 should be discussed in RAN2 first, other issues could wait.

	Intel
	Issue 1 seems to be decided by RAN2. 

For other issues, we think they are worth discussions but seems their solution space may differ based on the solution agreed for identification and authorization/verification signalling, so we prefer to wait. 

	ZTE
	We agree that the issue 1 is related to RAN2 progress. 

Meanwhile, issue 1 and issue 2 do not explain the same thing. In issue 2, we may discuss whether CU has capability to bar the NCR device accessing to some NCR supported cells due to overload. This is pure RAN3 aspects(e.g. F1AP). We do not think we need to wait RAN2 progress.

For issue 3 and 4, we are open to discuss these in RAN3.



	CMCC
	Issue 1 is up to RAN2.

Issue 2~4: It seems too early to discuss the issues in split architecture.


Summary

Issue 1:  How the NCR selects a gNB that supports NCR operation? Whether a NCR device can access the NW in any cells belongs to a gNB-DU which supports NCR function?
RAN2  scope: QCM, CATT, Nokia, SS, HW, ATT, BT, Intel, ZTE, CMCC

Add indication in SI: QCM, CATT, Nokia, SS, DT, E//(?), HW, 

Support discussion: DT

Wait: CT,CMCC

Majority companies believe this issue is RAN2 scope. So, let’s leave it to RAN2.

Proposal 4: The following aspects is not RAN3 scope and are expected to be discussed by RAN2.

How the NCR selects a gNB that supports NCR operation? 

Whether a NCR device can access the NW in any cells belongs to a gNB-DU which supports NCR function?
Issue 2: Whether gNB-CU or gNB-DU is able to control which cell(s) can be used for NCR device accessing, e.g., due to overload?
RAN2 scope(4): QCM,SS, E// ,ATT, 

Wait(4): CATT, BT, Intel,CMCC

Support discussion(2): HW,ZTE

4 companies think this is RAN2 scope. 4 companies think it is too early to discuss this issue. 2 companies think this issue exists.
There is no consensus on how to treat issue2. From moderator’s point of view, this issue may be set as open issue in RAN3 at current stage. Whether this is necessary can be further checked in the future.

Issue 3: Once NCR is authorized, the gNB-CU indicates to the gNB-DU about NCR authorization?

Wait(4): CATT, BT, Intel,CMCC

Support discussion(5): SS, HW, ZTE,QCM, E//

QCM: implicity

E//: info should be passed on to the gNB-DU over F1AP (same as for V2X).

4 companies prefer to discuss this issue later. 5 companies are fine to discuss this issue. And some companies provide their views on this issue.

Similar to issue2, no consensus on this issue. RAN3 may set this as open issue at current stage and re-check this issue in the future.
Proposal 5: The following aspects are regarded as open issues in RAN3:

Whether gNB-CU or gNB-DU is able to control which cell(s) can be used for NCR device accessing, e.g., due to overload?
Once NCR is authorized, whether gNB-CU indicates to the gNB-DU about NCR authorization?
Issue 4: Whether and how the gNB-CU aweares whether the connected gNB-DU supports NCR?
Wait(4): CATT, BT, Intel,CMCC

Support discussion(5): SS(supported by OAM), HW(via OAM configuration), QCM(OAM based match up), E//(OAM based match up), ZTE
4 companies prefer to postpone this discussion. 5 companies prefer to discuss this issue and some companies provide their views on OAM related solution.

From moderator’s view, considering there is no strong view to against the OAM based solution on this issue, to push the discussion process forward, the following proposal will be discussed online.

Proposal 6: gNB-CU awares whether the connected gNB-DU supports NCR based on OAM.
Solution 1 and solution 2
Contributions, [1], [2], [3], [5],[7],[8],[12], provide their views on either solution 1 or solution 2. In contribution [7], [8], [12], companies provide their views on  pause discussing solution 1 and solution 2 until SA3/SA5 replies.

From moderator’s point of view, as companies have some concern on different solutions in SI phase, an LS(R3-225253) which is used to ask for SA3 and SA5 feedback has been generated at the end of previous meeting. Considering the limited online duration this time and avoiding any potential conflict between RAN3 and SA WGs, moderator suggests that the further discussion on how to down select solution 1 or solution 2 can be discussed after RAN3 receives any feedback from SA3 and SA5.

Proposal : Solution 1 and solution 2 down selection is pending to the feedback from SA3 and SA5 which can be discussed in next RAN3 meeting.  
Question 5: Companies provide their views on this proposal.

	Company
	Comment

	China Telecom
	To be discussed at next meeting.

	Qualcomm
	We do not need to agree on this proposal since it is already contained in the WID. 

The WID further emphasizes that the solution selected should support inter-vendor interoperability.

Solution 2 does not support inter-vendor operability as required in the WID and as captured in the TR. Solution 2 should therefore be deprioritized.

Proposal: Solution 2 is deprioritized since it cannot provide inter-vendor interoperability.



	CATT
	Solution 2 is pending to feeder back from SA3 and SA5.

Solution 1, we could try to make a hybrid solution between solution 1 and solution 3/4, at least provision of the NCR authorization info should be aligned.

	Nokia
	While RAN3 is awaiting for SA3/5 feedback, we can exclude Solution 2. So we are ok for Qualcomm proposal. 

	Samsung
	Solution 1 and 2 could be discussed in the next RAN3 meeting after receiving the feedback from SA3 and SA5.

	Deutsche Telekom
	We have sent the LS to SA2/SA5 to get clarifications on the proposed solutions 1 and 2. Therefore, let’s wait for final down selection until the Reply LSs will be available (hopefully at the Nov meeting).

	Ericsson
	At this point, it depends on how we want to proceed. If we want to take a decision now (so we can move on to other issues), we have to consider only Sols. 3 and 4: they are the only ones which “tick all the boxes” and don’t have any outstanding issues. Otherwise, we wait for the reply LSs and take a decision when we receive them.

	Huawei
	Although originally, we thought we should only perform down selection of these 4 solutions after SA3/SA5 feedback, considering that we are now doing the exercise on down selection between solution 3 an 4 in section 3.1, it should also be fine to down select between solution 1 and 2.

Then, we think Solution 2 can be first ruled out due to the lack of inter-vendor operability. Solution 1 is pending feedback from SA3 and SA5.

	AT&T
	We agree with others that multi-vendor support and minimizing the need for OAM signaling is a key decision factor that puts Solution 2 at a significant disadvantage and could be excluded even before receiving SA3/SA5 feedback.

	BT
	Solution 1 & 2 can be discussed after feedback from SA3/5.

	NEC
	Since we sent LS to SA3/SA5 already, would prefer to wait reply from SA3/SA5 first. Otherwise it will be misuse of the LS as before we receive their, we could decide already, strange.



	Intel
	Agree with CATT. 

	ZTE
	Considering RAN3 has sent LS to SA WGs, we prefer to make down selection decision after RAN3 receives the reply LS. 

Whether solution 2 fulfills the WI requirement can also be checked at that time.

	CMCC
	We are fine to discuss after feedback from SA3/5.


Summary

FFS solution 2:  CT, CATT,  SS, DT, E//,  BT, NEC, Intel, ZTE, CMCC
Delete solution 2: QCM, Nokia, ATT
Based on the result, the following proposal is provided:

Proposal 7: Solution 1 and solution 2 down selection is pending to the feedback from SA3 and SA5 which can be discussed in next RAN3 meeting.  
OAM connectivity

In [1], it points out that NCR needs to support OAM connectivity. RAN3 needs to discuss how OAM connectivity can be supported for the solution selected. From moderator’s point of view, companies may firstly check whether NCR needs OAM traffic transmission, what kind of information needs to be transferred between NCR and OAM. Then, if this requirement(OAM connectivity) exists, 2 alternatives on the table may be further discussed to support the OAM connectivity for NCR:

1) via PDU session which needs NCR to support DRB. 

2) via RRC signalling, gNB will get the OAM configuration infor from OAM via south interface (no standard impact), then transfer it to NCR via RRC signalling

Question 6: Companies provide their views on whether NCR needs OAM traffic transmission and the above 2 alternatives for NCR connectivity supporting? 

	Company
	Comment

	China Telecom
	OAM traffic is optional for NCR as NCR could connect with OAM via fibre-optical or wired in some cases.

With regard to the alternatives mentioned above, we think that is RAN2 issue. If Solution 1/3/4 or merged solution is agreed, both alternatives could work. RAN2 may define a new SRB to transfer OAM configuration and report to support alt 2). If solution 2 is agreed or no traffic flows for NCR are established in CN side, only alt 2) could work.

	Qualcomm
	RAN3 needs to ensure that the specification provides means for OAM connectivity. It is then up to implementation if this OAM connectivity is used.

For Solutions 1, 3, and 4, OAM-connectivity can be provided via PDU session. 

For Solution 2, OAM-connectivity must be provided for NCR validation. This cannot be done via PDU session since the NCR-MT does not support CN connectivity. Other means of OAM-connectivity have never been discussed in RAN. Tunneling of IP over RRC is not recommendable since it violates the purpose of RRC. Also, RRC overload may easily occur since OAM sessions can carry a lot of data (e.g., software download). In other words, there is no manner to provide OAM connectivity for Solution 2. 

	CATT
	is feasible, as NCR could work as a normal UE and register to the network. To download OAM configuration from the OAM server requires setup of PDU session. 

is pending to RAN1/RAN2, whether to convey the NCR configuration by RRC.

It’s pending to what kind of configuration should be provided to a NCR node? The configuration is static or dynamic? Who provides the configuration to NCR, CN, RAN, or OAM?  It’s pending to RAN1/RAN2, no clear RAN3 impact is foreseen at this stage.

	Nokia
	Agree with China Telecom. Anyway, this can be discussed later, e.g. after the solution is selected.

	Samsung
	At this time, it’s unclear which OAM traffic transmission is required for the NCR device. By considering the inter-vendor operability, OAM connectivity via PDU session seems be better. 

This issue could be discussed later after receiving SA5’s feedback or RAN1/2’s further progress.

	Deutsche Telekom
	We share QC’s view on that topic. A PDU session based approach is needed for OAM connectivity and we should avoid using RRC signaling due to possible data traffic implications.

	Ericsson
	We should assume that an NCR needs connectivity to its own OAM; it seems counterproductive to restrict such connectivity to only be wired. Given that an NCR incorporates an MT, it seems natural to assume that the MT may terminate at least a DRB to transport its own OAM, alarms, etc.; we note that RAN2 discussion on this issue is in progress (and we would prefer to go this way). Any other alternative, including e.g. OAM transport over RRC as proposed by the Moderator, seems unnecessarily cumbersome, would require interaction between RAN and NCR OAMs (typically considered a problem and an obstacle to interoperability), and would impact RAN2.

	Huawei
	For these two alternatives, it is obvious that PDU session connection is better. 

Besides, there also has a simpler option that an NCR may directly connect to the OAM by wire, e.g., when the NCR is deployed, an operator staff configures it by wired connected to a portable OAM/laptop.

	AT&T
	We believe this also needs discussion in RAN2, but can certainly agree that over-the-air OAM connectivity must be the baseline assumption. If it helps with progress in RAN3 we would be OK with a working assumption that a DRB/PDU session connection at the NCR-MT can be established.

	BT
	We agree an NCR will need connectivity to its own OAM system and in our view a connection via PDU session is a better approach. RAN3 should not restrict OAM connectivity to only be wired.

	NEC
	This issue could be discussed later after receiving SA5’s feedback or RAN1/2’s further progress.

	Intel
	We also think it is a bit pre-mature to discuss. We can discuss OAM connectivity issue after the solution is selected. 

	ZTE
	Neither RAN1 nor RAN2 is discussing this question. We can further check whether the requirement of OAM connectivity exists for NCR..

	CMCC
	We think this can be discussed after a solution is selected.


Summary

Whether NCR needs OAM traffic transmission
Yes(7): CT(optional), QCM(up to implementation), Nokia(optional), DT(up to implementation), E//(RAN2 is processing), ATT(also needs discussion in RAN2), BT.

FFS(6): CATT, SS, NEC, Intel, CMCC, Nokia

CATT: unclear at current stage, 

SS: unclear at current stage, 

NEC: . Wait info from other WGs

ZTE: RAN3 shall discuss this.

7 companies believe NCR needs OAM traffic transmission. And 6 companies believe there is no clearly view at current stage. 
2 alternatives:

Depends on solution(6): CT, QCM, Nokia, DT, Intel, CMCC.

CT: RAN2 scope.

CATT: 1)feasible. 2)pending RAN1/RAN2

DT: prefer PDU

E//: DRB. RAN2 is discussing.

HW: PDU. Wired connection.

ATT:DRB/PDU session connection

BT: PDU. No restrict only be wired.
6 companies think the alternative discussion shall depend on the final solutions.

Based on the above summary , it shows that companies in RAN3 do not have strong view on the requirement of NCR OAM connectivity at current stage(e.g. WGs involvement, depends on solutions, no clearly view, feasible, optional, by implementation,  ...). Hence, RAN3 may postpone the discussion and wait for other WGs progress.

Proposal 8: RAN3 does not have strong view on the requirement of NCR-OAM connectivity at current stage. Further discussion is pending to other WGs’ progress.
Conclusion, Recommendations [if needed]

If needed
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