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1Introduction
In the Rel-18 NCR SI, solutions on NCR management, i.e. identification and authorization are discussed. Corresponding solutions are captured to the TR 38.867 [1].
In the new WID for Rel-18 NCR, RAN3 should down-select and specify the solution for NCR management, the following is the objective been captured in the WID [2]:
	[bookmark: OLE_LINK3][bookmark: OLE_LINK4]Specify the solution of network-controlled repeater management (i.e., the identification and authorization/validation of NCR) [RAN3, RAN2]
· NOTE: Down-selection of solutions in section 8 of TR 38.867 is needed taking into account the feedback of other working groups (i.e., SA3 and SA5). From a security point of view, the feasibility of NCR validation procedure in solution 1 and the feasibility of solution 2 will be decided by SA3.The selected solution shall provide inter-vendor interoperability.


In this contribution, we will further discuss the solutions for NCR management as been captured in the TR [1], and we will provide the observations and proposals accordingly.
2. Discussion
For Solution 1, NCR registers to the network as a normal UE. However, we do not see any need to establish the PDU session between NCR and 5GC, as slice is linked to the PDU session, thus we understand it’s not appropriate to use slice to convey authorization information.
Proposal 1: For the solution 1, it’s not appropriate to use slice to convey authorization info for NCR.
For NCR validation, if needed, some pre-configuration/OAM configuration for NG-RAN is required. Whether and how to perform the validation is out of the scope of RAN3, it is pending to the progress of RAN2, SA3 and SA5.
From RAN3 perspective, there’s no impact to 5GC and NGAP to support this solution. Whether to adopt the solution 1 is pending to RAN2, SA3 and SA5.
Observation 1: No RAN3 impact is foreseen to support NCR validation in the solution 1.

For solution 2, 5GC is not involved. Identification and authorization are completely done in NG-RAN by necessary OAM configuration. As some security concerns are raised to SA3 in the last RAN3 meeting, we should wait for their response before decide whether to adopt this solution. From the initial evaluation in the last RAN3 meeting, we see there’s no RAN3 impact.
Observation 2: No RAN3 and 5GC impact is foreseen to support the solution 2.
As 5GC is not involved for NCR management, from RAN3 perspective, Solution 2 is a good choice if there’s no security issue. The impact to Uu should be further evaluated by RAN2.
Proposal 2: RAN2 to decide whether to adopt the solution 1and or solution 2, taking the SA3/SA5 response into account.

On support of IAB, it has been specified in TS 23.501:
	[bookmark: _Toc106188322][bookmark: _Toc51769565][bookmark: _Toc47342863][bookmark: _Toc45184021][bookmark: _Toc36188114][bookmark: _Toc27846983][bookmark: _Toc20150177]5.35.2	5G System enhancements to support IAB
In IAB operation, the IAB-UE interacts with the 5GC using procedures defined for UE. The IAB-node gNB-DU only interacts with the IAB-donor-CU and follows the CU/DU design defined in TS 38.401 [42].
For the IAB-UE operation, the existing UE authentication methods as defined in TS 33.501 [29] applies. Both USIM based methods and EAP based methods are allowed, and NAI based SUPIs can be used.
The following aspects are enhanced to support the IAB operation:
-	the Registration procedure as defined in clause 4.2.2.2 of TS 23.502 [3] is enhanced to indicate IAB-node's capability to the AMF;
-	The IAB-node provides an IAB-indication to the IAB-donor-CU when the RRC connection is established as defined in TS 38.331 [28]. When the IAB-indication is received, the IAB-donor-CU selects an AMF that supports IAB and includes the IAB-indication in the N2 INITIAL UE MESSAGE as defined in TS 38.413 [34] so that the AMF can perform IAB authorization.
-	the UE Subscription data as defined in clause 5.2.3 of TS 23.502 [3] is enhanced to include the authorization information for the IAB operation;
-	Authorization procedure during the UE Registration procedure is enhanced to perform verification of IAB subscription information;
-	UE Context setup/modification procedure is enhanced to provide IAB authorized indication to NG-RAN.
After registered to the 5G system, the IAB-node remains in CM-CONNECTED state. In the case of radio link failure, the IAB-UE uses existing UE procedure to restore the connection with the network. The IAB-UE uses Deregistration Procedure as defined in clause 4.2.2.3 of TS 23.502 [3] to disconnect from the network.



On support of V2X, it has been specified in the TS 23.287:
	
[bookmark: _Toc19199148][bookmark: _Toc27821938][bookmark: _Toc36126293]6.5.2	Registration procedure
The Registration procedure for UE is performed as defined in TS 23.502 [7] with the following additions:
-	The UE includes the PC5 Capability for V2X (i.e. LTE PC5 only, NR PC5 only, both LTE and NR PC5) as part of the "5GMM capability" in the Registration Request message. The AMF stores this information for V2X operation. The PC5 Capability for V2X indicates whether the UE is capable of V2X communication over PC5 reference point and which specific PC5 RAT(s) it supports.
-	The AMF determines whether the UE is authorized to use V2X communication over PC5 reference point based on UE's PC5 Capability for V2X and the subscription data related to V2X service authorization information (i.e. "V2X services authorized" indication, UE-PC5-AMBR per PC5 RAT and cross-RAT PC5 control authorization if applicable) received from UDM, and stores the V2X service authorization information as part of the UE context.
-	The PCF provides the PC5 QoS parameters to AMF, and the AMF stores them in the UE context.
-	If the UE is PC5 capable for V2X, and the UE is authorized to use V2X communication over PC5 reference point based on the subscription data, then the AMF shall include in the NGAP message sent to NG-RAN:
-	a "V2X services authorized" indication, indicating the UE is authorized to use V2X communication over PC5 reference point as Vehicle UE, Pedestrian UE or both.
-	UE-PC5-AMBR per PC5 RAT and cross-RAT PC5 control authorization (if applicable), used by NG-RAN for the resource management of UE's PC5 transmission for V2X services in network scheduled mode.
-	the PC5 QoS parameters used by the NG-RAN for the resource management of UE's PC5 transmission for V2X services in network scheduled mode.
-	If the UE is authorized to use V2X communication over PC5 reference point and it does not indicate the "List Of PDU Sessions To Be Activated", then the AMF should not initiate the release of the signalling connection after the completion of the Registration procedure. The release of the NAS signalling relies on the decision of NG-RAN, as specified in TS 23.502 [7].



As above, AMF does the V2X authorization based on UE's PC5 Capability for V2X, and the subscription data related to V2X service authorization information (i.e. "V2X services authorized" indication, UE-PC5-AMBR per PC5 RAT and cross-RAT PC5 control authorization if applicable) received from UDM. Where, the UE’s PC5 capability for V2X is provided by a V2X UE in the Registration Request message.
Observation 3: For V2X authorization, AMF authorizes the UE based on UE's PC5 Capability for V2X, and the subscription data related to V2X service authorization information (i.e. "V2X services authorized" indication, UE-PC5-AMBR per PC5 RAT and cross-RAT PC5 control authorization if applicable) received from UDM.

For Both IAB and V2X, corresponding UE capability is provided from IAB-node/V2X UE to AMF in the Registration procedure, which has NAS impact.
Observation 4: For IAB and V2X, there’s some NAS impact, e.g. transfer the UE capability from UE to 5GC in Registration procedure.
From RAN3 perspective, to support NCR authorization, it’s not necessary to indicate NCR UE capability to 5GC. However, it’s up to RAN2 and SA2 whether need to provide the NCR UE capability (via NAS) to 5GC.  
Proposal 3: Whether there’s any NAS impact to provide the NCR UE’s capability to 5GC is pending to RAN2 and SA2.

In TS 23.502, in the Subscriber Data, corresponding subscriber data are introduced for IAB and V2X, indicating that the subscriber is allowed for IAB or V2X operation, as below:
	
	IAB-Operation allowed
	Indicates that the subscriber is allowed for IAB-operation as specified in clause 5.35.2 of TS 23.501 [2].



	V2X Subscription data (see TS 23.287 [73])
	NR V2X Services Authorization
	Indicates whether the UE is authorized to use the NR sidelink for V2X services as Vehicle UE, Pedestrian UE, or both.

	
	LTE V2X Services Authorization
	Indicates whether the UE is authorized to use the LTE sidelink for V2X services as Vehicle UE, Pedestrian UE, or both.

	
	NR UE-PC5-AMBR
	AMBR of UE's NR sidelink (i.e. PC5) communication for V2X services.

	
	LTE UE-PC5-AMBR
	AMBR of UE's LTE sidelink (i.e. PC5) communication for V2X services.



Observation 5: To make support of IAB and V2X, IAB and V2X authorization information have been introduced to the subscription data in UDM.
For solution 3 and solution 4, AMF should be able to provide NCR authorization info to NG-RAN according to the subscription information directly. The difference between the solution 3 and solution4 is whether need to provide a NCR indication from NG-RAN to AMF. 
We understand it’s not necessary to provide an NCR indicator from gNB to AMF, the AMF could get the NCR authorization info from the subscription info in UDM.
Proposal 4: It’s un-necessary to provide an NCR indicator from gNB to AMF, the AMF could get the NCR authorization info from UDM.

On how to convey the authorization info from 5GC to gNB, two potential options:
· Option 1: Use a specific slice, as been proposed in the solution 1.
· Option 2: AMF provide NCR authorization info to gNB explicitly in NG interface, just like the IAB or V2X like solution.

Refer to the P1, it’s not appropriate to use slice to convey authorization info for NCR, thus option 2 is preferred. Accordingly, the solutions 1, 3, 4 could be merged together, i.e. NCR UE registers to the 5GC, and AMF provides NCR authorization info to the gNB after checking the subscription info (NCR authorization info) in UDM.
Proposal 5: Merge the solution 1, 3, 4 together, the NCR authorization info is provided from AMF to gNB explicitly over the NG interface.

The new solution, revised from Solution 1 could be illustrated with the figure below:


Figure x.x-1. Call flow for NCR management
Sequence of this solution: 
1. The NCR firstly accesses to RAN and CN as a normal UE, no additional impact to NAS procedure and NG-C interface. For example, the operator can allocate specific slice for NCR, and further identify the NCR based on the slice information. After authorized the NCR, the CN provides dedicated Allowed NSSAI to the gNB. AMF could check the NCR subscription info in UDM and provide NCR authorization info to the gNB. Based on this information, the gNB be aware the NCR is authorized. 
…
Base on the discussion above, we would propose to capture the new solution for NCR management. For RAN3, the CR to NGAP on NCR authorization could be found in [3].
Proposal 6: Discuss and agree the CR to NGAP [3] on support of NCR authorization.

3. Conclusion
In this contribution, we further evaluated the candidate solutions for NCR management. Based on the discussion, we provided the following observations and proposals:
Observation 1: No RAN3 impact is foreseen to support NCR validation in the solution 1.
Observation 2: No RAN3 and 5GC impact is foreseen to support the solution 2.
Observation 3: For V2X authorization, AMF authorizes the UE based on UE's PC5 Capability for V2X, and the subscription data related to V2X service authorization information (i.e. "V2X services authorized" indication, UE-PC5-AMBR per PC5 RAT and cross-RAT PC5 control authorization if applicable) received from UDM.
Observation 4: For IAB and V2X, there’s some NAS impact, e.g. transfer the UE capability from UE to 5GC in Registration procedure.
Observation 5: To make support of IAB and V2X, IAB and V2X authorization information have been introduced to the subscription data in UDM.

Proposal 1: For the solution 1, it’s not appropriate to use slice to convey authorization info for NCR.
Proposal 2: RAN2 to decide whether to adopt the solution 1and or solution 2, taking the SA3/SA5 response into account.
Proposal 3: Whether there’s any NAS impact to provide the NCR UE’s capability to 5GC is pending to RAN2 and SA2.
Proposal 4: It’s un-necessary to provide an NCR indicator from gNB to AMF, the AMF could get the NCR authorization info from UDM.
[bookmark: _GoBack]Proposal 5: Merge the solution 1, 3, 4 together, the NCR authorization info is provided from AMF to gNB explicitly over the NG interface.
Proposal 6: Discuss and agree the CR to NGAP [3] on support of NCR authorization.

4. References
[1] TR 38.867 Study on NR network-controlled repeaters
[2] RP-222673 New WID on NR network-controlled repeaters
[3] R3-225627 CR for TS 38.413 Support of NCR authorization, CATT
image1.emf
NCR gNB AMF

1. RACH preamble(MSG1)

1. RACH preamble(MSG1)

2. RAR(MSG2)

2. RAR(MSG2)

3.RRCSetupRequest(MSG3)

3.RRCSetupRequest(MSG3)

6.INITIAL UE MESSAGE

6.INITIAL UE MESSAGE

7.INITIAL CONTEXT SETUP REQUEST

(NCR Authorization Info)

7.INITIAL CONTEXT SETUP REQUEST

(NCR Authorization Info)

10.RRCReconfiguration Procedure

10.RRCReconfiguration Procedure

11.INITIAL CONTEXT SETUP RESPONSE

11.INITIAL CONTEXT SETUP RESPONSE

4.RRCSetup(MSG4)

4.RRCSetup(MSG4)

5. RRCSetupComplete(MSG5)

5. RRCSetupComplete(MSG5)

（

alt: NCR indication info

）

（

alt: NCR indication info

）

13. RAN verifies the 

NCR device.

(NCR credential info from NCR device)

(NCR credential info from NCR device)

9. UECapability Procedure

9. UECapability Procedure

(alt: NCR indication info)

(alt: NCR indication info)

8. SecurityModeProcedure

8. SecurityModeProcedure

12. RRC message

12. RRC message

NCR validation

NCR validation

Legacy

AS/NAS

 procedure

Legacy

AS/NAS

 procedure


oleObject1.bin
�

文本�

NCR


gNB


AMF


1. RACH preamble(MSG1)


2. RAR(MSG2)


3.RRCSetupRequest(MSG3)


6.INITIAL UE MESSAGE



