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1	Introduction
This paper provides summary of discussions at RAN#117-e on:
CB: # 4_UserConsent
- Try to converge on the WF: 
RAN3 replies to SA3 (cc RAN2, SA5) along the lines that RLF/CEF reports are sent as MDT information to external entities (TCE) only if the user has provided his consent?
Sending a reply LS to SA3 and to ask SA3 whether it is feasible and beneficial to agree to a user consent mechanism based on operators´ configurations of user consent information?
Indicating lack of agreement in RAN3 and stop the discussion?
-LS reply to SA3
(Nok - moderator)
Please provide feedback for first round by Friday, Aug. 19, EOB.
The first applicable deadline for 2nd round is Tuesday, Aug 23, 0800 UTC.
Depending on companies’ possibility to comment by this very short deadline and on the discussion status, I may request Ms. Chair that the CB is handled on Wednesday, in which case the following deadline applies: Wednesday, Aug 24, 0800 UTC.
2	For the Chairman’s Notes 
Check reply LS to SA3 cc RAN2, SA5, SA1, RAN in R3-225194.
Details:
Round 1 overview:
· Option 1: Reply to SA3 along the lines that current specification already ensures user privacy, e.g. because selection of UE for MDT requires user consent and hence RLF/CEF reports are sent as MDT information to external entities (TCE) only if the user has provided his consent. (See 4242)
· Option 2: Reply to SA3 asking whether it is feasible and beneficial to agree to a user consent mechanism based on operators´ configurations of user consent information. (See 4573)
· Option 3: Update RAN3 specifications and inform SA3 about the changes. (See 4400, 4679)
[bookmark: _Hlk112020780]Options 1-3 were discussed without consensus, although most companies, after clarification, seem to support some variant of option 2 although not necessarily for legacy releases. Different views have been expressed on the interface applicable (Uu or reporting from RAN to TCE). It was also commented that SA1 should be involved in the assessment of this option. Several companies also believed that SA3 should assess option 1. For option 3 (stage 3 CR), companies are very split (5 companies in favour, 5 companies against), so stage 3 CR can't be agreed at this meeting. (In addition, round 1 contained two more detailed questions on stage 3 CRs for the case where RAN3 decided to go in this direction (option A: 2 companies; option B: 4 companies)).

Round 2 overview:
Draft reply LS to SA3 cc RAN2, SA5, SA1, RAN
3	Discussion - round 2
4400 proposes to send an LS to SA3 informing them of absence of consensus in RAN3, with draft LSout in 4405. Other draft LSout can be found in annexes of 4242, 4573, 4679. As per 1st round discussion, some companies would like to consult SA3 (e.g. on option 1, option 2), other companies believe it is not clear what RAN3 should ask SA3. The moderator has drafted an LS aiming at reflecting the RAN3 discussion status and requesting SA3 for guidance. WGs proposed in cc are: SA1, RAN2, SA5 and RAN (due to discussion at RAN#95).

Please provide your view on LS to SA3, here or directly in the drafts folder (round 2).

	Company
	Comment

	Ericsson
	We are in general ok with the draft LS from Nokia. We provided some rewording to improve the text in the draft folder

	Qualcomm
	OK to send an LS to SA3 for checking whether this user consent applies to collection over Uu or forwarding to TCE or both. Provided some comments in the draft LS
On the provisioning-based solution, can we check with SA3 instead of asking whether it is feasible? SA3 LS on provisioning-based solution was for NTN and not for location information. We still are not sure if there are any actual legal restrictions which say location information can be collected even if there is no user consent.

	Huawei
	If the intention is to inform them about the status of RAN3.We prefer not to add too much discussion details in the LS. Please see the update version of the LS.

	Nokia
	@Huawei: We understood from your comments in 1st round on option 2 that you believe the Rel-17 mechanism is not flexible but the release is frozen (which is true), however a framework providing more flexibility could be considered for Rel-18. I therefore made some further updates to the LS, reintegrating some of the text relative to option 2. Hope this could be helpful for SA3, and ok with you? (I also updated the release (and as a consequence also the WI code) of the LS - not sure what is most correct). 



4	Discussion - round 1
4.1 Determine principle to follow in WF
Based on the submitted papers and chair's guidance above, the moderator observes that 3 main options can be identified by the submitted papers: 
· Option 1: Reply to SA3 along the lines that current specification already ensures user privacy, e.g. because selection of UE for MDT requires user consent and hence RLF/CEF reports are sent as MDT information to external entities (TCE) only if the user has provided his consent. (See 4242)
· Option 2: Reply to SA3 asking whether it is feasible and beneficial to agree to a user consent mechanism based on operators´ configurations of user consent information. (See 4573)
· Option 3: Update RAN3 specifications and inform SA3 about the changes. (See 4400, 4679)
· Option 4: Reply to SA3 about lack of consensus on this issue in RAN3 (See 4400)
 In order to converge on a principle to follow in way forward, we therefore ask companies to provide comments on each of these 3 options (Q1-Q3). Also, some of the options are not mutually exclusive, and we therefore ask companies to provide comments on any combination of these options that could be the basis for RAN3 agreement (in Q4).  
Q1: Please provide your view on option 1.
	Company
	Comment

	Nokia
	All companies seem to agree that the current user consent applies to selection of UEs for MDT, but some companies believe that RAN3 specification changes are needed to control reporting of detailed UE location information from the UE to the RAN. On our side we can agree that current specification doesn't control collection of detailed location information on the Uu interface, but we also consider that SA3's requirements for user privacy are still fulfilled because the UE is only identified using temporary identifiers in the RAN. This means that any coarse or detailed location information available in the RAN but not sent to external entities (TCE) can’t be used to localize any UE or user. Also, even without any reporting of UE location information from the UE, the RAN will in many cases still be aware of quite precise UE location e.g. based on the used beam and TA (timing advance), which may also be used together with other methods like radio measurement fingerprints. We believe that it would be beneficial for SA3 to be informed about this situation in an LS response from RAN3.

	Huawei
	We are not sure whether option 1 satisfy the requirement of SA3 or not.
In principle, RAN3 should follow the guidance on any security issues from SA3, rather than trying to persuade them to accept the status quo.
Technically, it is ambiguity on what RAN should do if it receives the RLF/CEF containing UE location information assuming that the user consent for MDT for that UE is available.
Could anyone clarify what is the NG-RAN node behaviour in this case?


	Ericsson
	In absence of convergence towards Option 2, we believe that Option 1 could also be valid, as collection and use of location information solely within the RAN does not create a security threat, as explained by Nokia.


	Apple
	Option 1 is misleading, as the issue has nothing to do with MDT (as was clarified numerous times). In the absence of consensus in RAN3 (which appears to be the case, unfortunately) we should let SA3 know about the status.

	Deutsche Telekom
	We share Apple’s view on Option 1. 
In addition, we have a similar view as Huawei with respect to the interworking with SA3.It is not in RAN3’s responsibility to discuss interpretations of user consent related issues, but to follow guidelines by other WGs to specify the needed signalling. 

	Qualcomm
	Option 1 is misleading. Current spec on MDT User Consent does not imply there is a user consent for location retrieval for RLF/CEF reporting. Even though within RAN, UE is identified by temporary ID, from end UE/User perspective unless consent is available, network is not supposed to retrieve location information from UE.
As Huawei has asked, how can we ensure that NG-RAN doesn’t send location information to TCE if there is no user consent? It doesn’t matter if NG-RAN knows location information via some other means, but if a user has NOT provided a consent, NG-RAN should not share this location information with the TCE.

	BT
	We are also not sure if option 1 meets SA3 requirements where the location information contained within the RLF/CEF reports may be collected without consent for use solely within the RAN. 
 In our view the intent of the original SA3 LS is on the collection of location information contained within RLF/CEF reports as per QC comment.

	Samsung
	Currently the MDT consent is used for UE selection. Based on existing description, there is no description that it can used to control RLF/CEF reporting.

	CMCC
	Same view as Nokia and Ericsson, the RAN will not be able to send any MDT information (including RLF/CEF reports) to external entity (i.e. the TCE) if the UE is not selected for MDT. So we think the requirement from SA3 has been fulfilled.

	ZTE
	We are also not sure if option 1 meets SA3 requirements,because currently the MDT consent is used for UE selection.


Summary of Q1:
Overview of the replies: Positive: 3 companies; Not sure: 3 companies; Negative: 4 companies
Comment from the moderator: The option is not agreeable as such. Some companies believe it would need confirmation by SA3.
Q2: Please provide your view on option 2.
	Company
	Comment

	Nokia
	We believe 4573 raises a good point. The principle of the current 3GPP standards on user consent was designed around Rel-10(?), so more than 10 years ago, and it would be beneficial to request a reassessment from SA3 introducing better means for e.g. regional adaptation of user consent requirements in the 3GPP specification. 

	Huawei
	Option 1 and option 2 seems contradicting with each other. 
If as Nokia justified above, option 1 has already match the SA3 requirement on user consent for UE location well, then it seems option 2 is not needed. Because no any issue observed in legacy approach. 
To be honest, we acknowledge that the legacy user consent mechanism for MDT is not flexible. Considering that rel-17 MDT is frozen, we cannot look for a new framework to replace the existing one. Any new mechanisms should be for rel-18.
Fixing the issue in rel-17 MDT by a minimum solution seems the most feasible way. 

	Ericsson
	We support Option 2, which reuses the current user consent mechanism and that leaves it up to the operator to configure whether current user consent needs to also cover location information in RLF and CEF reports. 
We believe that Option 2 is the option with the smallest impact on Rel17. All option 2 requires is that the operator configures a flag in the RAN stating whether current user consent covers location info in RLF and CEF reports. This configuration is likely done only once because it depends on local regulation, which can be considered static. This approach also paves the way for the future, where it would be appropriate if the information subject to user consent could be configurable. 
Note that SA3 has already suggested to RAN3 to follow a solution for user consent based on configuration for Re17. This has been stated in the LS R3-224220, where SA3 states the following:
“SA3 will study potential solutions for User Consent for the NTN use case in Rel-18. For Rel-17 SA3 would like to remind RAN2 that whether user consent is required would depend on local regulations. For Rel-17, in regions where user consent is required for NTN, SA3 recommends that the user consent requirement be met via provisional means, e.g. per gNB/NTN-GW configuration (consent granted for all UEs subscribing for NTN) based on the service-level agreement between the operator and its NTN subscribers.”

The above text is in the context of NTN, but the principles exposed by SA3 are valid for any feature. 
Hence, in SA3´s opinion, a solution based on configuration of the information subject to user consent is in scope of Rel17.  

	Apple
	We don’t understand this option. What exactly is meant by “operators´ configurations of user consent information”? 

	Deutsche Telekom
	It is true that current MDT framework is not flexible with respect to configuration of details for user consent. But for us as operator, it is questionable if SA3 is the relevant WG to provide clarifications on that. SA3 is defining the security and privacy issues to be considered by 3GPP specifications, but do we have at the moment requirements on having configurable information subject to user consent? Therefore, from our perspective, we should also involve SA1 in a LS to get their feedback if such configurability for user consent is required. 
Companies in RAN3 are also reminded that in the original LS from SA3 RAN3 was in Cc only. The same is also true for the LS mentioned by Ericsson above. Both were directed to RAN2, i.e., RAN3 should get guidance from RAN2, if required.  

	Qualcomm
	We also don’t understand this option.
Even if the operator configures a static (one-time) flag to the RAN mentioning whether current (MDT) user consent covers location info in RLF and CEF reports (based on local legal restrictions), how can this cover the case that only some UEs provide user consent? This would mean either none of the UEs location information will sent to TCE (even those who have user consent) or all of the UEs location information will be sent to TCE (even those who have not provided user consent).
Or is this flag sent for every UE? Also what happens upon user consent change – is the flag updated?

	BT
	In our view this could be a future study item in SA3 R18? Where it could be determine if global regulations necessitates further granularity of which reports are subject to user consent.

	Samsung
	My understanding is in option 2, OAM can set a flag whether the MDT consent is used for RLF/CEF as well. Then that means MDT consent can be used for RLF/CEF reporting. It seems option 2 is an on-top solution. 

	Ericsson2
	In reply to the comments above, in option 2 the following happens:
1) Operator determines whether location information in RLF and CEF reports is subject to user consent.
2) If yes, operator sets an OAM flag that states that user consent applies to location information contained in RLF and CEF report
3) For every UE, legacy user consent is received by the RAN. If the OAM flag has been set, the RAN deduces that user consent applies also to location information contained in RLF and CEF report, hence 
a. if the user gave positive consent, location information contained in RLF and CEF report is reported to the TCE
b. if the user gave negative consent, location information contained in RLF and CEF report is not reported to the TCE
Reply to Qualcomm, as it can be seen, there is no need to update on a per UE basis. The OAM configuration addresses the case for all UEs.
Reply to DT “but do we have at the moment requirements on having configurable information subject to user consent?”
Information subject to user consent vary, depending on the law and regulation. SA3 cannot define a single set of information that is subject to user consent because such single set does not exist around the globe. This is why SA3 keeps on repeating that user consent depends on local regulations. Therefore the only option to flexibly adapt to local regulations is to make the information subject to user consent configurable. This is stated also in the LS from SA3 in R3-224220.

	Qualcomm2
	Thanks E/// for the explanation. @Ericsson: I understand from your text that this OAM flag simply provides flexibility to operators whether the user consent applies for location information in RLF and CEF report. Understand SA3 LS, but I don’t know if there is any local regulation which says location information can be retrieved even if there is no user consent; seems not a practical thing at least.
Even if we agree on this OAM flag, we should still explicitly call out in stage-2 or stage-3 that MDT user consent applies to location information in RLF/CEF reports if the flag is set. Agree?
Also, this OAM flag should be mandatory. In case the flag is absent (by error), gNB should assume there is no user consent and should not request location information from UE and should not forward location information to TCE. All of this should be mentioned in specs.
Another thing is we are missing the fact the location information in RLF/CEF report over Uu will still be reported if network doesn’t do the right thing. Network should not request location information via OtherConfig for RLF/CEF reports if user consent is not available.

	CMCC
	If companies still think option 1 does not satisfy the requirement, option 2 raise a good point to consider. The original LS also indicates operator has a flexibility according to the local regulation.

	ZTE
	Prefer this option, by OAM implementation.


Summary of Q2:
Overview of the replies: After further clarifications, a strong majority seems to support some variant of this proposal. Within this group of companies, some companies believe the option could not apply from Rel-17 but could e.g. be studied by SA3 in Rel-18, and it is also commented that SA1 should be involved. Different views are expressed on the interface applicable (Uu or reporting from RAN to TCE).

Q3: Please provide your view on option 3.
	Company
	Comment

	Nokia
	As per our view expressed under Q1, we don’t believe that RAN3 should proceed with specification changes along the lines suggested by this option.

	Huawei
	See comments above. If RAN3 concludes that no issue exists, it seems no need LS to SA3 for further evaluation on any new user consent mechanism.

	Ericsson
	We would like to point out that the original LS from SA3 stats the following:
“SA3 understands that regulations for collection of location information could vary around the globe. In some regulations, user consent may not be required on the basis of other legal grounds. In other regulations, user consent may be required regardless.
Therefore, SA3 opines that RAN2, RAN3, and SA5 do not need to make user consent mandatory for RLF/CEF cases but should provide a possibility so that the operator has an option to collect and handle user consent. SA3 also believes it is not required to update previous releases (R15 and prior).”
Therefore, SA3 suggests that an operator should have the “Option” to collect location information from RLF and CEF reports. 
Option 3 comprises of two solutions:
Option 3, Solution 1: extend current user consent to include location information for RLF and CEF reports. This solution does not give the operator the option to collect or not collect the location information in the RLF and CEF reports. This solution forces the operator to make all the information collected via MDT, including location information in RLF and CEF reports, subject to user consent. Namely, if user consent is not granted, nothing can be collected, and if it is granted, everything can be collected.  This is an “all or nothing” type of option, which is clearly over restrictive and not feasible.
Option 3, Solution 2: define a new user consent PLMN List for location information in RLF and CEF reports. This option provides the option to make only location information in RLF and CEF reports subject to user consent, but it is not scalable. If we follow this approach, we would have to define a new user consent PLMN List for every new sensitive piece of information. This is also not feasible.


	Apple
	This is obviously acceptable to us, but it seems there are still objections. Considering the situation, we see no other way but to simply let SA3 know that there is no consensus in RAN3 on this issue.

	Deutsche Telekom
	We don’t see that as an appropriate solution without further clarification with SA3 and as stated above with also SA1.

	Qualcomm
	As E/// mentioned, we should provide an option to enable user consent for location information. Otherwise SA3 requirements are simply not met!

We are OK with both solutions in Option 3:

· Option 3, Solution 1: extend current user consent to include location information for RLF and CEF reports

· Option 3, Solution 2: define a new user consent PLMN List for location information in RLF and CEF reports

@E///: If solution 1 is deemed restrictive, solution 2 can the best way forward. Just saying it won’t be scalable for future sensitive information is not satisfying SA3 requirements. Considering Option 2 is not clear, we should definitely consider either the lesser invasive Solution 1 or new user consent in the form of Solution 2.

	BT
	Our preferred solution is option 3 Solution 1 (including CEF/RLF into the existing MDT user consent framework), we acknowledge Ericsson’s point this would be an “all or nothing” type option in line with the existing MDT consent framework. If further granularity of the reports which are subject to consent is required this could be studied in SA3 under a new future framework.
We do not support Option 3, Solution 2.

	Samsung
	We are ok to solution 1. Not OK for solution 2.

	CMCC
	See comments above, we don’t think specification changes are needed. The LS is also not needed

	ZTE
	Not prefer, this solution actually extend the scope of MDT user consent. 


Summary of Q3:
Overview of the replies: Positive: 5 companies; Not sure: 0 companies; Negative: 5 companies
Comment from the moderator: The option is not agreeable as such.

Q4: Could some combination of the options above constitute a good way forward:
	Company
	Comment

	Nokia
	We see a benefit to reply to SA3 by combining option 1 and option 2.

	Huawei
	We don’t see any combination better than option 3 only.

	Ericsson
	We agree that Option 1 and Option 2 could be combined in a reply to SA3. 

	Deutsche Telekom
	We would be fine combining Option 1 and 2 in a LS to SA3 and also involving SA1 to clarify that issue from a requirement’s perspective.

	Qualcomm
	It is not clear what more do we want to ask SA3. There is a requirement, we either support it or not. Option 1 is providing misinformation that the current MDT mechanism suffices and Option 2 is not clear.

	BT
	Companies have different views if the network should retrieve the location information contained in RLF/CEF reports from the UE without consent, this point should be clarified with SA3 if no consensus can be reached.

	Samsung
	I tend to agree with Qualcomm. It is requirement, either we specify it or not. Seems no further SA3 work.

	CMCC
	Option 1, and may be option 1+option 2

	ZTE
	Would be fine to combine option 1 + option 2.


Summary of Q4:
Overview of the replies: 1+2: 4 or 5 companies; Not sure (ask SA3): 1 company; Option 3 alone: 3 companies

4.2 RAN3 specification impacts (if any)
The specification updates proposed in [4400] are either based on the introduction of a new IE (NGAP/XnAP) for user consent to location information sharing on the Uu interface, or clarification (in NGAP/XnAP) that the existing user consent information also applies for acquiring UE location information in RLF, connection failure and SCG failure reporting. The latter approach is also followed in [4679], with CRs proposed for NGAP/XnAP/S1AP/X2AP.
Q5: In case RAN3 decides to agree to update their specification, please provide your preference between:
· Option A: CRs introducing a new IE for user consent to location information sharing
· Option B: CRs repurposing the existing MDT user consent IE
	Company
	Comment

	Nokia
	As commented above (see our comment to Q1), current specification already satisfies SA3’s requirements on user privacy and the proposed changes (option A, B) would not avoid relatively detailed UE location information to be present in the RAN. So none of the changes are beneficial. Also, we believe that the intention of the CRs is to limit location information sharing on the Uu interface. If so, we believe that NGAP/XnAP/S1AP/X2AP are not the most suitable specifications, but stage 2 should be used. If RAN3 still concludes to go for stage 3 changes, enhanced clarity could be achieved by a stage 2 CR (if needed) and addition of stage 3 procedural text like “use the information as specified in TS 37.320” .

	Huawei
	[moderator: this comment was empty, however, HW supports option B in their paper 4679]

	Ericsson
	We do not believe that stage 3 changes are appropriate to address the case of user consent.

	Apple
	We prefer option A.

	Qualcomm
	Option A would be our preference to decouple from MDT user consent. But we are OK with Option B as well.

	BT
	Option B, would be the preferred solution if RAN3 decides to go ahead with changes. We do not support option A, it would be undesirable to add a new user consent specifically for RLF/CEF.

	Samsung
	Option B.



Summary of Q5:
Overview of the replies: Option A: 2 companies; Option B: 4 companies; Neither option: 2 companies

[4679] contains the following additional proposals:
· Proposal 5 [4679]: RAN3 to discuss and decide whether to consider the SCG failure report case as well.
· Proposal 6 [4679]:  The NG-RAN node should remove the UE location information if included in the CEF report and the user consent is not received from AMF for the UE before forwarding it to OAM.
Q6: Please provide your view on proposals 5 and 6 in [4679].
	Company
	Comment

	Nokia
	P5: We don’t see any reason to handle SCGFailureInformation or SCGFailureInformationEUTRA messages differently from other UE reports.
P6: We’re not sure to identify the scenario addressed by the proponents, because from other observations it seems clear that the UE without user consent is not eligible for MDT. The RAN needs a TCE address in order to forward the CEF report, so if the TCE address is not provided for MDT, does this proposal relate to Uu tracing? If the proposal is meant for Trace, we believe it is out of scope of the user consent discussion. 

	Huawei
	OK to not consider the SCG failure case. 
The scenario is if the user consent for MDT is available for a UE, and RAN receives RLF/CEF reports from the UE containing UE location. 
As per the spec, RAN should forward those CEF/RLF reports to TCE as well, as they are part of MDT data. However, what should the RAN node do with the UE location in the CEF and RLF reports?

	Ericsson
	The discussion triggered by SA3 concerns RLF and CEF reports and it should not be extended to other reports such as SCG failure reports.
We do not see the problem associated with Proposal 6. Proposal 6 seems to state that the simple reception of location information in RLF and CEF reports, where these reports are used only internally to the RAN, constitutes an issue. In our view this is not the case because the reports and all information within it are used internally to the RAN, where the identity of a user cannot be derived. If this case was a problem, then all cases of UE measurement reporting that could lead to derive the UE location would be a problem, e.g. collection of timing advance, collection of neigh bour cell measurements, etc.

	Qualcomm
	P5: We are fine to apply same User Consent principle for location reports for SCGFailureInformation as well if this can also be sent to TCE.
P6: We believe this is talking about sending LocationInformation from NG-RAN to TCE. If there is no user consent, NG-RAN should not forward this location information to TCE.
Regarding E///’s comment, RLF/CEF reports are NOT meant only for RAN internal consumption whereas the main optimization happens in TCE to which the reports are forwarded. In contrast, other UE measurements such as TA are RAN internal consumption and not part of SON/MDT.

	Samsung
	Fine not to consider the SCG failure case.
P6 is related to above questions. 

	CMCC
	We don’t think the two proposals needs to be considered.

	ZTE
	SCG failure case is irrelevant with RLF/CEF user case and not not to be considered.
P6 should based on outcome of previous approaches. 



Summary of Q6:
Moderator's comment: These aspects may be considered later.
5	Conclusion, Recommendations [if needed]
If needed
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