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Introduction
In the SID of network-controlled repeater [1], the following objective is identified to be studied in RAN2:
	Study the following aspects of network-controlled repeater management
· Identification and authorization of network-controlled repeaters [RAN2, RAN3]
NOTE2: Coordination with SA3 may be needed.


In this contribution, we mainly discuss several options of providing identification and authorization to network-controlled repeaters. 
Discussion
As captured in TR 38.867 [2], the network-controlled repeater (NCR) is modelled as in Figure 1, which includes the NCR-MT and NCR-Fwd, where NCR-MT is defined as a functional entity to communicate with a gNB via Control link (C-link) to enable the information exchanges (e.g. side control information at least for the control of NCR-Fwd) and NCR-Fwd is defined as a functional entity to perform the amplify-and-forwarding of UL/DL RF signals between a gNB and a UE via backhaul link and access link. 
[image: ]
Figure 1. Conceptual model of Network-controlled repeater
Since backhaul link and access link over NCR-Fwd is simply for forwarding of RF signals with the UE, where the signalings are transparent to the NCR, the identification and authorization to NCR should be transmitted/configured over the control link. Therefore, besides side control information for the collocated NCR-Fwd, the control link should also carry information about identification and authorization of NCR.
Observation 1: The identification and authorization of NCR is configured to NCR-MT over control link. 
In the following sections, we analyse which network entity is responsible for providing identification and authorization of NCR and how network can provide identification and authorization of NCR.
· [bookmark: _Hlk107332506]Option 1: Identification and authorization of NCR provided by OAM without RAN3 specification impacts
· Option 2: Identification and authorization of NCR provided by CN
· Option 3: Authorization via gNB, Identification via OAM
Identification and authorization of NCR
As defined in [3], authorization is defined as providing granting of rights, which includes the granting of access based on access rights. While for identification, it allows a user capable of being known to an observer [4]. For NCR, the network should be able to identify each NCR device and provide to the corresponding device with the permission to access the network as NCR, where NCR provides functionalities defined in [2]. Since NCR’s functionalities are unique from other devices, e.g. integrated access and backhaul node (IAB-node), gNB or UE device, NCR needs to be provided with a unique authorization by the network. 
Proposal 1: NCR-MT is provided with an authorization by the network to operate as a network-controlled repeater.
Moreover, the network should also know the corresponding device is an NCR device, so that the network can send side control information for the control of NCR-Fwd to the authorized NCR devices. As discussed in RAN1 #109e meeting, side control information is provided via L1/L2 signaling by gNB. Therefore, both identification and authorization information of NCR should also be known by gNB, so that gNB can differentiate between NCR and normal UE to provide side control information.
Proposal 2: Identification and authorization status of NCR is known by gNB to provide side control information.
In the following discussion, three possible solutions are proposed to provide identification and authorization of NCR.
Option 1: Identification and authorization via OAM
As mentioned in [1], the main usage of having NCR is to offer blanket coverage on top of existing network deployment in a more economical way. The coverage hole of existing network deployment can be known by the network before deploying NCR into the field. Therefore, operators can manage NCR deployment, identification/authorization, as well as NCR’s configuration via OAM. The OAM configuration can be provided by many means via network implementation, for example, via direct OAM interface towards NCR or using an IP link which is established by plugging into NCR initially to the network.
When OAM first authorizes an NCR device as network-controlled repeater during its initial deployment, OAM can also provide a unique identification/signature to the corresponding NCR. The NCR can join the network with configured identification and authorization by implementation specific mechanisms without specification impact. 
By using OAM for NCR’s identification and authorization, there’s no specification impact and all procedures can be managed by operators offline before NCR is deployed.
Observation 2: OAM to provide identification and authorization of NCR by implementation is a candidate option for NCR management without any RAN3 specification impact.  
Option 2: Identification and authorization via CN
In Rel-16, IAB was introduced as a new type of network node to enhance network coverage via the wireless backhaul. As specified in TS 38.413 [5] and TS 38.331 [6], an IAB-MT first sends iab-NodeIndication IE using RRC SETUP COMPLETE message to the NG-RAN node, indicating it’s an IAB-node requesting network access. The NG-RAN node then sends the INITIAL UE MESSAGE message which contains the IAB Node Indication IE to the core network. By receiving such indication, the core network is able to authorize the corresponding device as IAB-node and include “IAB-Authorized” IE in the INTIAL CONTEXT SETUP REQUEST message to the NG-RAN node.
Observation 3: In Rel-16 IAB, core network provides identification and authorization of IAB-node via receiving iab-nodeIndication from the IAB-MT and providing authorization via “IAB-Authorized” during IAB-MT’s initial context setup.
For NCR, we may consider the similar approach as IAB, where core network provides authorization to an NCR-MT. The NCR-MT first sends an NCR node indication to the network during initial access, while core network authorizes the NCR by providing a specific NCR authorization and request to setup its context in NG-RAN. 
Observation 4: An NCR device can be authorized by CN by receiving an NCR node indication from the NCR-MT in RRCSetupComplete and providing a specific NCR authorization to the NCR-MT.  
Option 3: Authorization via gNB, Identification via OAM
As discussed earlier, NCR is responsible to amplify-and-forward gNB’s signaling to the UEs based on the received side control information from gNB. The authorisation procedure can be made to be only visible to gNB, without touching core network. With this, it is also possible for the gNB to provide authorization of the NCR-MT that allows the NCR-MT to receive side control information from the network (i.e. gNB). 
For this case, OAM first pre-configures the NCR with an NCR node identification. The gNB should be also provided with a list of NCR’s identifications in advance. An NCR-MT can send the pre-configured NCR node indication to gNB during initial access. By comparing NCR identification, gNB can then acknowledge the authorization of NCR and start to communicate with the NCR.


Figure 2. Example of an initial access required for NCR-MT based on gNB authorization, OAM identification

Observation 5: gNB can provide authorization of NCR by receiving a list of NCR’s identification in advance from OAM.
From functionality point of view, NCR-MT does not need to support additional functionality which needs the support from core network. For Option 2 and Option 3, the core network can treat NCR-MT as the normal UE and provide NCR-MT with communication towards the network. Therefore, from CN point of view, NCR-MT can be provided with the authorization as the normal UE.
Observation 6: For Option 1/3, CN can provide authorization of NCR as a normal UE.
In summary, we compared the advantage and disadvantage of above approaches in below table:
	
	(Option 1) Authorization and identification by OAM by implementation;
CN treats NCR-MT as normal UE
	(Option 2) Authorization and identification by CN as NCR device

	(Option 3) Authorization by gNB, identification by OAM;
CN treats NCR-MT as normal UE

	Advantage
	Simplest approach, no impact to specification;
Transparent to CN and AS.
	Flexible authorization with standardized specification support
Similar to what was done for IAB
	Flexible authorization with standardized specification support;
Transparent to CN.

	Disadvantage
	Less flexibility, need pre-configuration and authorization by operators before deployment
Less secure compared to other methods
An implementation specific solution without standardisation.
	Additional indication from NCR to network during initial access for authorization request.
Impact to CN: Core network need to be updated to provide authorization of NCR
	Additional indication from NCR to network during initial access for authorization request.
gNB and NCR-MT needs be provided with NCR identification for authorization before NCR-MT integration.



It is observed that authorization by OAM is the simplest approach to provide authorization and identification of NCR with less specification works but this approach provides least security. If standardization solution with improved security needs to be supported, to avoid core network update to support authorization of NCR, CN can always treat NCR-MT as normal UE. Authorization by gNB or OAM can be considered as potential standardized solutions. 
Proposal 3: CN to consider NCR-MT as a normal UE, and NCR specific identification and authorisation do not impact CN.
Proposal 4: RAN3 to consider the following options as candidate solutions to provide authorization and identification of NCR:
· Authorization and identification by OAM by implementation
· Authorization by gNB, identification by OAM with additional configuration to gNB
Conclusion
In this contribution, we first discussed four different approaches to provide authorization and identification of NCR and compared the advantage/disadvantages. Based on the proposed approaches, we further analyzed the required protocol stack and initial access procedure for NCR-MT’s integration to the network. 
We have following observations and proposals:
Observation 1: The identification and authorization of NCR is configured to NCR-MT over control link. 
Proposal 1: NCR-MT is provided with an authorization by the network to operate as a network-controlled repeater.
Proposal 2: Identification and authorization status of NCR is known by gNB to provide side control information.
Observation 2: OAM to provide identification and authorization of NCR by implementation is a candidate option for NCR management without any RAN3 specification impact.  
Observation 3: In Rel-16 IAB, core network provides identification and authorization of IAB-node via receiving iab-nodeIndication from the IAB-MT and providing authorization via “IAB-Authorized” during IAB-MT’s initial context setup.
Observation 4: An NCR device can be authorized by CN by receiving an NCR node indication from the NCR-MT in RRCSetupComplete and providing a specific NCR authorization to the NCR-MT.  
Observation 5: gNB can provide authorization of NCR by receiving a list of NCR’s identification in advance from OAM.
Observation 6: For Option 1/3, CN can provide authorization of NCR as a normal UE.
Proposal 3: CN to consider NCR-MT as a normal UE, and NCR specific identification and authorisation do not impact CN.
Proposal 4: RAN3 to consider the following options as candidate solutions to provide authorization and identification of NCR:
· Authorization and identification by OAM by implementation
· Authorization by gNB, identification by OAM with additional configuration to gNB
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