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1. Introduction
During RAN3-116e a discussion was taken on user consent for trace, for which a SoD was produced in R3-223726. RAN3 was not able to converge on any conclusion or actions on this matter due to very different views amongst the contributing companies.
Later, during RAN-96, the topic was newly presented. The same scenario of no convergence dominated discussions. However, the conclusion from RAN-96 was that “RAN3 is encouraged to address this issue of user consent in the next RAN3 meeting”.
In this paper we give our analysis of why there is such a divergent view amongst companies and propose a way forward that enables to move in the direction suggested at RAN-96.
2. [bookmark: OLE_LINK1][bookmark: OLE_LINK2]Discussion
At the centre of the discussion is the LS from SA3 in R3-211464, which states the following:

“SA3 understands that regulations for collection of location information could vary around the globe. In some regulations, user consent may not be required on the basis of other legal grounds. In other regulations, user consent may be required regardless.
Therefore, SA3 opines that RAN2, RAN3, and SA5 do not need to make user consent mandatory for RLF/CEF cases but should provide a possibility so that the operator has an option to collect and handle user consent. SA3 also believes it is not required to update previous releases (R15 and prior).” 

The fundamental issue that in our opinion makes user consent very controversial is the following:

“SA3 understands that regulations for collection of location information could vary around the globe. In some regulations, user consent may not be required on the basis of other legal grounds. In other regulations, user consent may be required regardless.”

Namely, different countries have different laws and regulations stating what piece of information requires or not requires user consent. It is therefore impossible to determine a single rule describing what information requires user consent. 

Observation 1: Due to different laws and regulations around the world, it is impossible to identify a rule, valid for all countries, that determines which information us subject to user consent

On the contrary, the current standard tries to define such unique “fit for all” rule. Indeed, the user consent mechanism currently defined in the specifications applies to all the information that can be collected via MDT. This is visible in T32.422, where the following (and more) is described:

[bookmark: _Toc516654918][bookmark: _Toc28278109][bookmark: _Toc36134380][bookmark: _Toc44686865][bookmark: _Toc51928633][bookmark: _Toc51929202][bookmark: _Toc90649432]4.6.1	Signalling based MDT
In case of signalling based MDT getting user consent before activating the MDT functionality is required because of privacy and legal obligations. It is the Operator responsibility to collect user consent before initiating an MDT for a specific IMSI or IMEI number. 
Collecting the user consent shall be done via customer care process. The user consent information availability should be considered as part of the subscription data and as such this shall be provisioned to the HSS database.
[…]
[bookmark: _Toc516654919][bookmark: _Toc28278110][bookmark: _Toc36134381][bookmark: _Toc44686866][bookmark: _Toc51928634][bookmark: _Toc51929203][bookmark: _Toc90649433]4.6.2	Management based MDT
In case of management based MDT getting user consent is required before activating the MDT functionality because of privacy and legal obligations. The same user consent information can be used for management based MDT and for signalling based MDT (i.e. there is no need to differentiate the user consent per MDT type).
Collecting the user consent shall be done via customer care process. The user consent information availability shall be considered as part of the subscription data and as such this shall be provisioned to the HSS database. 
[…]

The approach followed so far on user consent simply does not match the status quo of laws and regulations around the globe. The specifications above let believe that “privacy and legal obligations” affect all MDT collected information in ALL countries, but that is simply not true. 
Some countries may have regulations in place for which only detailed user location information is subject to user consent, assuming that such information is not needed for legitimate interest.
Some other countries may be subject to stricter rules by which some but not all of the MDT trace information require user consent, assuming that such information is not needed for legitimate interest.

We would like to emphasise the “legitimate interest” aspect. Namely, according to regulations in many countries a piece of information is NOT subject to user consent when the operator needs it for “legitimate interest” grounds (see Legitimate interest in General Data Protection Regulation GDRP), for example the information is essential to fulfil a service level agreement (i.e. a contract) with the customer. 

It is therefore evident that mapping “user consent” with the WHOLE LIST of information contained in an MDT trace does not match with the various regulations and laws across the globe. This approach is unnecessarily restrictive and it makes the 3GPP-defined user consent unusable in many countries.

Observation 2: Mapping “user consent” with the WHOLE LIST of information contained in an MDT trace does not match to the various regulations and laws across the globe. This approach is unnecessarily restrictive and it makes the 3GPP-defined user consent unusable in many countries

The discussions on user consent for trace recently carried out in RAN3 and RAN are based on the wrong design highlighted above. Namely, some of the proposals pushed in these discussions imply adding more information to the already long list of information subject to user consent. In particular, the information to be added is location information for RLF and CEF reports.

Observation 3: Adding location information for RLF and CEF reports to the list of information subject to user consent exacerbate the already evident problem that the 3GPP solution for user consent is not able to cover cases where only a subset of MDT information is subject to user consent, depending on local laws and regulations.

To further guide us through this discussion let´s answer the following basic questions:

Is it the case that location information in RLF and CEF reports should always be subject to user consent? 

The answer is “no”, as explained by SA3, that says that “In some regulations, user consent may not be required on the basis of other legal grounds.”

Is it the case that the whole set of information collected in an MDT trace should be subject to user consent? 

The answer is still “no”, again because in some regulations, user consent may not be required on the basis of other legal grounds.

In our opinion, the issues highlighted above make it very difficult to converge on any enhancements/additions to the user consent mechanism in place. 

Conclusion 1: The current user consent mechanism and the enhancements proposed in recent RAN3 and RAN meetings are unnecessarily restrictive because they do not allow flexible selection of information that should be subject to user consent, which depends on local laws and regulations.


3. Proposed Way Forward
It is our firm intention to give to the operator the tools to comply with local laws and regulations on privacy. 
However, such tools cannot be the ones currently defined in 3GPP nor recently proposed in RAN3.
As an example, in a country where the regulations state that detailed location information collection shall be subject to user consent (if not needed onlegitimate interest grounds), the current 3GPP design imposes that in absence of user consent an operator shall not limit itself to block collection of location information but it shall not collect ANY of the MDT trace information, which is obviously damaging because it restricts the information a network can use to optimise its processes, even beyond the law and regulations in place. 
Observation 4: An operator shall have the tools to map user consent to the exact set of information the law and regulations define as sensitive

Consequently, the way forward we propose is to make user consent information configurable by the operator. Namely, the operator shall be able to configure the MDT information that are subject to user consent. If user consent for a given user is not received, the configured information cannot be collected. This concept extends also to location information contained in the RLF and CEF reports, namely this information would also be configurable by the operator and subject to user consent, if required.
Observation 5: In order to provide tools to operators that enable selection of the information subject to user consent in accordance to local laws and regulations, an operator shall be able to configure which information are subject to user consent, i.e. which information shall not be collected if user consent is not received

In order to achieve the above, it is proposed to send an LS to SA3 explaining the issues identified above and asking whether it is feasible and beneficial to agree to a user consent mechanism based on operators´ configurations of user consent information.

Proposal: It is proposed to send a reply LS to SA3 and to ask SA3 whether it is feasible and beneficial to agree to a user consent mechanism based on operators´ configurations of user consent information
4. Conclusion
In this paper a number of issues where highlighted concerning the current solution on MDT user consent and the enhancements discussed during RAN3-116 and RAN-96.
The following Observations, conclusions and proposals were captured:
Observation 1: Due to different laws and regulations around the world, it is impossible to identify a rule, valid for all countries, that determines which information is subject to user consent

Observation 2: Mapping “user consent” with the WHOLE LIST of information contained in an MDT trace does not match to the various regulations and laws across the globe. This approach is unnecessarily restrictive and it makes the 3GPP-defined user consent unusable in many countries

Observation 3: Adding location information for RLF and CEF reports to the list of information subject to user consent exacerbate the already evident problem that the 3GPP solution for user consent is not able to cover cases where only a subset of MDT information is subject to user consent, depending on local laws and regulations.

Conclusion 1: The current user consent mechanism and the enhancements proposed in recent RAN3 and RAN meetings are unnecessarily restrictive because they do not allow for a flexible selection of the information that should be subject to user consent, which depends on local laws and regulations.

Observation 4: An operator shall have the tools to map user consent to the exact set of information the law and regulations define as sensitive

Observation 5: In order to provide tools to operators that enable selection of the information subject to user consent in accordance to local laws and regulations, an operator shall be able to configure which information are subject to user consent, i.e. which information shall not be collected if user consent is not received

Proposal: It is proposed to send a reply LS to SA3 and to ask SA3 whether it is feasible and beneficial to agree to a user consent mechanism based on operators´ configurations of user consent information

A draft LS to SA3 reflecting the above proposal is available in the Annex.

4. Annex: Reply LS on the user consent for trace reporting 
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1. Overall Description:
RAN3 thanks SA3 for their LS on user consent, in which SA3 clarified that regulations on whether location information is subject to user consent could vary around the globe.

RAN3 has discussed that regulations around the globe could also vary with respect to user consent for MDT measurements. 

RAN3 would like to ask SA3 whether 
a) user consent shall always apply to all MDT measurements, including location information in RLF and CEF reports, or 
b) whether there are jurisdictions where user consent applies only to a sub-set of MDT measurements including location information in RLF and CEF reports. 

If  b) is the right option, RAN3 would like to ask SA3 whether it is feasible and beneficial to agree to a user consent mechanism where an operator can configure which information is subject to user consent, depending on the law and regulations in place.






2. Actions:
To SA3
ACTION: 	RAN3 asks SA3 to take the above into account and to provide their views on the questions above.

3. Date of Next TSG-RAN3 Meetings:
See RAN3 Meeting Calendar
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