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[bookmark: _Toc20955493][bookmark: _Toc29460919][bookmark: _Toc29505651][bookmark: _Toc36556176][bookmark: _Toc45881615][bookmark: _Toc51852249][bookmark: _Toc56620200][bookmark: _Toc64447840][bookmark: _Toc74152615][bookmark: _Toc88656040][bookmark: _Toc88657099]8.3.1	Bearer Context Setup
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The purpose of the Bearer Context Setup procedure is to allow the gNB-CU-CP to establish a bearer context in the gNB-CU-UP. The procedure uses UE-associated signalling.
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Figure 8.3.1.2-1: Bearer Context Setup procedure: Successful Operation.
The gNB-CU-CP initiates the procedure by sending the BEARER CONTEXT SETUP REQUEST message to the gNB-CU-UP. If the gNB-CU-UP succeeds to establish the requested resources, it replies to the gNB-CU-CP with the BEARER CONTEXT SETUP RESPONSE message.
*********************
Skip the unchanged
*********************
For each PDU session for which the Security Indication IE is included in the PDU Session Resource To Setup List IE of the BEARER CONTEXT SETUP REQUEST message: 
-	if the Integrity Protection Indication IE is set to "not needed", then the gNB-CU-UP shall not perform user plane integrity protection for the concerned PDU session; 
-	if the Confidentiality Protection Indication IE is set to "not needed", then the gNB-CU-UP shall not perform user plane ciphering for the concerned PDU session.
For E-UTRAN:
 -	For each DRB for which the Security Indication IE is included in the DRB To Setup List IE of the BEARER CONTEXT SETUP REQUEST message, and the Integrity Protection Indication IE is set to "preferred", then the eNBgNB-CU-UP shallshould, if supported, perform user plane integrity protection for the concerned DRB and notify whether it performed the user plane integrity protection by including the Security ResultIntegrity Protection Result IE,  in the DRB Setup List  E-UTRAN IE of the BEARER CONTEXT SETUP RESPONSE message.
-	For each DRB for which the Security Indication IE is included in the DRB To Setup List IE of the BEARER CONTEXT SETUP REQUEST message, and the Integrity Protection Indication IE is set to "required", then the gNB-CU-UP shall, if supported, perform user plane integrity protection for the concerned DRB. If the gNB-CU-UP cannot perform the user plane integrity protection, it shall reject the setup of the DRB with an appropriate cause value.
-	For each DRB for which the Security Indication IE is included in the DRB To Setup List IE of the BEARER CONTEXT SETUP REQUEST message, and the Integrity Protection Indication IE is set to "not needed", then the gNB-CU-UP shall not perform user plane integrity protection for the concerned DRB.


*********************
Skip the unchanged
*********************
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The purpose of the Bearer Context Modification procedure is to allow the gNB-CU-CP to modify a bearer context in the gNB-CU-UP. The procedure uses UE-associated signalling.
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Figure 8.3.2.2-1: Bearer Context Modification procedure: Successful Operation.
The gNB-CU-CP initiates the procedure by sending the BEARER CONTEXT MODIFICATION REQUEST message to the gNB-CU-UP. If the gNB-CU-UP succeeds to modify the bearer context, it replies to the gNB-CU-CP with the BEARER CONTEXT MODIFICATION RESPONSE message.
*********************
Skip the unchanged
*********************
For each PDU session for which the Security Indication IE is included in the PDU Session Resource To Setup List IE or the Security Indication Modify IE is included in the PDU Session Resource To Modify List IE of the BEARER CONTEXT MODIFICATION REQUEST message: 
-	if the Integrity Protection Indication IE is set to "not needed", then the gNB-CU-UP shall not perform user plane integrity protection for the concerned PDU session; 
-	if the Confidentiality Protection Indication IE is set to "not needed", then the gNB-CU-UP shall not perform user plane ciphering for the concerned PDU session.
[bookmark: _Hlk98352920]For E-UTRAN: 
-	For each DRB for which the Security Indication IE is included in the DRB To Setup List IE of the BEARER CONTEXT MODIFICATION REQUEST message, and the Integrity Protection Indication IE is set to "preferred", then the gNB-CUeNB-UP shallould, if supported, perform user plane integrity protection for the concerned DRB and notify whether it performed the user plane integrity protection by including the Integrity ProtectionSecurity Result IE in the DRB Setup Modification List E-UTRAN List IE of the BEARER CONTEXT MODIFICATION RESPONSE message.
-	For each DRB for which the Security Indication IE is included in the DRB To Setup List IE of the BEARER CONTEXT MODIFICATION REQUEST message, and the Integrity Protection Indication IE is set to "required", then the gNB-CU-UP shall, if supported, perform user plane integrity protection for the concerned DRB. If the gNB-CU-UP cannot perform the user plane integrity protection, it shall reject the setup of the DRB with an appropriate cause value. 
-	For each DRB for which the Security Indication IE is included in the DRB To Setup List IE of the BEARER CONTEXT MODIFICATION REQUEST message and the Integrity Protection Indication IE is set to "not needed", then the gNB-CU-UP shall not perform user plane integrity protection for the concerned DRB. 
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