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Introduction
The short Rel-17 WI for User Plane Integrity Protection (UPIP) for EN-DC capable devices [1] has been completed thanks to the good works from the rapporteur, except one minor signalling from MeNB to SgNB regarding the UE's EPS-UPIP capability [2]. In this contribution, we discuss this issue and share our view.   
Discussion
To avoid several security attacks on 4G systems [3], SA3 agreed additional (but optional) requirement of UPIP (user plane integrity protection) over Uu interface (in addition to ciphering) for UEs connected to EPS and SA3 completed their works in 2021. RAN discussed the corresponding work at RAN plenary and agreed to support full data rate UPIP by NR PDCP, but only for EN-DC capable UEs in this release [4][5].
The RAN's work has been completed in 1Q 2022 (which is remarkable), except one minor leftover signalling from MeNB to SgNB regarding the UE's EPS-UPIP capability [2]. Two options were discussed:
·  Option 1: MeNB provides the complete UE Security Capabilities IE to the SgNB
·  Option 2: MeNB indicates the UE's EPS-UPIP capability by a dedicated new one bit IE to the SgNB
Observation 1: For Rel-17 EPS-UPIP work, two options have been discussed for signalling from MeNB to SgNB regarding the UE's EPS-UPIP capability. 
The pros and cons have been discussed during the last RAN3#115-e meeting [2], but after some studies and analysis, we came to a conclusion that Option 1 should be adopted and the reasons are as follows. 
For a UE who supports EPS-UPIP (essentially, EN-DC capable UE in Rel-17), Option 2 may not allow UPIP in SgNB when MeNB does not support the feature. MeNB who doesn't support the feature won't be able to understand the EIA7 bit (in the UE Security Capabilities IE received from MME) is for the UE's EPS-UPIP capability and thus may not be able to set the dedicated one bit IE toward the SgNB to indicate whether the UE supports EPS-UPIP or not.
Observation 2: For a UE who supports EPS-UPIP (essentially, EN-DC capable UE in Rel-17), Option 2 may not allow UPIP in SgNB when MeNB does not support the feature. MeNB who doesn't support the feature won't be able to understand the EIA7 bit (in the UE Security Capabilities IE received from MME) is for the UE's EPS-UPIP capability and thus may not be able to set the dedicated one bit IE toward the SgNB to indicate whether the UE supports EPS-UPIP or not.
We think that even if MeNB does not support EPS-UPIP, but if the SgNB (added for the UE) supports the feature, then UPIP shall be able to be supported from that SgNB. According to TS 33.401 [6], the UE Security Capabilities IE flows from MME to eNB over S1AP, during X2 HO, and S1 HO, for the case when the sender does not support the feature but the receiver supports it and UPIP needs to be activated at the receiver. In case of S1 HO, UE Security Capabilities IE sent to the target eNB via HO REQUEST from the target MME may not indicate EPS-UPIP if the source MME doesn't support the feature (from our understanding, the UE Security Capabilities IE is not directly forwarded from the source MME to the target MME as it is), but this doesn't harm the basic principle and mechanism described above to allow UPIP in the supporting receiver even if the sender does not support. Even if the receiver doesn't receive UPIP policy (i.e. Security Indication IE) for a E-RAB requested to be setup from the sender, as long as the receiver supports the feature and the UE Security Capabilities IE indicates the UE's support, TS 33.401 [6] specifies that the receiver shall use the locally configured UPIP policy (i.e. "preferred") for E-RABs of the UE.
[bookmark: _Hlk101793086]Following such TS 33.401 principle, even if MeNB doesn't support the feature (and thus doesn't indicate UE's EPS-UPIP support to the SgNB or doesn't provide Security Indication IE for E-RABs requested to be setup in the SgNB), UPIP shall be able to be supported by the supporting SgNB based on the UE's EPS-UPIP capability. 
Observation 3: According to TS 33.401, the UE Security Capabilities IE flows from MME to eNB over S1AP, during X2 HO, and S1 HO, for the case when the sender does not support the feature but the receiver supports it, and in such a case, TS 33.401 has specified that the supporting receiver shall use the locally configured UPIP policy (i.e. "preferred") for E-RABs of the UE.
Observation 4: Following TS 33.401, the same principle shall be applied for the supporting SgNB even when MeNB doesn't support the feature (and thus didn't indicate UE's EPS-UPIP capability or didn't provide Security Indication IE for E-RABs requested to be setup in the SgNB). Even when MeNB does not support the feature, UPIP shall be able to be supported by the supporting SgNB based on the UE's EPS-UPIP capability.
One may argue that Option 1 still allows it, if MeNB is made to just copy the EI7 position of the received UE Security Capabilities IE into the new IE sent to the SgNB. However, recently, SA3, independent of EPS-UPIP work, agreed to ensure that all of MME, eNB, AMF and ng-RAN node copy on the complete UE security capabilities from Rel-17 and onward [7]. This is to prevent NW not selecting what would be the preferred security algorithm if the full UE security capabilities were available at the eNB or ng-RAN node. Accordingly, in the last RAN3#115-e meeting, RAN3 agreed and reflected the corresponding Rel-17 changes onto S1AP, X2AP, NGAP, XnAP, 36.300, 38.300, 37.340 so that the UE's security capability information on all RAN interfaces is equivalent to that captured at NAS level, and informed the completion to SA3 [8]. 
Based on this SA3's new requirement from Rel-17 and onward, for our EPS-UPIP Rel-17 work, we believe it should be that MeNB provides the complete UE Security Capabilities IE to the SgNB as received from MME. 
Observation 5: One may argue that Option 1 still allows it by copy-paste, however, recently SA3, independent of EPS-UPIP work, agreed to ensure that all of MME, eNB, AMF and ng-RAN node copy on the complete UE security capabilities (from Rel-17 and onward), for which RAN3 reflected the corresponding changes onto S1/X2/NG/Xn/36.300/38/300/37.340. It would be better to follow this new SA3 requirement from Rel-17 and onward for our EPS-UPIP Rel-17 work. 
Based on the above observations, we propose to go with Option 1. 
Proposal 1: RAN3 to go with Option 1, i.e. MeNB provides the complete UE Security Capabilities IE to the SgNB.
In terms of stage-3 implementation of Option 1, we think it is better to follow what we have done for LTE-DC. In LTE-DC, during SeNB Addition, MeNB forwards the UE Security Capabilities IE to the SeNB when there is any SCG bearer to be setup (i.e. only when needed for SeNB), and during SeNB Modification, the IE is optionally included in the SENB MODIFICATION REQUEST message, so that MeNB can supply when SCG bearer is first established or provide the updated security capabilities to the SeNB. Similarly for EN-DC, we can make MeNB to forward the IE to the SgNB in a conditional way during SgNB Addition and optionally during SgNB Modification. 
Observation 6: In LTE-DC, forwarding of the UE Security Capabilities IE was done in the way that, during SeNB Addition, MeNB forwards it to the SeNB when there is any SCG bearer to be setup (i.e. only when needed for SeNB), and during SeNB Modification, it is optionally included in the SENB MODIFICATION REQUEST message (so that MeNB can supply when SCG bearer is first established or provide the updated security capabilities to the SeNB). 
Observation 7: Similarly, for EN-DC, for the same UE Security Capabilities IE forwarding to the SgNB, we can follow what we have done for LTE. 
Proposal 2: For stage-3 implementation of Option 1, RAN3 to follow what we have done for LTE-DC, i.e. MeNB forwards the UE Security Capabilities IE to the SgNB when there is any SN terminated bearer to be setup (i.e. only when needed for SgNB), and during SgNB Modification, the IE is optionally included in the SgNB MODIFICATION REQUEST message, so that MeNB can supply when SN terminated bearer is first established or provide the updated security capabilities to the SgNB.
And in case when MeNB supports the feature, Security Indication IE would be used for each E-RAB requested to be setup during SgNB Addition/Modification procedures. If the SgNB supports the feature as well, then such UPIP policy from MeNB shall prevail the locally configured UPIP policy in SgNB (as specified in TS 33.401 [6]). This should be reflected properly on our stage-3 behaviors for the forwarded UE Security Capabilities IE to the SgNB. 
Observation 8: In case MeNB supports the feature, Security Indication IE would be used for each E-RAB requested to be setup during SgNB Addition/Modification procedures. If the SgNB supports the feature as well, then such UPIP policy from MeNB shall prevail the locally configured policy in SgNB. 
Proposal 3: RAN3 to describe stage-3 behaviors for the forwarded UE Security Capabilities IE to the SgNB, considering the case when MeNB supports EPS-UPIP and Security Indication IE is used for each E-RAB requested to be setup, which shall prevail the locally configured UPIP policy in SgNB. 
Conclusion
In the present contribution we make the following observations:
Observation 1: For Rel-17 EPS-UPIP work, two options have been discussed for signalling from MeNB to SgNB regarding the UE's EPS-UPIP capability: 
·  Option 1: MeNB provides the complete UE Security Capabilities IE to the SgNB
·  Option 2: MeNB indicates the UE's EPS-UPIP capability by a dedicated new one bit IE to the SgNB
Observation 2: For a UE who supports EPS-UPIP (essentially, EN-DC capable UE in Rel-17), Option 2 may not allow UPIP in SgNB when MeNB does not support the feature. MeNB who doesn't support the feature won't be able to understand the EIA7 bit (in the UE Security Capabilities IE received from MME) is for the UE's EPS-UPIP capability and thus may not be able to set the dedicated one bit IE toward the SgNB to indicate whether the UE supports EPS-UPIP or not.
Observation 3: According to TS 33.401, the UE Security Capabilities IE flows from MME to eNB over S1AP, during X2 HO, and S1 HO, for the case when the sender does not support the feature but the receiver supports it, and in such a case, TS 33.401 has specified that the supporting receiver shall use the locally configured UPIP policy (i.e. "preferred") for E-RABs of the UE.
Observation 4: Following TS 33.401, the same principle shall be applied for the supporting SgNB even when MeNB doesn't support the feature (and thus didn't indicate UE's EPS-UPIP capability or didn't provide Security Indication IE for E-RABs requested to be setup in the SgNB). Even when MeNB does not support the feature, UPIP shall be able to be supported by the supporting SgNB based on the UE's EPS-UPIP capability.
Observation 5: One may argue that Option 1 still allows it by copy-paste, however, recently SA3, independent of EPS-UPIP work, agreed to ensure that all of MME, eNB, AMF and ng-RAN node copy on the complete UE security capabilities (from Rel-17 and onward), for which RAN3 reflected the corresponding changes onto S1/X2/NG/Xn/36.300/38/300/37.340. It would be better to follow this new SA3 requirement from Rel-17 and onward for our EPS-UPIP Rel-17 work. 
Observation 6: In LTE-DC, forwarding of the UE Security Capabilities IE was done in the way that, during SeNB Addition, MeNB forwards it to the SeNB when there is any SCG bearer to be setup (i.e. only when needed for SeNB), and during SeNB Modification, it is optionally included in the SENB MODIFICATION REQUEST message (so that MeNB can supply when SCG bearer is first established or provide the updated security capabilities to the SeNB). 
Observation 7: Similarly, for EN-DC, for the same UE Security Capabilities IE forwarding to the SgNB, we can follow what we have done for LTE. 
Observation 8: In case MeNB supports the feature, Security Indication IE would be used for each E-RAB requested to be setup during SgNB Addition/Modification procedures. If the SgNB supports the feature as well, then such UPIP policy from MeNB shall prevail the locally configured policy in SgNB. 
Based on the discussion in the present contribution and the observations above we propose: 
Proposal 1: RAN3 to go with Option 1, i.e. MeNB provides the complete UE Security Capabilities IE to the SgNB.
Proposal 2: For stage-3 implementation of Option 1, RAN3 to follow what we have done for LTE-DC, i.e. MeNB forwards the UE Security Capabilities IE to the SgNB when there is any SN terminated bearer to be setup (i.e. only when needed for SgNB), and during SgNB Modification, the IE is optionally included in the SgNB MODIFICATION REQUEST message, so that MeNB can supply when SN terminated bearer is first established or provide the updated security capabilities to the SgNB.
Proposal 3: RAN3 to describe stage-3 behaviors for the forwarded UE Security Capabilities IE to the SgNB, considering the case when MeNB supports EPS-UPIP and Security Indication IE is used for each E-RAB requested to be setup, which shall prevail the locally configured UPIP policy in SgNB. 
The proposed changes for X2AP are provided in [9].
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