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1. Introduction
Last RAN3-115-e meeting concluded the support of EPS user plane integrity protection for EN-DC capable UEs. This contribution intends to discuss the following two issues: 
· signalling the EPS user plane integrity protection capability for EN-DC
· user plane integrity protection node capability
2. Discussion
2.1 Signalling the EPS user plane integrity protection capability for EN-DC
While for the UE UPIP capability indication, this remains to be finalized, as observed by R3-222818. 
· Leave this issue to corrections in R17
 For EN-DC, the basic procedure to support the UPIP is given as follows as described. 

· In the SgNB addition request and modify request message, the MeNB includes the UPIP policy (either the one received from other network nodes, or the locally configured), and the indication that UE supports UPIP to the SgNB. 
· The SgNB shall activate the UPIP per DRB for the UE supporting UPIP capability. 

Also, as indicated in TS 33.401, 

· The SgNB Addition Request message shall additionally include UP integrity protection policy (either the one received from other network entities or the locally configured one if no UP integrity protection policy is received from other network entities) and an indication which indicates whether the UE can support UP integrity protection or not.
Hence to align with SA3 specification, an indication shall be added in the X2 SGNB ADDITION REQUEST and SGNB MODIFICATION REQUEST messages interface. Based on the previous discussion, there are two possible options. 
· Option 1: introduce the following (LTE) UE Security Capabilities IE, for EN-DC. 
· Option 2: introduce a dedicated UE UPIP indicator IE

For option1, this means the following IE (as defined in TS 36.423) needs to be used for ENDC. 
9.2.29
UE Security Capabilities

The UE Security Capabilities IE defines the supported algorithms for encryption and integrity protection in the UE. The eNBs store and send the complete bitmaps without modification or truncation as specified in TS 36.300 [15].

	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	 Encryption Algorithms
	M
	
	BIT STRING (16, ...)
	Each position in the bitmap represents an encryption algorithm:

"all bits equal to 0" - UE supports no other algorithm than EEA0

 "first bit" - 128-EEA1,

"second bit" - 128-EEA2,

"third bit" - 128-EEA3,

“fourth to seventh bit” correspond to bit 4 to bit 1 of octet 3 in the UE Security Capability IE defined in TS 24.301 [14],
other bits reserved for future use. Value ‘1’ indicates support and value "0" indicates no support of the algorithm.

Algorithms are defined in TS 33.401 [18].

	Integrity Protection Algorithms
	M
	
	BIT STRING (16, ...)
	 Each position in the bitmap represents an integrity protection algorithm:

all bits equal to 0" - UE supports no other algorithm than EIA0 (TS 33.401 [18]) "first bit" - 128-EIA1,

"second bit" - 128-EIA2,

"third bit" - 128-EIA3,

“fourth to seventh bit” correspond to bit 4 to bit 1 of octet 4 in the UE Security Capability IE defined in TS 24.301 [14],
other bits reserved for future use.

Value '1' indicates support and value "0" indicates no support of the algorithm.

Algorithms are defined in TS 33.401 [18].


But we see several issues as follows. 
· The (LTE) “UE Security Capabilities” currently is used only for LTE DC, but not the EN-DC (where the NR UE Security Capabilities is introduced). 

· If this (LTE) “UE Security Capabilities” is introduced over EN-DC, this is too heavy (including all LTE UE security algorithms) and may result at some confusions with the existing NR UE Security Capabilities IE. 

· And if any new capability is to be added by SA3 at later release, it should be added in the NR security capabilities. So, there is no any future-proof reason. 
· Further, in SA3, it already describes that the MeNB may perform the mapping from the LTE security capabilities to the NR security capabilities, and send to the SgNB. Then there is no need to send the LTE security capabilities again, to avoid any complication or even confusion for EN-DC. 
While option 2 is simple, and more aligned with SA3 specification. 
Proposal 1: For ENDC, over X2 interface, add a new indication that UE supports UPIP in the SGNB ADDITION REQUEST and SGNB MODIFICATION REQUEST message. 
2.2 UPIP node capability
At previous meeting, it was agreed the criticality of the Security Indication IE is set to “reject” over S1/X2 interface. This allows that: 

· the source eNB/old eNB/MeNB can be aware of the UPIP capability of the target eNB/new eNB/en-gNB. 
· the MME can be aware of the UPIP capability of the eNB as well. 
The key rational of the (“reject”) criticality is that when the receiving node does not support the UPIP capability, it can respond with the failed response or error indication carrying the criticality diagnostics (including the IE code of the Security Indication IE).

When further checking the details, the behaviour is specified for the Rel-17 specification and onwards, which was agreed in R3-222713 (updated part is highlighted). Typically, as quoted below it indicates that if the functionality is not supported, then the receiver shall act according to the criticality information. 
	10.3.1
General

An Abstract Syntax Error occurs when the receiving functional S1AP entity:

<Skip the irrelevant>
6.
receives IEs or IE groups for a functionality that is not supported.
Cases 1, 2 and 6 (not comprehended IE/IE group) are handled based on received Criticality information. Case 3 (missing IE/IE group) is handled based on Criticality information and Presence information for the missing IE/IE group specified in the version of the specification used by the receiver. Case 4 (IEs or IE groups in wrong order or with too many occurrences) and Case 5 (erroneously present conditional IEs or IE groups) result in rejecting the procedure.

If an Abstract Syntax Error occurs, the receiver shall read the remaining message and shall then for each detected Abstract Syntax Error that belong to cases 1-3 and 6 act according to the Criticality Information and Presence Information for the IE/IE group due to which Abstract Syntax Error occurred in accordance with subclauses 10.3.4 and 10.3.5. The handling of cases 4 and 5 is specified in subclause 10.3.6.
10.3.2
Criticality Information

<Skip the irrelevant>
The receiving node shall take different actions depending on the value of the Criticality Information. The three possible values of the Criticality Information for an IE/IE group are:

-
Reject IE.

-
Ignore IE and Notify Sender.

-
Ignore IE.
The comprehension of different IEs or IE groups within a standard version or between standard versions is not mandated. Any IE or IE group that is not supported shall be considered not comprehended, even if another IE or IE group for that EP from that standard version is comprehended, and action based on criticality shall be applied.
The comprehension of different EPs within a standard version or between different standard versions is not mandated. Any EP that is not supported shallbe considered not comprehended, even if another EP from that standard version is comprehended, and action based on criticality shall be applied.


However, for old release eNBs, the above rational is unfortunately not applicable. This means that for these old release eNBs, it can not act based on the criticality information, i.e. it shall not report the criticality diagnostics carrying the IE codes for those IEs not supported. Instead, these old release eNB may proceed the procedure, to setup the E-RABs with “required” security policy. 
Hence it requires to consider a solution to cope with the old-release eNBs. To explicitly indicate the eNB UPIP capability over interface management messages should be further considered. Typically, 
· over X2 interface, neighbour eNBs exchange their UPIP capabilities. Then the eNB not receiving the UPIP capability, consider the neighbour eNB will not support the UPIP, thus will not handover those E-RABs with “required” security policy. 

· Over S1 interface, the eNB reports its UPIP capability to the MME. Then MME will not setup those E-RABs with “required” security policy towards the eNB. 
We understand this may have a big change to the previous agreement, but it is worthwhile to reconsider it at this last Rel-17 WI meeting. 
Proposal 2: On the eNB’s UPIP capability, 

· neighbour eNBs exchange their UPIP capabilities, in the X2 interface management messages. 
· the eNB reports its UPIP capability to the MME, in the S1 interface management messages
3. Conclusion
Based on the discussion in this paper, we propose the following:
Proposal 1: For ENDC, over X2 interface, add a new indication that UE supports UPIP in the SGNB ADDITION REQUEST and SGNB MODIFICATION REQUEST message. 
Proposal 2: On the eNB’s UPIP capability, 

· neighbour eNBs exchange their UPIP capabilities, in the X2 interface management messages. 

· the eNB reports its UPIP capability to the MME, in the S1 interface management messages
The corresponding X2AP CR for the proposal 1 is provided in [2]. 
And the corresponding S1AP CR for the proposal 2 is provided in [3]. 
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