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Introduction
This is to discuss the corrections related to security policy update over E1:
	                                         Security Policy Update over E1

	R3-222325
	Remaining issues on UP Security Policy Updated (China Telecom, CATT)
	discussion

	R3-222326
	Security indication in the modification procedure over E1 interface (China Telecom,CATT)
	CR0689r, TS 38.463 v15.9.0, Rel-15, Cat. F

	R3-222327
	Security indication in the modification procedure over E1 interface (China Telecom,CATT)
	CR0690r, TS 38.463 v16.8.0, Rel-16, Cat. F

	R3-222348
	Correction on security policy update via E1AP Bearer Context Modification procedure (Intel Corporation)
	discussion

	R3-222349
	Correction on Security indication in the modification procedure over Rel-15 E1 interface (Intel Corporation)
	CR0691r, TS 38.463 v15.9.0, Rel-15, Cat. F

	R3-222350
	Correction on Security indication in the modification procedure over Rel-16 E1 interface (Intel Corporation)
	CR0692r, TS 38.463 v16.8.0, Rel-16, Cat. A

	CB: # 8_SecPolicy_E1
- Use a separate paragraph to describe the behavior of CU-UP when Security Indication Modify IE and corresponding DRBs release/add configurations received? CT, CATT
- Correct the "preferred" description by inserting 9.3.3.19 PDU Session Resource Modified List IE? Add an unsuccessful behavior? For cause value, re-use "UP integrity protection not possible" or "UP confidentiality protection not possible"? Intel
- Capture agreements if any, provide CRs if agreeable
(Intel - moderator)
Summary of offline disc R3-222397


For the Chairman’s Notes
The following tdocs are up for agreement: 

R3-221279 rev in R3-222843 agreed 
R3-221285 rev in R3-222844 agreed

Discussion (Round 3)
Given that companies are generally OK with capturing the CU-CP's sending requirement in Section 8.3.2.3, let's further check or improve the proposed text:
If the gNB-CU-UP receives a BEARER CONTEXT MODIFICATION REQUEST message containing the Security Indication Modify IE in the PDU Session Resource To Modify List IE for a PDU session that may result in the change of security status that has been applied but the DRBs that have been established for that PDU session are not requested to be released via the DRB To Remove List IEs as specified in TS 38.331 [10], then the gNB-CU-UP shall respond with a BEARER CONTEXT MODIFICATION FAILURE message and appropriate cause value.
Q6:  In terms of capturing the CU-CP's requirement in 8.3.2.3, can you accept the above text? (or suggest further improvement)
	Company
	Yes/No
	Comment

	CATT
	Yes
	

	Huawei
	Yes
	

	Nokia
	Yes
	

	China Telecom
	Yes
	

	Samsung
	Yes
	

	ZTE
	Yes
	

	Ericsson
	Yes
	

	Intel Corporation
	Yes
	


////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////
Summary
Congratulations to the above text. 
////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////

And regarding the point raised by Nokia:
In case the security indication is updated from none to preferred, you want to let the choice to CU UP.
I assume then that CU CP would include the drbs to add/release. But if CU UP decides to continue with none for whatever reason, wouldn’t it need to “fail the DRBs to eb released” in the PDU session modified back?   Which seems not allowed by current protocol? Please clarify/correct this case.
Yes, we need to take this into account. In case of change from “Required”/“none” to “preferred”, it is up to CU-UP to decide, and the policy status may or may not be changed. Given CU-CP is not aware of how CU-UP will decide for “preferred” at the time of sending BRR CTXT MOD REQ, the CU-CP has to request release/add of DRBs in advance (note that if CU-CP may simply want to release a DRB, then no corresponding setup would be requested for that DRB, as we already discussed). 
Then if CU-UP decides no change of the policy status, then CU-UP should not accept the modification request of DRBs (that were requested to be released via DRBs To Remove List and added via DRBs To Setup List at the same time), while replying the BRR CTXT MOD RESP including 9.3.3.19 PDU Session Resource Modified List (i.e without failing the whole procedure). 
Since this is about the CU-UP's behavior of receiving the BRR CTXT MOD REQ message, the moderator thinks we need to capture in Section 8.3.2.2 and suggests the following (red highlighted): 
For each PDU session for which the Security Indication IE is included in the PDU Session Resource To Setup List IE of the BEARER CONTEXT MODIFICATION REQUEST message, and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "preferred", then the gNB-CU-UP should, if supported, perform user plane integrity protection or ciphering, respectively, for the concerned PDU session and shall notify whether it performed the user plane integrity protection or ciphering by including the Integrity Protection Result IE or Confidentiality Protection Result IE, respectively, in the PDU Session Resource Setup List IE or the PDU Session Resource Modified List IE of the BEARER CONTEXT MODIFICATION RESPONSE message. In case the user plane integrity protection and ciphering status is not changed from what has been applied, the gNB-CU-UP shall fail the modification request for DRBs that were requested to be released via DRBs To Remove List IE and requested to be setup via DRBs To Setup List IE at the same time.
Q7:  In terms of capturing the CU-UP's reception behaviour of failing release/add request of DRBs when the policy is updated from “Required”/“none” to “preferred” and CU-UP decides no change of policy status, can you accept the above text added in 8.3.2.2? (or suggest further improvement)
	Company
	Yes/No
	Comment

	CATT
	Prefer not
	For the case that the policy is updated from preferred to non/required,it is reasonable and optimal that CU-CP do not request the ADD/RELEASE when the security result is not changed.
However, it seems we never discuss the case that SN may reject the request of DRB release before. Although it is special case here, we think it is better not to break the principle 

	Huawei
	Slightly prefer not
	Technically the addition is correct. And we understand that when the CU-CP receives the BEARER CONTEXT MODIFICATION RESPONSE indicating that the modification is failed in the PDU Session Resource Failed To Modify List for the PDU session, it may initiate another round of modification request carrying the updated security policy without DRB release/add. 
On CATT’s first common, the above addition does not reflects this case, in which case, the CP just sends the updated security indication to the UP without DRB release/add. 
So, we are afraid that this addition/(possibly more additions) seem to over specify in our spec. 

	Nokia
	Yes
	We need to clarify this case. But we could also at next meeting if that is controversial.

	China Telecom
	
	We understand the intention of moderator. But we could continue to discuss this issue at the next meeting. In our view, this sentence is “nice to have” for successful operation. But we are also agree to add it in an appropriate clause,.i.e, unsuccessful operation, in E1AP.
We are fine with other part of CR

	Samsung
	Slightly prefer not
	We don’t have strong view, but have the sympathy on Huawei’s comment, “seem to over specify”.

	ZTE
	
	Share the view as China Telecom that this issue can be discussed at next meeting.  Fine with other part of CR.

	Ericsson
	No
	I first agreed that the CU-UP behavior (i.e. not release/add if nothing is changed) would be a nice optimization. But now I think that this correction is getting quite complicated, for such a limited use-case (mismatch in security policies corrected by the CN at pat switch). Therefore, I think that we first need to decide if this optimization is really needed.

	Intel Corporation
	Yes
	


////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////
Summary
Yes : 2 (Intel, Nokia)
Prefer not : 5 (CATT, Huawei, China Telecom, ZTE, Samsung) 
No : 1 (Ericsson)
And many of those who expressed "prefer not" were OK to continue in the next meeting. 
Given the situation, the moderator proposes not to address this now. In the next meeting, we address by contributions if needed. 
////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////





1

1


Discussion (Round 2)
From Round 1:
Agree to correct and prevent CU-CP not to include the Security Indication Modify IE without properly requesting release and add of DRBs that has been already established for the PDU session in Rel-15/16. 
For the abnormal text in protecting the CU-CP's sending behavior by CU-UP rejecting a wrong modification request (that may result in the violation of requirement), the following mix of Option 1 and Option 2 is to be adopted:
If the gNB-CU-UP receives a BEARER CONTEXT MODIFICATION REQUEST message containing the Security Indication Modify IE in the PDU Session Resource To Modify List IE for a PDU session that may result in the change of security policy that has been applied but the DRBs that have been established for that PDU session are not requested to be released via the DRB To Remove List IEs as specified in TS 38.331 [10], then the gNB-CU-UP shall respond with a BEARER CONTEXT MODIFICATION FAILURE message and appropriate cause value.
No need to define a new cause value for such rejection (the existing "UP integrity protection not possible" or "UP confidentiality protection not possible" can be re-used).
Fix the typo “PDU Session Resource Modified List IE” in the 8.3.2.2 description. 
For the reception behavior, no need to mention release or setup of DRBs, as long as the requirement is properly captured in the specification. 
Maintain a single set of CRs. That is, the agreed Rel-15/16 CRs (R3-221279, R3-221285) would be revised. 
In the second round, we further discuss what would be the best way to capture in the specification to ensure the requirement: 
(1) The above abnormal text, or 
(2) Updating the semantic of Security Indication Modify IE (similar to the semantics of PDCP SN UL/DL Size in 9.3.1.38 PDCP Configuration), or 
(3) Stage-2 clarification (taking some Q4 feedbacks)

Q5:  In terms of capturing the requirement, which option do you prefer? 
Note: If you prefer Option 2/3, please suggest suitable semantic or stage-2 texts. You can also comment on Option 1 if the above abnormal text needs updates. 
	Company
	Preference
	Comment

	Intel Corporation
	Option 1
	We think the above abnormal text is enough. 

	Radisys
	Option 1, but
	The wording “that may result in the change of security policy that has been applied in Option 1 may not be needed. The presence of Security Indication Modify IE in the PDU Session Resource To Modify List indicates that Security policy is requested to be modified from the existing. We don’t have to worry about the weird case where the Security Policy is sent in PDU Session Resource to Modify without any changes.

	Huawei
	Option 1
	The highlighted part is needed. Maybe it is better to update to “that may result in the change of security status that has been applied”, since the security policy is anyway changed, but here we should say if the security status is changed. No strong view, anyway. 

	China Telecom
	Option 1
	For the semantics of PDCP SN UL/DL Size in 9.3.1.38 PDCP Configuration, we notice that the following texts are also contained in TS38.463:
If the PDCP Configuration IE is contained in the DRB To Modify List IE in the BEARER CONTEXT MODIFICATION REQUEST message, the gNB-CU-UP shall update the corresponding information, except for the PDCP SN UL Size IE, the PDCP SN DL Size IE and the RLC mode IE which shall be ignored. 
So Option 2 is not sufficient…
And we are also ok for the proposed texts provided by moderator or Huawei

	Nokia
	Option 1 but
	Issue to look at:
In case the security indication is updated from none to preferred, you want to let the choice to CU UP.
I assume then that CU CP would include the drbs to add/release. But if CU UP decides to continue with none for whatever reason, wouldn’t it need to “fail the DRBs to eb released” in the PDU session modified back?   Which seems not allowed by current protocol?
Please clarify/correct this case.



////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////
Summary
The moderator thanks for the prompt feedbacks. Regarding the point from Radisys,
· The presence of Security Indication Modify IE in the PDU Session Resource To Modify List indicates that Security policy is requested to be modified from the existing. We don’t have to worry about the weird case where the Security Policy is sent in PDU Session Resource to Modify without any changes.
The moderator would like to clarify that, e.g. from "Preferred" (not performed) to "none", CU-CP doesn't have to request release/add of DRBs when sending the BRR CTXT MOD REQ message including Security Indication Modify IE. So, "that may result in the change of security policy status that has been applied" is to protect that such non-policy-status-change case that CU-CP is aware of is not unnecessarily failed by CU-UP. 
The moderator's proposal:
All companies seem OK to capture the CU-CP's requirement in Section 8.3.2.3. Let's further improve the texts (if any) in round 3. 
We also clarify/correct the issue raised by Philippe in the round 3. 
////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////

Discussion (Round 1)
   Justification of correction
Justification captured from [1]:
During the online discussion in last meeting, there was concerns on E1AP CRs does not preclude for CU-CP to include the updated security indication without DRB release/add, which it should not according to RAN2. On this, the CU-UP shall release all DRBs that have been established first, and then perform user plane integrity protection or ciphering for the DRBs in DRB to Setup List IE. Therefore, we could see that the CU-UP takes different behaviours for Security Indication IE and Security Indication Modify IE. 
Justification captured from [4]:
Observation 1: When security policy update is informed to CU-UP for a PDU session, DRBs that has been already established for that PDU session shall be released and added in the CU-UP side as well. And requesting DRBs to be setup/modified/removed in CU-UP is the responsibility of CU-CP.
Observation 2: When setting up a new PDU, anyway DRBs are newly established in CU-UP. In this case, CU-CP doesn't have to be bothered to request release and add of DRBs explicitly in order to meet the RAN2 requirement.
Observation 3: On the other hand, if security policy is changed for a PDU session than what has been applied in CU-UP before, DRBs that has been already established for that PDU session should be properly released and added in CU-UP. As CU-CP is in charge, CU-CP shall explicitly request release and add of DRBs whenever required.
Observation 4: However, currently the existing texts described for the case of setting up a new PDU session (where release/add of DRBs is irrelevant) is re-used for updating security policy of an existing PDU session, which does not guarantee that release and add of DRBs are properly requested for Security Indication Modify IE.
Observation 5: Namely, the current CRs [2][3] leaves a door open for a stupid CU-CP sending the BEARER CONTEXT MODIFICATION REQUEST message including Security Indication Modify IE without requesting release and add of DRBs (like the case of creating a new PDU session) where it should have requested, and thus could make CU-UP violate the RAN2 requirement.
Observation 6: This aspect should be properly described and protected in standards, so that CU-UP can reject a wrong modification request from CU-CP that may result in the violation of the RAN2 agreement when Security Indication Modify IE is involved.
Namely, both contributions [1][4] claim that the current CRs [7][8] re-using the existing texts (described for the Security Indication IE which is used when a new PDU session is requested to be setup, which is irrelevant for release and add of DRBs as DRBs are newly established) does not prevent CU-CP to include the Security Indication Modify IE without properly requesting release and add of DRBs that has been already established for the PDU session when required. Therefore, the current CRs are incomplete and a correction is necessary. 
Q1:  Do you agree with the above justification of correction? 
	Company
	Yes/No
	Comment

	Intel Corporation
	Yes
	

	Huawei
	Partially yes
	Last meeting we agreed to capture in the chairman notes that: 
The security policy for a DRB cannot be changed during the DRB lifetime
Then this agreement is also applicable to the CP/UP case. This means that the “normal” CP should not break this principle, and send the “DRB to release and add list” to the UP if it deems necessary with the updated security indication. 
So we understand the CRs are focusing on the error cases/clarifications, which is “nice to have” to our understanding. 
Note that the agreed CRs need to consider to include security result in the “PDU Session Resource Modified List IE” in the procedure texts. 

	ZTE
	Yes 
	The RAN2 agreement does not covered by stage3 specification and it is possible to omit by implementation. It is beneficial to provide correction to address the potential issue.

	China Telecom
	yes
	

	Samsung
	Yes, but
	Our understanding is also that the CR focuses on the clarification for the error case and is “nice to have”. Currently an error case with other DRB release/addition use case, e.g. PDCP SN size change, is not covered in the specification.

	Qualcomm
	Yes but
	Agree with the points made by Huawei and Samsung, strictly this is more like “nice to have”

	Radisys
	Yes
	

	Ericsson
	Yes but
	Not a critical correction. Agree with Samsung that there are others DRB release/add use-cases which are not described in as error cases in the specifications. Quoting observation 5 above, we do not need to think about all the “stupid CU-CP” implementations 😊

	Nokia
	Yes but
	Agree with the comments. It would be better to have a generic CR covering all cases otherwise why this one?


////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////
Summary
Yes : 4 (Intel, ZTE, China Telecom, Radisys)
Yes but nice to have : 4 (Huawei, Samsung, Qualcomm, Ericsson)
No : 0
All companies agreed the justification but the half of them think not essential due to the following reasons:
· The security policy for a DRB cannot be changed during the DRB lifetime. The “normal” CP should not break this principle, and would send the “DRB to release and add list” to the UP if it deems necessary with the updated security indication.
· Currently an error case with other DRB release/addition use case, e.g. PDCP SN size change, is not covered in the specification.
The moderator would like to clarify as follows:
· The reason why the security policy cannot be changed for a DRB during its lifetime is because of RAN2 requirement that DRB has to be released/added when the policy is changed. So, this is just a fact from the requirement. And here the justification is to make sure that this requirement is correctly enforced in the specification.  
· Upon checking E1AP, the change of PDCP SN size is not allowed through DRB To Modify List IE of the BRR CTXT MOD REQ message (as shown below, captured from 9.3.1.38 PDCP Configuration). In other words, it is covered in the specification in a way that the CU-CP's wrong modification request is "ignored" by CU-UP, which hints in an indirect way that CU-CP has to request release/add of a DRB in order to change its PDCP SN size.  
	[bookmark: _Hlk96607161]PDCP SN UL Size
	M
	
	PDCP SN Size
9.3.1.61
	Indicates the PDCP SN UL size in bits. For more information see PDCP-Config IE in TS 38.331 [10]. 
Is ignored if received through DRB To Modify List IE in the BEARER CONTEXT MODIFICATION REQUEST message.
	-
	-

	PDCP SN DL Size
	M
	
	PDCP SN Size
9.3.1.61
	Indicates the PDCP SN DL size in bits. For more information see PDCP-Config IE in TS 38.331 [10]. 
Is ignored if received through DRB To Modify List IE in the BEARER CONTEXT MODIFICATION REQUEST message.
	-
	-



· But the case of security policy modification has not been covered at all. 
The moderator's proposal:
Agree to correct and prevent CU-CP not to include the Security Indication Modify IE without properly requesting release and add of DRBs that has been already established for the PDU session in Rel-15/16. 
////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////

   Protecting the sending behavior
As release and add of DRBs in CU-UP is the responsibility of CU-CP, both contributions [1][4] claim that a wrong modification request from CU-CP (i.e. CU-CP includes the Security Indication Modify IE in the PDU Session Resource To Modify List IE of the BEARER CONTEXT MODIFICATION REQUEST message for a PDU session without properly requesting release and add of DRBs that has been established for that PDU session when required) should be rejected by CU-UP and thus be protected in the unsuccessful description to avoid the violation of RAN2 agreement.
While the sprit is the same, both contributions [1][4] have a slightly different approach. 
[1] proposed the following text:
If the gNB-CU-UP receives a BEARER CONTEXT MODIFICATION REQUEST message containing the Security Indication Modify IE in the PDU Session Resource To Modify List IE for a PDU session but the DRBs that have been established for that PDU session are not requested to be released via the DRB To Remove List IEs as specified in TS 38.331 [10], then the gNB-CU-UP shall respond with a BEARER CONTEXT MODIFICATION FAILURE message and appropriate cause value.
On the other hand, [4] proposed the following text:
If the gNB-CU-UP receives a BEARER CONTEXT MODIFICATION REQUEST message containing the Security Indication Modify IE in the PDU Session Resource To Modify List IE for a PDU session that may result in the change of security policy that has been applied but the DRBs that have been established for that PDU session are not requested to be released and added via the DRB To Remove/Setup List IEs as specified in TS 38.331 [10], then the gNB-CU-UP shall respond with a BEARER CONTEXT MODIFICATION FAILURE message and appropriate cause value.
The difference between two is that [1] considers that inclusion of Security Indication Modify IE should always be tied up with release request via the DRB To Remove List, but [2] considers it to be tied up with release/add of DRBs only when required (i.e. when inclusion of Security Indication Modify IE may result in the change of security policy that has been applied), because when e.g. the policy is updated from "preferred" to "none", depending on the policy application status before when "preferred", requesting release and add of DRBs may or may not be required. (Note that CU-UP always updates the security application status to CU-CP via the Security Result IE when the policy is set to "preferred", which means that CU-CP is aware of whether ciphering or integrity protection is currently on or off for a PDU session in the CU-UP side.)
Q2:  In terms of protecting sending behaviour by the unsuccessful description, which option do you prefer? 
· Option 1: The inclusion of Security Indication Modify IE should always be tied up with release request of DRBs (that has been established) via the DRB To Remove List [1]
· Option 2:  The inclusion of Security Indication Modify IE should be tied up with release/add request of DRBs (that has been established) via the DRB To Add/Remove Lists, only when required [4]
	Company
	Preference
	Comment

	Intel Corporation
	Option 2
	Slightly prefer Option 2 as there is a case that release/add request from CU-CP is not necessary (from "preferred" to "none" change). 

	Huawei
	See comments
	If we understand correctly, option 1 actually gives the possibility that the CP does not need to send the updated the security indication to the UP. 
For example, if the policy is updated from “preferred” to “none”, and the CP is aware that the UP did not activate the security (e.g., UPIP) based on the previous security result report, then there is no need for the CP to signal the update to the UP. Otherwise, if the UP activates the security, then the CP needs to send the security indication to the UP with the DRB to release and add list. 
While option 2 seems not clear if this possibility is allowed. If allowed, then there is no big difference for these two options. 

	ZTE
	Slightly prefer option 2
	[bookmark: _Hlk96603519]Actually the two options are almost same expect “that may result in the change of security policy” in option 2. In general, it may be better a provide an example of cases. For example, adding e.g the policy is updated from "preferred" to "none", depending on the policy application status before when "preferred" seems more clear.

	China telecom
	Option 1
	Whether to add partial or all DRBs depending on the policy of CU-CP. Therefore, there is no need to add any ”add” related operation.

	Samsung
	Slightly prefer option 2
	

	Radisys
	Option 1
	Agree with China Telecom

	Ericsson
	Mix of both
	China Telecom is correct. CU-CP can do many things within the same procedure, and also decide not to reestablish all the DRBs. But Intel is also correct when saying that some changes (from "preferred" to "none") may not need a change of security policy.

	Nokia
	Option 2 but
	But indeed it should be tied to release DRBs, not add.


////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////
Summary
The moderator thanks for the valuable feedbacks. First, upon request, the complete case analysis is as follows:
1) "Required" to "none" : release/add should be requested.
2) "Required" to "preferred" : release/add should be requested as CU-UP may decide not to apply.
3) "Preferred" (not performed) to "none" : release/add doesn't have to be requested.
4) "Preferred" (performed) to "none" : release/add should be requested.
5) "Preferred" (not performed) to "required" : release/add should be requested.
6) "Preferred" (performed) to "required" : release/add doesn't have to be requested.
7) "none" to "required" : release/add should be requested.
8) "none" to "preferred" : release/add should be requested as CU-UP may decide to apply.
· In sum, whenever there is a possibility of policy change (except (3) and (6)), release/add shall be requested to meet the requirement. 
And based on feedbacks, it looks clear that either Option 1 or Option 2 is not complete because
· Option 2 may result in unnecessary addition of DRBs. When updating policy, CU-CP may just want to release some DRBs in the same procedure. 
· Option 1 may result in unnecessary release of DRBs in (3) and (6) cases. 
· Huawei thinks that this may give a hint for CU-CP not to update the policy from the beginning in such non-change cases. But the moderator thinks that this again relies on "smart" CU-CP while a typical CU-CP software would just follow and update security policy toward CU-UP whenever policy update is received from AMF. And the question is how to ensure "release/add" requirement when updating the policy. So, the moderator thinks Option 1 at least needs "may result in the change of security policy”.
The moderator's proposal:
For the abnormal text in protecting the CU-CP's sending behavior by CU-UP rejecting a wrong modification request (that may result in the violation of requirement), the following mix of Option 1 and Option 2 is to be adopted: 
If the gNB-CU-UP receives a BEARER CONTEXT MODIFICATION REQUEST message containing the Security Indication Modify IE in the PDU Session Resource To Modify List IE for a PDU session that may result in the change of security policy that has been applied but the DRBs that have been established for that PDU session are not requested to be released via the DRB To Remove List IEs as specified in TS 38.331 [10], then the gNB-CU-UP shall respond with a BEARER CONTEXT MODIFICATION FAILURE message and appropriate cause value.
In the second round, we further discuss what would be the best way to capture in the specification to ensure the requirement: 
(1) The above abnormal text, or 
(2) Updating the semantic of Security Indication Modify IE (similar to the semantics of PDCP SN UL/DL Size in 9.3.1.38 PDCP Configuration), or 
(3) Stage-2 clarification (taking some Q4 feedbacks)
////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////

In terms of rejection cause from CU-UP when a wrong modification is requested from CU-CP (i.e. when CU-UP is not able to fulfill the requested update of security policy due to violation of RAN2 requirement if fulfilled), [4] claims that the existing cause value of "UP integrity protection not possible" or "UP confidentiality protection not possible" can be re-used and there is no need to enhance cause value. 
Q3:  In terms of rejection cause value for the unsuccessful description, do you agree that the existing cause value of "UP integrity protection not possible" or "UP confidentiality protection not possible" can be re-used? Or a new cause value is necessary? 
	Company
	Yes/No
	Comment

	Intel Corporation
	Yes
	The above existing cause values can be re-used. 

	Huawei
	Yes
	

	ZTE
	Yes
	

	China Telecom
	yes
	

	Samsung
	Yes
	

	Qualcomm
	Yes
	

	Radisys
	Yes
	

	Ericsson
	Yes
	

	Nokia
	Yes
	


////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////
Summary
All companies agreed that the existing cause value can be re-used.
The moderator's proposal:
No need to define a new cause value for such rejection (the existing "UP integrity protection not possible" or "UP confidentiality protection not possible" can be re-used).
////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////

   Updating the reception behavior
Both contributions [1][4] have a slightly different approach.
Option 1: [1] considers that inclusion of Security Indication Modify IE should always be tied up with CU-UP releasing all DRBs in the DRBs To Remove List first and then apply security for all the DRBs in the DRBs To Setup List accordingly, regardless of whether the IE is set to "required", "none", or "preferred". 
Option 2: [4] considers that in terms of the reception behavior, what CU-UP should do is identical to the case of the Security Indication IE (as long as release/add of DRBs that has been established can be properly requested by CU-CP when required) and thus re-uses the existing descriptions as in the original CRs [7][8], but proposes to fix a typo for the "preferred" case by inserting the below highlight:
	For each PDU session for which the Security Indication IE is included in the PDU Session Resource To Setup List IE or the Security Indication Modify IE is included in the PDU Session Resource To Modify List IE of the BEARER CONTEXT MODIFICATION REQUEST message, and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "preferred", then the gNB-CU-UP should, if supported, perform user plane integrity protection or ciphering, respectively, for the concerned PDU session and shall notify whether it performed the user plane integrity protection or ciphering by including the Integrity Protection Result IE or Confidentiality Protection Result IE, respectively, in the PDU Session Resource Setup List IE or the PDU Session Resource Modified List IE of the BEARER CONTEXT MODIFICATION RESPONSE message.	Comment by INTEL-Jaemin: Since the new Security Indication Modify IE was added onto PDU Session Resource To Modify List IE, the corresponding reply from CU-UP that includes the Security Result IE should be via 9.3.3.19 PDU Session Resource Modified List. 


Note that Option 1 may require the revision of already agreed CRs [7][8] because [7][8] have not been implemented onto E1AP yet but the proposed changes involves changes against the changes agreed in [7][8]. On the other hand, the proposed changes in Option 2 does not overlap with [7][8] and thus can be agreed without [7][8] that has been agreed being untouched. 
Q4:  In terms of updating the reception behaviour, which option do you prefer? 
	Company
	Preference
	Comment

	Intel Corporation
	Option 2
	In terms of reception behavior, there seems no problem of re-using the existing description designed for Security Indication IE, as what CU-UP should do is identical (as long as release/add can be properly requested by CU-CP when required). 

	Huawei
	See comments
	Is the question about the procedure texts in the provided CRs? 
No strong view, as long as the procedure texts are clear. But we may prefer to have a single set of agreed CRs (for R15/16) touching the same issue.

	ZTE
	
	No strong view, but fine with the correction of  typo “ PDU Session Resource Modified List IE” in the description.

	China Telecom
	Option 1
	Copy&paste the proposed procedure text in [1] below:
For each PDU session for which the Security Indication Modify IE is included in the PDU Session Resource To Modify List IE of the BEARER CONTEXT MODIFICATION REQUEST message, and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "preferred", the gNB-CU-UP shall release all DRBs in DRB To Remove List List, and then, if supported, should perform user plane integrity protection or ciphering, respectively, for all the DRBs in DRB To Setup List IEs in the concerned PDU session and shall notify whether it performed the user plane integrity protection or ciphering by including the Integrity Protection Result IE or Confidentiality Protection Result IE, respectively, in the PDU Session Resource To Modify List IE of the BEARER CONTEXT MODIFICATION RESPONSE message. 

Option 1 is more clear…according to RAN2’s conclusion, CU-UP shall do release all established DRBs and then do add the DRB indicated in in DRB To Setup List IEs
And per TS38.331, UE also needs to release first and then to do the add operation…..
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The UE shall perform the following actions based on a received RadioBearerConfig IE:
1>	if the RadioBearerConfig includes the srb3-ToRelease:
2>	perform the SRB release as specified in 5.3.5.6.2;
1>	if the RadioBearerConfig includes the srb-ToAddModList:
2>	perform the SRB addition or reconfiguration as specified in 5.3.5.6.3;
1>	if the RadioBearerConfig includes the drb-ToReleaseList:
2>	perform DRB release as specified in 5.3.5.6.4;
1>	if the RadioBearerConfig includes the drb-ToAddModList:
2>	perform DRB addition or reconfiguration as specified in 5.3.5.6.5

Therefore, there is need to define the similar operation in CU-UP

	Samsung
	Slightly prefer Option 2
	No strong view.

	Qualcomm
	Prefer option 2
	Overall this use case does not seem to warrant a big change (unless there is something technically wrong). In fact stage 2 text might have been sufficient.
Regarding the failure check, am thinking that this is not a normal failure in any sense, so probably should go under abnormal conditions. Basically we just want to hint to the developers to pay attention to this aspect (in the initiating message).

	Radisys
	
	No strong view. But agree with QC. Stage 2 clarification is sufficient here.

	Ericsson
	Option 2
	

	Nokia
	Slightly Option 2 if it works
	Need to check all cases.


////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////
Summary
The majority expressed no strong preference but leaned more on Option 2. Two companies (QC, Radisys) expressed stage-2 clarification may be sufficient but the moderator understands that the stage-2 comment is more related to ensuring the requirement (i.e. Q3). 
The moderator understands the point from China Telecom, but thinks that, as long as the requirement is properly captured in the specification, there seems no need to repeat to mention release or setup of DRBs in the reception behavior, because it would be explicitly requested via DRB To Setup List or DRB To Remove List IEs anyway. 
And there was a comment to maintain a single set of CRs, which looks reasonable. 
The moderator's proposals:
Fix the typo “PDU Session Resource Modified List IE” in the 8.3.2.2 description. 
For the reception behavior, no need to mention release or setup of DRBs, as long as the requirement is properly captured in the specification. 
Maintain a single set of CRs. That is, the agreed Rel-15/16 CRs (R3-221279, R3-221285) would be revised. 
////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////


Conclusion
Revise R3-221279 and R3-221285 to include in 8.3.2.3:
If the gNB-CU-UP receives a BEARER CONTEXT MODIFICATION REQUEST message containing the Security Indication Modify IE in the PDU Session Resource To Modify List IE for a PDU session that may result in the change of security status that has been applied but the DRBs that have been established for that PDU session are not requested to be released via the DRB To Remove List IEs as specified in TS 38.331 [10], then the gNB-CU-UP shall respond with a BEARER CONTEXT MODIFICATION FAILURE message and appropriate cause value.
Also fix the following in 8.3.2.2:
For each PDU session for which the Security Indication IE is included in the PDU Session Resource To Setup List IE of the BEARER CONTEXT MODIFICATION REQUEST message, and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "preferred", then the gNB-CU-UP should, if supported, perform user plane integrity protection or ciphering, respectively, for the concerned PDU session and shall notify whether it performed the user plane integrity protection or ciphering by including the Integrity Protection Result IE or Confidentiality Protection Result IE, respectively, in the PDU Session Resource Setup List IE or the PDU Session Resource Modified List IE of the BEARER CONTEXT MODIFICATION RESPONSE message.
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