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Introduction
In the last meeting, UP security policy update has been discussed based on RAN2 reply LS [1] and RAN3 was able to agree the corresponding CRs on XnAP and E1AP as follows:
	UP Security Policy Update

	R3-220107
	Reply LS on UP security policy update (RAN2)
	LS in

	R3-220748
	UP security policy updated in the modification procedure over E1 interface (ZTE)
	Discussion
Resp in R3-221044

	R3-220749
	UP security policy updated in the modification procedure over E1 interface_R15 (ZTE)
	Other
Resp in R3-221045

	R3-220750
	UP security policy updated in the modification procedure over E1 interface_R16 (ZTE)
	other

	R3-220808
	E1 impacts of UP security policy updated (China Telecom, Huawei, CATT)
	Discussion
Resp in R3-221044

	R3-220809
	Security indication in the modification procedure over E1 interface (China Telecom,Huawei,CATT)
	CR0674r, TS 38.463 v15.9.0, Rel-15, Cat. F
Resp in R3-221045
Rev in R3-221279 
Source companies: China Telecom, Nokia, Nokia Shanghai Bell, Huawei, ZTE, CATT
 Agreed

	R3-220810
	Security indication in the modification procedure over E1 interface (China Telecom,Huawei,CATT)
	CR0675r, TS 38.463 v16.8.0, Rel-16, Cat. F
Rev in R3-221285
Source companies: Nokia, Nokia Shanghai Bell, China Telecom, Huawei, ZTE, CATT
 Agreed

	R3-220905
	Discussion on UP security policy update (Huawei)
	Discussion
Resp in R3-221044

	R3-220906
	CR to 38.423 on UP security policy update (Huawei, China Telecom)
	CR0743r, TS 38.423 v15.14.0, Rel-15, Cat. F
Resp in R3-221045
Rev in R3-221336
 Agreed

	R3-220907
	CR to 38.423 on UP security policy update (Huawei, China Telecom)
	CR0744r, TS 38.423 v16.8.0, Rel-16, Cat. A
Rev in R3-221276
 Agreed

	R3-220637
	UP security policy update over E1AP (Ericsson)
	Discussion
Resp in R3-221044

	R3-220638
	UP security policy update over E1AP (Ericsson)
	CR0666r, TS 38.463 v15.9.0, Rel-15, Cat. F
Resp in R3-221045


	R3-220639
	UP security policy update over E1AP (Ericsson)
	CR0667r, TS 38.463 v16.8.0, Rel-16, Cat. A


	 # 2_UPSecUpdate [Flag]
- Remove ‘The value of this IE cannot be changed after the PDU session resource is set up.’ from semantic description of Security Indication IE in E1AP? ZTE, China Telecom, Huawei, CATT
- Add the security indication in the PDU Session Resource Modification Info – SN terminated IE in the SN modify request message, and the security result in the PDU Session Resource Modification Response Info – SN terminated IE in the SN modification request acknowledge message? HW
- Capture in Chairman’s notes that the security policy for a DRB cannot be changed during the DRB lifetime? Clarify in E1AP that the BEARER CONTEXT MODIFICATION REQUEST message can be used to update the PDU Session security policy without releasing the Bearer Context in case of mismatch between the security policy received at HO preparation and the one received at Path Switch? E///
- Capture agreements and provide CRs if agreeable 
(CT - moderator)
Summary of offline disc R3-220989 noted
The security policy for a DRB cannot be changed during the DRB lifetime
Agree the E1AP CRs R3-221285 and R3-221279 which introduce a new Security Indication Modify IE received in BEARER CONTEXT MODIFICATION REQUEST.
Agree the XnAP CR R3-221276 and R3-221336 to support UP security policy update

Intel: For preferred case, the UP has to inform the result to CP
Whether any impact on ack message?
To be continued...


This contribution discusses the issues regarding the agreed E1AP CRs [2][3] and proposes some remedies.  
Discussion
Based on offline discussions [4], RAN3 agreed to introduce a new Security Indication Modify IE to inform the update of the security policy for a PDU session that has been already established in the CU-UP via the Bearer Context Modification procedure. In doing so, we agreed to re-use the existing text description in 8.3.2.2 for the involved behaviors of this newly introduced IE:
/////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////
For each PDU session for which the Security Indication IE is included in the PDU Session Resource To Setup List IE or the Security Indication Modify IE is included in the PDU Session Resource To Modify List IE of the BEARER CONTEXT MODIFICATION REQUEST message, and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "preferred", then the gNB-CU-UP should, if supported, perform user plane integrity protection or ciphering, respectively, for the concerned PDU session and shall notify whether it performed the user plane integrity protection or ciphering by including the Integrity Protection Result IE or Confidentiality Protection Result IE, respectively, in the PDU Session Resource Setup List IE of the BEARER CONTEXT MODIFICATION RESPONSE message.
For each PDU session for which the Security Indication IE is included in the PDU Session Resource To Setup List IE or the Security Indication Modify IE is included in the PDU Session Resource To Modify List IE of the BEARER CONTEXT MODIFICATION REQUEST message, and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "required", then the gNB-CU-UP shall perform user plane integrity protection or ciphering, respectively, for the concerned PDU Session. If the gNB-CU-UP cannot perform the user plane integrity protection or ciphering, it shall reject the setup of the PDU Session Resources with an appropriate cause value. 
For each PDU session for which the Security Indication IE is included in the PDU Session Resource To Setup List IE or the Security Indication Modify IE is included in the PDU Session Resource To Modify List IE of the BEARER CONTEXT MODIFICATION REQUEST message: 
-	if the Integrity Protection Indication IE is set to "not needed", then the gNB-CU-UP shall not perform user plane integrity protection for the concerned PDU session; 
-	if the Confidentiality Protection Indication IE is set to "not needed", then the gNB-CU-UP shall not perform user plane ciphering for the concerned PDU session.
/////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////

Two issues have been identified.
Issue 1
Looking at “preferred” description above, for a PDU session requested to be setup by PDU Session Resource To Setup List IE, the corresponding reply from CU-UP that includes the Security Result IE is via  9.3.3.17 PDU Session Resource Setup List, which is correct and highlighted above. 
Now we added new IE onto PDU Session Resource To Modify List IE. Then, the corresponding reply from CU-UP that includes the Security Result IE should be 9.3.3.19 PDU Session Resource Modified List, which was not reflected properly. 
Proposal 1: RAN3 to correct the "preferred" description by inserting 9.3.3.19 PDU Session Resource Modified List IE as highlighted below:
	For each PDU session for which the Security Indication IE is included in the PDU Session Resource To Setup List IE or the Security Indication Modify IE is included in the PDU Session Resource To Modify List IE of the BEARER CONTEXT MODIFICATION REQUEST message, and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "preferred", then the gNB-CU-UP should, if supported, perform user plane integrity protection or ciphering, respectively, for the concerned PDU session and shall notify whether it performed the user plane integrity protection or ciphering by including the Integrity Protection Result IE or Confidentiality Protection Result IE, respectively, in the PDU Session Resource Setup List IE or the PDU Session Resource Modified List IE of the BEARER CONTEXT MODIFICATION RESPONSE message.



Issue 2
When security policy is updated for a PDU session and ciphering or integrity protection of DRBs is changed, RAN2 requires that DRBs that has been established for that PDU session should be released and added [5].
[bookmark: _Hlk95358484]This means that, when security policy update is informed to the CU-UP for a PDU session, DRBs that has been already established for that PDU session should be released and added in the CU-UP side as well. 
Moreover, requesting DRBs to be setup/modified/removed in CU-UP is the responsibility of CU-CP. And such release/add request shall not re-use the same DRB IDs unless security key is updated together. 
Observation 1: When security policy update is informed to CU-UP for a PDU session, DRBs that has been already established for that PDU session shall be released and added in the CU-UP side as well. And requesting DRBs to be setup/modified/removed in CU-UP is the responsibility of CU-CP.
Currently, the agreed proposed description for new Security Indication Modify IE to inform the update of security policy of an existing PDU session is re-using the description of the Security Indication IE that is used when a new PDU session is requested to be setup. 
However, we observe different behaviors involved when setting up a new PDU session vs modifying an existing PDU session, and thus we believe correction is necessary:  
[bookmark: _Hlk95359748]When setting up a new PDU session, anyway DRBs are newly established in CU-UP. It does not violate security requirement regardless of whether Security Indication IE is set to “required” or “none”. In case of “preferred”, CU-UP is the one who decides whether or not to apply UP integrity protection or ciphering on its own, but it still does not matter whatever CU-UP decides to so (either “performed” or “not performed”). DRBs are just newly established when a new PDU session is created, and CU-CP doesn't have to be bothered to request release and add of DRBs explicitly in order to meet the RAN2 requirement.
[bookmark: _Hlk95359895]On the other hand, if security policy is changed for a PDU session than what has been applied in CU-UP before, DRBs that has been already established for that PDU session should be properly released and added in CU-UP. As CU-CP is in charge, CU-CP shall explicitly request release and add of DRBs whenever required. For example, if security policy is updated from "required" to "none", release and add of DRBs shall be requested together. If security policy is updated from "required" to "preferred", release and add of DRBs shall still be requested together, because CU-UP may decide not to apply UP integrity protection or ciphering, and in that case, DRBs should be released and added. On the other hand, if security policy is updated from "preferred" to "none", then depending on status before, release and add of DRBs may or may not be required. Note that CU-UP always updates the security application status to CU-CP via the Security Result IE when the policy is set to "preferred". This means that CU-CP is aware of whether ciphering or integrity protection is currently on or off for a PDU session in the CU-UP side. Therefore, if it has not been applied when "preferred" but the policy is changed to "none", then release and add of DRBs is not necessary. But if it has been applied when "preferred" but the policy is changed to "none", then release and add of DRBs shall be requested by CU-CP together.
Observation 2: When setting up a new PDU, anyway DRBs are newly established in CU-UP. In this case, CU-CP doesn't have to be bothered to request release and add of DRBs explicitly in order to meet the RAN2 requirement.
Observation 3: On the other hand, if security policy is changed for a PDU session than what has been applied in CU-UP before, DRBs that has been already established for that PDU session should be properly released and added in CU-UP. As CU-CP is in charge, CU-CP shall explicitly request release and add of DRBs whenever required.
In sum, for Security Indication Modify IE, CU-CP shall explicitly request release and add of DRBs together whenever required. However, the existing texts described for the case of setting up a new PDU session (where release/add of DRBs is irrelevant) is currently re-used for updating security policy of an existing PDU session, which does not guarantee that release and add of DRBs are properly requested for Security Indication Modify IE. Namely, the current CRs [2][3] leaves a door open for a stupid CU-CP sending the BEARER CONTEXT MODIFICATION REQUEST message including Security Indication Modify IE without requesting release and add of DRBs (like the case of creating a new PDU session) where it should have requested, and thus could make CU-UP violate the RAN2 requirement. 
Observation 4: However, currently the existing texts described for the case of setting up a new PDU session (where release/add of DRBs is irrelevant) is re-used for updating security policy of an existing PDU session, which does not guarantee that release and add of DRBs are properly requested for Security Indication Modify IE.
Observation 5: Namely, the current CRs [2][3] leaves a door open for a stupid CU-CP sending the BEARER CONTEXT MODIFICATION REQUEST message including Security Indication Modify IE without requesting release and add of DRBs (like the case of creating a new PDU session) where it should have requested, and thus could make CU-UP violate the RAN2 requirement.
Therefore, we believe this aspect should be properly described and protected in standards, so that, when Security Indication Modify IE is involved, CU-UP can reject a wrong modification request from CU-CP that could result in the violation of the RAN2 agreement if followed. 
Observation 6: This aspect should be properly described and protected in standards, so that CU-UP can reject a wrong modification request from CU-CP that may result in the violation of the RAN2 agreement when Security Indication Modify IE is involved. 
For that, the following unsuccessful behavior is proposed to be added in 8.3.2.3.
Proposal 2: RAN3 to add an unsuccessful behavior as proposed below:
	[bookmark: _Toc20955501][bookmark: _Toc29460833][bookmark: _Toc45881942][bookmark: _Toc51852078][bookmark: _Toc81381499]8.3.2.3	Unsuccessful Operation

Figure 8.3.2.3-1: Bearer Context Modification procedure: Unsuccessful Operation.
If the gNB-CU-UP cannot successfully perform any of the requested bearer context modifications, it shall respond with a BEARER CONTEXT MODIFICATION FAILURE message and appropriate cause value.
If the gNB-CU-UP receives a BEARER CONTEXT MODIFICATION REQUEST message containing the Security Indication Modify IE in the PDU Session Resource To Modify List IE for a PDU session that may result in the change of security policy that has been applied but the DRBs that have been established for that PDU session are not requested to be released and added via the DRB To Remove/Setup List IEs as specified in TS 38.331 [10], then the gNB-CU-UP shall respond with a BEARER CONTEXT MODIFICATION FAILURE message and appropriate cause value.


Since rejection happens when CU-UP is not able to fulfill the requested update of security policy (due to violating the RAN2 requirement if fulfilled), we think that the existing cause values of "UP integrity protection not possible" or "UP confidentiality protection not possible" can be re-used at no problem. 
Observation 7: The rejection happens when CU-UP is not able to fulfill the requested update of security policy (due to violating the RAN2 requirement if fulfilled). The existing cause values of "UP integrity protection not possible" or "UP confidentiality protection not possible" can be re-used. 
Proposal 3: For cause value, re-use "UP integrity protection not possible" or "UP confidentiality protection not possible".
Conclusion
In the present contribution we make the following observations:
Observation 1: When security policy update is informed to CU-UP for a PDU session, DRBs that has been already established for that PDU session shall be released and added in the CU-UP side as well. And requesting DRBs to be setup/modified/removed in CU-UP is the responsibility of CU-CP.
Observation 2: When setting up a new PDU, anyway DRBs are newly established in CU-UP. In this case, CU-CP doesn't have to be bothered to request release and add of DRBs explicitly in order to meet the RAN2 requirement.
Observation 3: On the other hand, if security policy is changed for a PDU session than what has been applied in CU-UP before, DRBs that has been already established for that PDU session should be properly released and added in CU-UP. As CU-CP is in charge, CU-CP shall explicitly request release and add of DRBs whenever required.
Observation 4: However, currently the existing texts described for the case of setting up a new PDU session (where release/add of DRBs is irrelevant) is re-used for updating security policy of an existing PDU session, which does not guarantee that release and add of DRBs are properly requested for Security Indication Modify IE.
Observation 5: Namely, the current CRs [2][3] leaves a door open for a stupid CU-CP sending the BEARER CONTEXT MODIFICATION REQUEST message including Security Indication Modify IE without requesting release and add of DRBs (like the case of creating a new PDU session) where it should have requested, and thus could make CU-UP violate the RAN2 requirement.
Observation 6: This aspect should be properly described and protected in standards, so that CU-UP can reject a wrong modification request from CU-CP that may result in the violation of the RAN2 agreement when Security Indication Modify IE is involved. 
Observation 7: The rejection happens when CU-UP is not able to fulfill the requested update of security policy (due to violating the RAN2 requirement if fulfilled). The existing cause values of "UP integrity protection not possible" or "UP confidentiality protection not possible" can be re-used. 
Based on the discussion in the present contribution and the observations above we propose: 
Proposal 1: RAN3 to correct the "preferred" description by inserting 9.3.3.19 PDU Session Resource Modified List IE as highlighted below:
For each PDU session for which the Security Indication IE is included in the PDU Session Resource To Setup List IE or the Security Indication Modify IE is included in the PDU Session Resource To Modify List IE of the BEARER CONTEXT MODIFICATION REQUEST message, and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "preferred", then the gNB-CU-UP should, if supported, perform user plane integrity protection or ciphering, respectively, for the concerned PDU session and shall notify whether it performed the user plane integrity protection or ciphering by including the Integrity Protection Result IE or Confidentiality Protection Result IE, respectively, in the PDU Session Resource Setup List IE or the PDU Session Resource Modified List IE of the BEARER CONTEXT MODIFICATION RESPONSE message.
Proposal 2: RAN3 to add an unsuccessful behavior as proposed below:
	8.3.2.3	Unsuccessful Operation

Figure 8.3.2.3-1: Bearer Context Modification procedure: Unsuccessful Operation.
If the gNB-CU-UP cannot successfully perform any of the requested bearer context modifications, it shall respond with a BEARER CONTEXT MODIFICATION FAILURE message and appropriate cause value.
If the gNB-CU-UP receives a BEARER CONTEXT MODIFICATION REQUEST message containing the Security Indication Modify IE in the PDU Session Resource To Modify List IE for a PDU session that may result in the change of security policy that has been applied but the DRBs that have been established for that PDU session are not requested to be released and added via the DRB To Remove/Setup List IEs as specified in TS 38.331 [10], then the gNB-CU-UP shall respond with a BEARER CONTEXT MODIFICATION FAILURE message and appropriate cause value.


Proposal 3: For cause value, re-use "UP integrity protection not possible" or "UP confidentiality protection not possible".
The corresponding Rel-15 and Rel-16 E1AP CRs can be found in [6] and [7], respectively. 
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