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Introduction
UP security policy updated procedure was discussed in last meeting[1], and the following agreements were achieved:
The security policy for a DRB cannot be changed during the DRB lifetime
Agree the E1AP CRs R3-221285 and R3-221279 which introduce a new Security Indication Modify IE received in BEARER CONTEXT MODIFICATION REQUEST.
Agree the XnAP CR R3-221276 and R3-221336 to support UP security policy update
Whether any impact on ack message?
To be continued...
The intention of this paper is to continue the discussion on the remaining issues and provide the corresponding CRs.
Discussion
In last meeting, RAN3 agreed to introduce a new security indication modify IE in BEAR CONTXT MODIFICATION REQUEST message. And the corresponding texts in the approved CRs are pasted as following:
For each PDU session for which the Security Indication IE is included in the PDU Session Resource To Setup List IE or the Security Indication Modify IE is included in the PDU Session Resource To Modify List IE of the BEARER CONTEXT MODIFICATION REQUEST message, and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "preferred", then the gNB-CU-UP should, if supported, perform user plane integrity protection or ciphering, respectively, for the concerned PDU session and shall notify whether it performed the user plane integrity protection or ciphering by including the Integrity Protection Result IE or Confidentiality Protection Result IE, respectively, in the PDU Session Resource Setup List IE of the BEARER CONTEXT MODIFICATION RESPONSE message.
During the online discussion in last meeting, there was concerns on E1AP CRs does not preclude for CU-CP to include the updated security indication without DRB release/add, which it should not according to RAN2. On this, the CU-UP shall release all DRBs that have been established first, and then perform user plane integrity protection or ciphering for the DRBs in DRB to Setup List IE. Therefore, we could see that the CU-UP takes different behaviours for Security Indication IE and Security Indication Modify IE. 
Therefore, we propose to use a separate paragraph to describe the behaviour of CU-UP when Security Indication Modify IE and corresponding DRBs release/add configurations received. 
Proposal 1: to use a separate paragraph to describe the behaviour of CU-UP when Security Indication Modify IE and corresponding DRBs release/add configurations received
The corresponding texts on behaviours are listed as follow: 
For each PDU session for which the Security Indication Modify IE is included in the PDU Session Resource To Modify List IE of the BEARER CONTEXT MODIFICATION REQUEST message, and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "preferred", the gNB-CU-UP shall release all DRBs in DRB To Remove List List, and then, if supported, should perform user plane integrity protection or ciphering, respectively, for all the DRBs in DRB To Setup List IEs in the concerned PDU session and shall notify whether it performed the user plane integrity protection or ciphering by including the Integrity Protection Result IE or Confidentiality Protection Result IE, respectively, in the PDU Session Resource To Modify List IE of the BEARER CONTEXT MODIFICATION RESPONSE message.
For each PDU session for which the Security Indication Modify IE is included in the PDU Session Resource To Modify List IE of the BEARER CONTEXT MODIFICATION REQUEST message, and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "required", the gNB-CU-UP shall release all DRBs in DRB To Remove List List, and then perform user plane integrity protection or ciphering, respectively, for all the DRBs in DRB To Setup List IEs in the concerned PDU session. If the gNB-CU-UP cannot perform the user plane integrity protection or ciphering, it shall reject the setup of the PDU Session Resources with an appropriate cause value. 
For each PDU session for which the Security Indication Modify IE is included in the PDU Session Resource To Modify List of the BEARER CONTEXT MODIFICATION REQUEST message: 
-	if the Integrity Protection Indication IE is set to "not needed", the gNB-CU-UP shall release all DRBs in DRB To Remove List List, and then not perform user plane integrity protection for all the DRBs in DRB To Setup List IEs in the concerned PDU session; 
-	if the Confidentiality Protection Indication IE is set to "not needed", the gNB-CU-UP shall release all DRBs in DRB To Remove List List, and then not perform user plane ciphering for the concerned PDU session.
According to TS 38.331, “Ciphering and integrity protection can be enabled or disabled for a DRB. The enabling/disabling of ciphering or integrity protection can be changed only by releasing and adding the DRB” [2]. In order to avoid the CU-CP only sends Security Indication Modify IE in PDU Session Resource To Modify List IE, we propose to add the following texts in Unsuccessful Operation of Bearer Context Modification procedure.
If the gNB-CU-UP receives a BEARER CONTEXT MODIFICATION REQUEST message containing the Security Indication Modify IE in the PDU Session Resource To Modify List IE for a PDU session but the DRBs that have been established for that PDU session are not requested to be released via the DRB To Remove List IEs as specified in TS 38.331 [10], then the gNB-CU-UP shall respond with a BEARER CONTEXT MODIFICATION FAILURE message and appropriate cause value.
Here, the CU-UP shall ensure all the DRBs that have been established is contained in DRB To Remove List IE. As for how to add DRB, i.e., one DRB or partial DRBs or all DRBs, is up to gNB's RRM strategy. In our view, the CU-CP could release or some DRBs or newly add some DRBs during the UP security policy updated procedure.
Proposal 2: to add the following texts in Unsuccessful Operation of Bearer Context Modification procedure to avoid the CU-CP only sends Security Indication Modify IE in PDU Session Resource To Modify List IE.
The corresponding CRs can be seen in [3] and [4]. 
Proposal 3: to approve the corresponding CRs for Rel-15 and Rel-16.
Proposal
Based on the above analysis, we have the following proposals:
Proposal 1: to use a separate paragraph to describe the behaviour of CU-UP when Security Indication Modify IE and corresponding DRBs release/add configurations received
Proposal 2: to add the following texts in Unsuccessful Operation of Bearer Context Modification procedure to avoid the CU-CP only sends Security Indication Modify IE in PDU Session Resource To Modify List IE.
Proposal 3: to approve the corresponding CRs for Rel-15 and Rel-16.
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