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Introduction
The RAN Work Item on “User Plane Integrity Protection Support for EPC connected architectures” was agreed and is available in [2]. 
An excerpt of the work item scope is shown below:

The set of objectives includes:
· Specify RAN basic functions for optional support and use of UPIP (at the full data rate supported by the UE) for the EPC connected architectures using NR PDCP (RAN2, RAN3)
For this release, it is intended that this feature only applies to EN-DC capable devices.

This paper investigates the particular issue of the deployment of the feature. 
It takes into account the remaining issues identified at last RAN3#114bis:

1. How source eNB knows target eNB capability to support UPIP at S1 and X2 handover;
1. How MeNB knows SgNB capability to support UPIP
1. How CU-CP knows CU-UP capability to support UPIP
1. How (e.g. at intra MME handover to non supporting eNB, or PDN connection establishment using NAS signalling via non -supporting eNB) MME knows whether eNB supports UPIP.
1. Whether to  add the “UPIP policy in use” to the source to target transparent container in the S1 interface HANDOVER REQUIRED and HANDOVER REQUEST messages
1. (Dependent upon SA3 and SA2 response) whether and how to do the Notification of “UPIP in use” in RAN 3’s interfaces
1. Whether any updates are needed to the parts of TS 36.300 or TS 37.340 that are regarded as being under “RAN 3 responsibility”?

Especially, the cases of homogeneous deployment and non-homogeneous deployment are investigated and necessary impact in the network and specification.
[bookmark: _Hlk89869265]Discussion 
In release 16 a PDU session which has UP security set to “required” is forbidden to be handed over to 4g.
In release 17 it is no more forbidden if the MME supports the “UP  Integrity Protection feature” (EPS UP IP feature).
The PGW-C/SMF must get aware whether the MME supports the UP IP feature and this has been dealt with in SA2 and CT4.

1. Homogeneous deployment

In case of homogeneous support by all MMEs and eNBs the MME can send a security policy to the eNB. This can be similar to the Security Indication IE sent for PDU session of 5g, however should be transferred by MME to eNBs for E-RABs. The transfer needs to take place in all procedures where E-RABs are setup.
Moreover, in case of X2 handover, this security policy shall be transferred from source eNB to target eNB, similar to 5g where the security policy is transferred during Xn handovers.

Proposal 1: add a Security Indication IE over S1AP associated with E-RAB setup, similar to NGAP encoding, and transfer the Security Indication IE over X2AP at handover, similar to Xn handover.


1. Non-homogeneous deployment

If the EPS UP IP feature is non homogeneously supported in a network, this creates additional requirements and challenges.

EPS UP IP not supported is some MMEs
The PGW-C/SMF must get aware whether the MME supports the UP IP feature and this has been dealt with in SA2 and CT4. 
SA2 has foreseen that the feature could still function in a “minimum” way when MME doesn’t support the feature in those eNBs which would support the feature by using a configured policy in the eNB. This means that a supporting eNB receiving no UP IP security policy from a non-supporting MME could be required to use a default one as per TS 23.501:

Some earlier releases of the EPS specifications do not support User Plane Integrity Protection in EPS (EPS-UPIP). Hence UEs that support EPS-UPIP indicate this capability in the security algorithm octets of the UE Network Capability IE as defined in TS 24.301 [46] and use it as described in TS 33.401 [41]; and the MME copies this capability into S1-AP signalling sent to the E-UTRAN. The E-UTRAN can be locally configured with a policy (to be used when no explicit EPS UPIP policy is received from the MME), e.g. that the use of EPS-UPIP is “Preferred” for UE(s) that support User Plane Integrity Protection in EPS.
There is no particular impact in this case if the UE capability support is indicated through the existing algorithms.

EPS UP IP supported in MME but not supported is some eNBs

A different case is if MME supports the EPS UP IP feature but some eNBs don’t.

· Intersystem case
SA2 specifies that if a UE moves to a target eNB which doesn’t support the feature then the MME should act as if it doesn’t support the feature with regards to the PGW-C/SMF. 
At mobility to an E-UTRAN that does not support User Plane Integrity Protection with EPS the MME shall not indicate support of User Plane Integrity Protection with EPS to the SMF+PGW-C
Our understanding of this SA2 statement is that the “shall not indicate support” means that the target MME receiving a handover required from an AMF shall fail the handover if it sees that the target eNB ID included in the handover required is a non-supporting eNB.
This assumes that MME has knowledge of the support of the target eNB in advance. 
[bookmark: _Hlk92380018]In order to avoid tedious configuration between the two nodes, eNBs could report the support of the feature in the S1 Setup Request. Such indication could be realized as follows over S1AP:

[bookmark: _Toc20953660][bookmark: _Toc29390837][bookmark: _Toc36551574][bookmark: _Toc45831793][bookmark: _Toc51762746][bookmark: _Toc64381798][bookmark: _Toc73964316][bookmark: _Toc88646925]9.1.8.4	S1 SETUP REQUEST
This message is sent by the eNB to transfer information for a TNL association.
Direction: eNB  MME
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	Global eNB ID
	M
	
	9.2.1.37
	
	YES
	reject

	eNB Name
	O
	
	PrintableString(SIZE(1..150,…))
	
	YES
	ignore

	UP IP Support
	O
	
	ENUMERATED (true,…)
	
	YES
	ignore



Proposal 2: eNBs to exchange their feature support to MME. 

· Intra-system case
Another similar tricky use case in the case of non-homogeneous deployment is the case where source eNB supports the feature but not the target eNB. Again, according to TS 23.501:
At connected mode mobility from EPS to GERAN/UTRAN or to a part of the EPS that does not support User Plane Integrity Protection, the source E-UTRAN shall ensure that EPS bearers with UP integrity protection of the User Plane Security Enforcement information set to Required are not handed over. 
This case would require also an “horizontal “knowledge i.e. source eNBs should be made aware whether their neighbours support the feature or not. This horizontal learning could also be realized at setup phase by eNBs exchanging their support of the feature in the X2 Setup Request/response. Such indication could be realized as follows over X2AP: 

[bookmark: _Toc20954375][bookmark: _Toc29902379][bookmark: _Toc29906383][bookmark: _Toc36550373][bookmark: _Toc45104123][bookmark: _Toc45227619][bookmark: _Toc45891433][bookmark: _Toc51764075][bookmark: _Toc56528076][bookmark: _Toc64382043][bookmark: _Toc66283618][bookmark: _Toc67910994][bookmark: _Toc73979772][bookmark: _Toc88650496]9.1.2.3	X2 SETUP REQUEST
This message is sent by an eNB to a neighbouring eNB to transfer the initialization information for a TNL association.
Direction: eNB1  eNB2.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.13
	
	YES
	reject

	Global eNB ID
	M
	
	9.2.22
	
	YES
	reject

	UP IP Support
	O
	
	ENUMERATED (true,…)
	
	YES
	ignore



Proposal 3: eNBs to exchange their feature support to neighbour eNBs. 

[bookmark: _Hlk89867507][bookmark: _Hlk89699956]
Conclusion and Proposals
This paper has investigated the RAN3 architecture impacts associated with the EPS UP IP feature considering both deployment with homogeneous feature support and non-homogeneous feature support and both intra-system use cases and inter-system use cases. 

Unless explicit requirements are there, it seems important that operators have the flexibility to deploy homogeneously or non-homogeneously.
We therefore propose to consider this flexible support and ask RAN3 to discuss the following proposals:

Proposal 1: add a Security Indication IE over S1AP associated with E-RAB setup, similar to NGAP encoding and transfer of the Security Indication IE over X2AP at handover, similar to Xn handover.
Proposal 2: eNBs to exchange their feature support to MME. 
Proposal 3: eNBs to exchange their feature support to neighbour eNBs. 
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9.1.2.3	X2 SETUP REQUEST
This message is sent by an eNB to a neighbouring eNB to transfer the initialization information for a TNL association.
Direction: eNB1  eNB2.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.13
	
	YES
	reject

	Global eNB ID
	M
	
	9.2.22
	
	YES
	reject

	Served Cells
	
	1 .. <maxCellineNB>
	
	Complete list of cells served by the eNB
	YES
	reject

	>Served Cell Information
	M
	
	9.2.8
	
	–
	

	>Neighbour Information
	
	0 .. <maxnoofNeighbours>
	
	
	–
	

	>>ECGI
	M
	
	ECGI
9.2.14
	E-UTRAN Cell Global Identifier of the neighbour cell
	–
	

	>>PCI
	M
	
	INTEGER (0..503, …)
	Physical Cell Identifier of the neighbour cell
	–
	

	>>EARFCN
	M
	
	9.2.26
	DL EARFCN for FDD or EARFCN for TDD
	–
	

	>>TAC
	O
	
	OCTET STRING (2)
	Tracking Area Code
	YES
	ignore

	>>EARFCN Extension
	O
	
	9.2.65
	DL EARFCN for FDD or EARFCN for TDD. If this IE is present, the value signalled in the EARFCN IE is ignored.
	YES
	reject

	>NR Neighbour Information
	O
	
	9.2.98
	NR neighbour, capable of performing EN-DC with the served E-UTRA cell
	YES
	ignore

	GU Group Id List
	
	0 .. <maxfPools>
	
	List of all the pools to which the eNB belongs
	GLOBAL
	reject

	>GU Group Id
	M
	
	9.2.20 
	
	-
	

	LHN ID
	O
	
	9.2.83
	
	YES
	ignore

	EPS UP IP Assistance Information
	O
	
	9.2.x
	
	YES
	ignore



	Range bound
	Explanation

	maxCellineNB
	Maximum no. cells that can be served by an eNB. Value is 256.

	maxnoofNeighbours
	Maximum no. of neighbour cells associated to a given served cell. Value is 512.

	maxPools
	Maximum no. of pools an eNB can belong to. Value is 16.



[bookmark: _Toc20954376][bookmark: _Toc29902380][bookmark: _Toc29906384][bookmark: _Toc36550374][bookmark: _Toc45104124][bookmark: _Toc45227620][bookmark: _Toc45891434][bookmark: _Toc51764076][bookmark: _Toc56528077][bookmark: _Toc64382044][bookmark: _Toc66283619][bookmark: _Toc67910995][bookmark: _Toc73979773][bookmark: _Toc88650497]9.1.2.4	X2 SETUP RESPONSE
This message is sent by an eNB to a neighbouring eNB to transfer the initialization information for a TNL association.
Direction: eNB2  eNB1.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.13
	
	YES
	reject

	Global eNB ID
	M
	
	9.2.22
	
	YES
	reject

	Served Cells
	
	1 .. <maxCellineNB>
	
	Complete list of cells served by the eNB
	GLOBAL
	reject

	>Served Cell Information
	M
	
	9.2.8
	
	–
	

	>Neighbour Information
	
	0 .. <maxnoofNeighbours>
	
	
	–
	

	>>ECGI
	M
	
	ECGI
9.2.14
	E-UTRAN Cell Global Identifier of the neighbour cell
	–
	

	>>PCI
	M
	
	INTEGER (0..503, …)
	Physical Cell Identifier of the neighbour cell
	–
	

	>>EARFCN
	M
	
	9.2.26
	DL EARFCN for FDD or EARFCN for TDD
	–
	

	>>TAC
	O
	
	OCTET STRING (2)
	Tracking Area Code
	YES
	ignore

	>>EARFCN Extension
	O
	
	9.2.65
	DL EARFCN for FDD or EARFCN for TDD. If this IE is present, the value signalled in the EARFCN IE is ignored.
	YES
	reject

	>NR Neighbour Information
	O
	
	9.2.98
	NR neighbour, capable of performing EN-DC with the served E-UTRA cell
	YES
	ignore

	GU Group Id List
	
	0 .. <maxPools>
	
	List of all the pools to which the eNB belongs
	GLOBAL
	reject

	>GU Group Id
	M
	
	9.2.20
	
	-
	

	Criticality Diagnostics
	O
	
	9.2.7
	
	YES
	ignore

	LHN ID
	O
	
	9.2.83
	
	YES
	ignore

	EPS UP IP Assistance Information
	O
	
	9.2.x
	
	YES
	ignore



	Range bound
	Explanation

	maxCellineNB
	Maximum no. cells that can be served by an eNB. Value is 256.

	maxnoofNeighbours
	Maximum no. of neighbour cells associated to a given served cell. Value is 512.

	maxPools
	Maximum no. of pools an eNB can belong to. Value is 16.




Not modified

[bookmark: _Toc29991508][bookmark: _Toc36555908][bookmark: _Toc44497630][bookmark: _Toc45108018][bookmark: _Toc45901638][bookmark: _Toc51850718][bookmark: _Toc56693721][bookmark: _Toc64447264][bookmark: _Toc66286758][bookmark: _Toc74151453][bookmark: _Toc88653926]9.2.2.x	EPS UP IP Assistance Information 
The EPS UP IP Assistance Information IE is used by the eNB to determine the operation of EPS UP IP as specified in TS 38.300 [x].
	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	EPS UP IP Support
	O
	
	ENUMERATED (true,…)
	




Not modified

[bookmark: _Toc20954612][bookmark: _Toc29902622][bookmark: _Toc29906626][bookmark: _Toc36550620][bookmark: _Toc45104396][bookmark: _Toc45227892][bookmark: _Toc45891706][bookmark: _Toc51764351][bookmark: _Toc56528353][bookmark: _Toc64382321][bookmark: _Toc66283896][bookmark: _Toc67911272][bookmark: _Toc73980050][bookmark: _Toc88650775][bookmark: _Hlk44084407]9.3.4	PDU Definitions
-- ASN1START
-- **************************************************************
--
-- PDU definitions for X2AP.
--
-- **************************************************************

X2AP-PDU-Contents {
itu-t (0) identified-organization (4) etsi (0) mobileDomain (0) 
eps-Access (21) modules (3) x2ap (2) version1 (1) x2ap-PDU-Contents (1) }

DEFINITIONS AUTOMATIC TAGS ::= 

BEGIN

-- **************************************************************
--
-- IE parameter types from other modules.
--
-- **************************************************************

IMPORTS
	ABSInformation,
	ABS-Status,
	AS-SecurityInformation,
	BearerType,
	Cause,
	CompositeAvailableCapacityGroup,
	Correlation-ID,
	COUNTvalue,
	CellReportingIndicator,
	AerialUEsubscriptionInformation,
	CriticalityDiagnostics,
	CRNTI,
	CSGMembershipStatus,
	CSG-Id,
	DeactivationIndication,
	DL-Forwarding,
	DynamicDLTransmissionInformation, 
	EPS-UPIP-AssistanceInfo,
	E-RABsSubjectToDLDiscarding-List,
	E-RABsSubjectToEarlyStatusTransfer-List,
	ECGI,
	E-RAB-ID,
	E-RAB-Level-QoS-Parameters,
	E-RAB-List,
	EUTRANTraceID,
	GlobalENB-ID,
	GTPtunnelEndpoint,
	GUGroupIDList,


Not modified

	id-CompositeAvailableCapacityGroup,
	id-AerialUEsubscriptionInformation,
	id-CriticalityDiagnostics,
	id-DeactivationIndication,
	id-DynamicDLTransmissionInformation,
	id-EPS-UPIP-AssistanceInfo,
	id-E-RABs-Admitted-Item,
	id-E-RABs-Admitted-List,
	id-E-RABs-NotAdmitted-List,
	id-E-RABs-SubjectToStatusTransfer-List,
	id-E-RABs-SubjectToStatusTransfer-Item,
	id-E-RABs-ToBeSetup-Item,
	id-GlobalENB-ID,
	id-GUGroupIDList,
	id-GUGroupIDToAddList,
	id-GUGroupIDToDeleteList,

Not modified


-- **************************************************************
--
-- X2 SETUP REQUEST
--
-- **************************************************************

X2SetupRequest ::= SEQUENCE {
	protocolIEs		ProtocolIE-Container	{{X2SetupRequest-IEs}},
	...
}

X2SetupRequest-IEs X2AP-PROTOCOL-IES ::= {
	{ ID id-GlobalENB-ID			CRITICALITY reject	TYPE GlobalENB-ID			PRESENCE mandatory}|
	{ ID id-ServedCells				CRITICALITY reject	TYPE ServedCells			PRESENCE mandatory}|
	{ ID id-GUGroupIDList			CRITICALITY reject	TYPE GUGroupIDList			PRESENCE optional}|
	{ ID id-LHN-ID					CRITICALITY ignore	TYPE LHN-ID					PRESENCE optional}|
	{ ID id-EPS-UPIP-AssistanceInfo					CRITICALITY ignore	TYPE EPS-UPIP-AssistanceInfo				PRESENCE optional},
...
}



-- **************************************************************
--
-- X2 SETUP RESPONSE
--
-- **************************************************************

X2SetupResponse ::= SEQUENCE {
	protocolIEs		ProtocolIE-Container	{{X2SetupResponse-IEs}},
	...
}

X2SetupResponse-IEs X2AP-PROTOCOL-IES ::= {
	{ ID id-GlobalENB-ID				CRITICALITY reject	TYPE GlobalENB-ID			PRESENCE mandatory}|
	{ ID id-ServedCells					CRITICALITY reject	TYPE ServedCells			PRESENCE mandatory}|
	{ ID id-GUGroupIDList				CRITICALITY reject	TYPE GUGroupIDList			PRESENCE optional}|
	{ ID id-CriticalityDiagnostics		CRITICALITY ignore	TYPE CriticalityDiagnostics	PRESENCE optional}|
	{ ID id-LHN-ID						CRITICALITY ignore	TYPE LHN-ID					PRESENCE optional}|
	{ ID id-EPS-UPIP-AssistnaceInfo					CRITICALITY ignore	TYPE EPS-UPIP-AssistanceInfo				PRESENCE optional},
	...
}



-- **************************************************************


[bookmark: _Toc20954613][bookmark: _Toc29902623][bookmark: _Toc29906627][bookmark: _Toc36550621][bookmark: _Toc45104397][bookmark: _Toc45227893][bookmark: _Toc45891707][bookmark: _Toc51764352][bookmark: _Toc56528354][bookmark: _Toc64382322][bookmark: _Toc66283897][bookmark: _Toc67911273][bookmark: _Toc73980051][bookmark: _Toc88650776]9.3.5	Information Element definitions
-- ASN1START
-- **************************************************************
--
-- Information Element Definitions
--
-- **************************************************************

X2AP-IEs {
itu-t (0) identified-organization (4) etsi (0) mobileDomain (0) 
eps-Access (21) modules (3) x2ap (2) version1 (1) x2ap-IEs (2) }

DEFINITIONS AUTOMATIC TAGS ::= 

BEGIN

IMPORTS

Not modified

EPLMNs ::= SEQUENCE (SIZE(1..maxnoofEPLMNs)) OF PLMN-Identity

EPS-UPIP-AssistanceInfo ::= SEQUENCE {
	ePS-UPIP-Support		EPS-UPIP-Support,
	iE-Extensions			ProtocolExtensionContainer { {EPS-UPIP-AssistanceInfo-ExtIEs} } OPTIONAL,
	...
}

EPS-UPIP-AssistanceInfo-ExtIEs X2AP-PROTOCOL-EXTENSION ::= {
	...
}

EPS-UPIP-Support ::= ENUMERATED {
	true,
	...
}


ERABActivityNotifyItemList ::= SEQUENCE (SIZE (0..maxnoofBearers)) OF ERABActivityNotifyItem

ERABActivityNotifyItem ::= SEQUENCE {
	e-RAB-ID						E-RAB-ID,
	activityReport					UserPlaneTrafficActivityReport,
	iE-Extensions					ProtocolExtensionContainer { {ERABActivityNotifyItem-ExtIEs} }	OPTIONAL,
	...
}


Not modified

[bookmark: _Toc20954615][bookmark: _Toc29902625][bookmark: _Toc29906629][bookmark: _Toc36550623][bookmark: _Toc45104399][bookmark: _Toc45227895][bookmark: _Toc45891709][bookmark: _Toc51764354][bookmark: _Toc56528356][bookmark: _Toc64382324][bookmark: _Toc66283899][bookmark: _Toc67911275][bookmark: _Toc73980053][bookmark: _Toc88650778]9.3.7	Constant definitions
-- ASN1START
-- **************************************************************
--
-- Constant definitions
--
-- **************************************************************

X2AP-Constants {
itu-t (0) identified-organization (4) etsi (0) mobileDomain (0) 
eps-Access (21) modules (3) x2ap (2) version1 (1) x2ap-Constants (4) }

DEFINITIONS AUTOMATIC TAGS ::= 

BEGIN

Not modified

id-CHO-DC-EarlyDataForwarding												ProtocolIE-ID ::= 407
id-IMSvoiceEPSfallbackfrom5G												ProtocolIE-ID ::= 408
id-AdditionLocationInformation												ProtocolIE-ID ::= 409
id-DirectForwardingPathAvailability											ProtocolIE-ID ::= 410
id-sourceNG-RAN-node-id														ProtocolIE-ID ::= 411
id-EPS-UPIP-AssistanceInfo													ProtocolIE-ID ::= xxx


END
-- ASN1STOP













	- 2 -
