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Discussion on backwards compatibility
A special error case of security policy handling has been highlighted by SA3. At handover, in case of mismatch between the security policy received at HO preparation and the one received at Path Switch, the target gNB must change the security policy by deleting and adding again the DRBs. From the CU-UP perspective, this can be equivalent to an intra-cell HO. Therefore, the BEARER CONTEXT MODIFICATION REQUEST message should be used to convey the new security policy, which is not possible in the current specification.
RAN2 has now confirmed the feasibility of the solution: the reply LS from RAN2 was received in [1]. And the following information was given to RAN3:

In other words, from RAN2’s perspective, enabling/disabling of ciphering or integrity protection of one or multiple DRBs can be achieved within one RRC reconfiguration message indicating release and add of the DRBs. Additionally, in the same RRC reconfiguration message the gNB is not precluded to use reconfigurationWithSync. Furthermore, RAN2 also understands that the intra-cell handover alone is not sufficient for enabling/disabling of ciphering or integrity protection of one or multiple DRBs.

Tdocs 637, 748, 808, 905 propose CRs for release 15 which reuse the existing IE which was marked as “not used” so far and propose to mandate the correction of UP security in case of “UP required” as follows:
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For each PDU session for which the Security Indication IE is included in the PDU Session Resource To Setup List IE or PDU Session Resource To Modify List IE of the BEARER CONTEXT MODIFICATION REQUEST message, and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "required", then the gNB-CU-UP shall perform user plane integrity protection or ciphering, respectively, for the concerned PDU Session. If the gNB-CU-UP cannot perform the user plane integrity protection or ciphering, it shall reject the setup of the PDU Session Resources with an appropriate cause value. 
However, we note that the PDU Session Resource to be Setup List is an asn1 sequence with criticality reject:

PDU-Session-Resource-To-Modify-List
::= SEQUENCE (SIZE(1.. maxnoofPDUSessionResource)) OF PDU-Session-Resource-To-Modify-Item

NG-RAN-BearerContextModificationRequest E1AP-PROTOCOL-IES ::= {


{ ID id-PDU-Session-Resource-To-Setup-Mod-List
CRITICALITY reject
 TYPE PDU-Session-Resource-To-Setup-Mod-List
PRESENCE optional }|


{ ID id-PDU-Session-Resource-To-Modify-List 
CRITICALITY reject
 TYPE PDU-Session-Resource-To-Modify-List

PRESENCE optional }|

{ ID id-PDU-Session-Resource-To-Remove-List

CRITICALITY reject
 TYPE PDU-Session-Resource-To-Remove-List

PRESENCE optional },


...

}
Not modified
PDU-Session-Resource-To-Modify-Item
::=
SEQUENCE {

pDU-Session-ID









PDU-Session-ID,


securityIndication








SecurityIndication





OPTIONAL,


pDU-Session-Resource-DL-AMBR





BitRate








OPTIONAL,


nG-UL-UP-TNL-Information






UP-TNL-Information





OPTIONAL,


pDU-Session-Data-Forwarding-Information-Request

Data-Forwarding-Information-Request

OPTIONAL,


pDU-Session-Data-Forwarding-Information
Data-Forwarding-Information
OPTIONAL,


pDU-Session-Inactivity-Timer





Inactivity-Timer





OPTIONAL,


networkInstance









NetworkInstance






OPTIONAL,

dRB-To-Setup-List-NG-RAN






DRB-To-Setup-List-NG-RAN



OPTIONAL,


dRB-To-Modify-List-NG-RAN






DRB-To-Modify-List-NG-RAN



OPTIONAL,


dRB-To-Remove-List-NG-RAN




DRB-To-Remove-List-NG-RAN

OPTIONAL,


iE-Extensions









ProtocolExtensionContainer
{ { PDU-Session-Resource-To-Modify-Item-ExtIEs } }
OPTIONAL,


...

}

If gNB-CU CP implementing the CR newly sends the Security Indication IE to a gNB-CU UP not supporting the CR, the procedure will be rejected. Sais differently the CR is not backwards compatible. 

Investigation of a backwards compatibility solution

Unless one wants to retrofit all release 15 nodes, it is better to try to find a backwards compatible solution.
In fact a backwards compatible solution would be to add instead of new IE, say from release 16 onwards, named Security Indication Modify IE, associated with the PDU session ID, and with a criticality”ignore”, as we usually do. 
Let us call supporting node a node which supports the R16 CR and a non-supporting node a node which does not support the R16 CR.
If the supporting target CU CP receives a different security policy from AMF at Path Switch the supporting CU CP newly sends a E1 Bearer Context Modification Request message with the new Security Indication Modify IE and there are 2 cases:

Case 1: target CU UP is supporting node
The target CU UP applies the new UP policy i.e. it starts the UP security if “required” is received and security was not started.
Case 2: target CU UP is not supporting node
The CU CP receives in the E1 Bearer Context Modification Response the Security Result IE showing that the CU UP has not changed the UP security policy as expected. The CU CP can re-send a new E1 Bearer Context Modification asking to release the corresponding PDU session which is no longer compliant with the security policy.
Comparison of the solutions

Given that the “Path Switch mismatch” case is going to be very rare error case, it could be accepted that the corresponding PDU session is released as a fallback solution in those nodes which have not implemented the R16 CR, until all nodes actually implement the R16 CR i.e. all nodes are upgraded to Release 16 version 16.9.0 March 2022.
Conclusion and proposal
This paper has reviewed the solutions in tdocs 637, 748, 808, 905 and challenged the backwards compatibility of these R15 CRs.

It has investigated a possible release 16 more backwards compatible solution.

Proposal 1: RAN3 to discuss this backwards compatibility aspect and make a decision.
A more backwards compatible approach in our view is provided in [2].
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