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1 Introduction

CB: # 6_UESecurity_Capability

- Open issue from last meeting, support the capability to send EPS UE Security Capabilities to the eNB in PATH SWITCH REQUEST ACKNOWLEDGE? Qualcomm Incorporated, Huawei, Ericsson, ZTE

- Further stage3 updates needed? Change the reference to NAS 24.301 to a reference to S1AP 36.413? Nok

- Try to close this topic, capture agreements, and provide CRs if agreeable 

(Qualcomm - moderator)

Summary of offline disc R3-220993
2 For the Chairman’s Notes

It is agreed to update the S1AP endorsed CR by:

· adding the EPS UE Security Capabilities to Path Switch Request Acknowledge

· expand IE description to include complete bitmap handling by RAN

R3-221278 is endorsed (revision of R3-220278) with above changes for S1AP, replacing previously endorsed R3-216048.

LS reply to SA3 is sent out as R3-221325 (rev of R3-220279)
To be continued: revise endorsed CRs for Xn/X2/NGAP at RAN3#115 aligning approach with S1AP, along lines discussed at this meeting and as per drafts already worked on (offline coordination advised).
3 Discussion

Introduction:

RAN3 received an LS from SA3 at the last meeting [1], requesting that UE security capabilities be passed without manipulation across all the RAN interfaces (and also those sent from the CN to RAN to be the same as those in NAS), irrespective of whether the CN or RAN node understands the specific capability.

In RAN3#114, CRs were endorsed for a range of specifications i.e., 38.300, 36.300, 37.340, 38.413, 38.423, 36.413, 36.423 [2-8].

It was also requested that RAN3 further considers making support even more future proof by ensuring that, within RAN, the full bitmap is preserved (i.e. 16-bit including bits that cannot even have equivalent in NAS today).

At this meeting we have several CRs for this issue [11, 13, 14, 16], but effectively there are two solutions proposed. The following addresses these two solutions.

3.1 Solution 1: Path Switch Request Acknowledge

This solution is proposed in the discussions of [10, 15] and S1AP CRs in [11, 16]. The rationale is as follows:

· If in future bits 9-16 are given a meaning in terms of UE capabilities, e.g. in rel X, and sent from CN, then indeed they could be lost after these bits are received by a rel X-1 node.

· However already today this could be the case for pre-rel17 nodes for any capabilities defined in rel-17 or later

· A simple solution is to enable the MME to restore the full IE at Path Switch Acknowledge, since this is already supported for 5GS, and also for NE UE Security Capabilities in EPS, and also agreed by SA3 at their last meeting, which addresses all current and future legacy issues in RAN.

From the moderator’s perspective, this change should be supported anyway as it is in SA3 specification, but we can consider if there are any issues, and also if any concerns remain for the use case.

Q1: Please state if you support agreeing this change (adding EPS UE Security Capabilities to Path Switch Request Acknowledge), and also provide comments or concerns if any.

	Company
	Comment

	Vodafone
	Agree – we should do this change to path switch ack irresepective of what we do with respect to Q2.

	Ericsson
	Agree. It will solve the “future-proof” issue and also implement the changes needed for SA3 CR

	Nokia
	OK

	Huawei
	OK, to align with SA3

	ZTE
	OK.

	Qualcomm
	Agree


	Moderator’s summary: there is consensus to add the EPS UE Security Capabilities to Path Switch Request Acknowledge


3.2 Solution 2: changing X2/Xn text to handle full bitmap

In [13,14], there is another solution which consists of 

· Changing reference from NAS to S1/NGAP

· Changing the semantics of the bitmap so that the full sixteen bits are referred to S1/NGAP rather than NAS

As an initial comment, the moderator notes that there may be a rationale for modifying the current text “The Security Capabilities received from NAS signaling shall not be modified or truncated when forwarded to other eNBs” in X2/Xn, but perhaps a better option would be to remove the text in italics and also to refer to stage 2 since anyway the IE can be received in multiple interfaces (from the perspective of X2/Xn handling). For example:

The UE Security Capabilities IE defines the supported algorithms for encryption and integrity protection in the UE. The contents of this IE shall not be modified or truncated when forwarded to other eNBs, as specified in [depends on system].
Regarding the semantics change, the moderator has no strong view, but notes that in handover use cases, the RAN node does not anyway receive the IE from S1AP, so the reference is equally remote.

The moderator also notes that this solution does not handle pre-rel17 RAN nodes, but aims to ensure that a new node receives the information at preparation rather than path switch (i.e. in scenario of rel-21 being prepared by rel-18).

Q2: Please state if you support the changes proposed in [13,14], and provide any relevant comments (including on the moderator’s suggestion above). 

	Company
	Comment

	Vodafone
	a) Yes, support the updates in R3-220607/8 [13],[14].

b) In XnAP (doc 608), is the existing semantics description incorrect/misaligned with the “IE Type” column, i.e. is algorithm nea1-128 signalled on the first or 2nd bit? (at least 608 leaves the meaning of bit 0 undefined.)

	Ericsson
	The rationale behind the “received from NAS signaling” text is that the NAS signaling should be the reference for all interfaces, independently on the interface used for the transfer of the capabilities. It is also true that in case of subsequent X2/Xn HOs, the RAN node has received the capabilities via X2/Xn interface. Therefore, the proposed change is not correct.
No strong view on the semantics, but if we agree solution 1 (at least to cover SA3 CR), then the change is not needed, and may bring some complexity/ambiguity (see moderator’s comments). 

	Nokia
	When propagating over Xn/X2 the source eNB/gNB doesn’t know what is NAS. It just cares about what it has received over S1AP/NGAP or X2AP/XnAP previously. Otherwise, the CR is not testable.

Therefore, the current X2AP/XnAP CRs are technically incorrect without the changes proposed in [13,14]. We note the point of Qualcomm that [13,14] need to be revised to consider not only receiving from S1/NG but also from X2/Xn. We can provide the update.

Please note that this is independent from Q1 solution 1 and the SA3 CR, so it is not like 2 solutions proposed for same problem!



	Huawei
	About the “received from NAS signaling” text, we think the essence or rational is clear: no modification or truncation from the UE security capabilities provided by UE NAS when forwarded. From this point, we don’t see the need to remove it.

About the semantic descriptions, no strong view, but we prefer to refer to SA3 spec, since the UE Security Capabilities may come from the neighbor eNBs also. 

	ZTE
	Considering that the Security Capabilities may also come from other eNB/gNB(e.g. not alway from NGAP), we think a general description for the parameter is enough.

For the Semantics Description, we also have no strong opinion, it should be align with SA3 spec.

	Qualcomm
	First a general description of the IE is enough as mentioned by the moderator.
Regarding semantics, we understand the intention of [13,14]. But the semantics can be seen as how you would interpret (i.e. don’t read literally the “are mapped”, the eNB is not doing any mapping), not how you store as this is now defined in stage 2 AND also in the IE definition (and if we really wanted to, it should be in the procedural text, I tried this but it gets too heavy). At most we suggest changing “are mapped from” to “correspond to”. 
One other note: the semantics approach in the end is somewhat self-defeating because the bit string is extendable. So now we have the issue of what happens when we extend, etc etc.

Finally, one option is to add references to 36/38.300 in the procedural text e.g.
“store this information in the UE context as specified in TS 36.300” etc.

Overall we also note that all this effort does not fix the issue of legacy nodes, where we have to rely on path switch; plus this is not a problem in 5GS, for the same reason.


	Moderator’s summary: No consensus on the proposals. 

Regarding details:

· Some companies (though not all) accept that the IE description text could be improved e.g. mention of “no truncation from NAS” in the X2/Xn specification could be questioned, but think the proposed change is incorrect

· Most companies do not support the semantics change

· One company raised the issue of the undefined first in XnAP (due to the shift)

· It is not clear that there is a consensus to specify the   


3.3 Reply LS

For now the moderator would just like to confirm that companies are agreeable to send a reply LS at this meeting, assuming that the above discussion converges. 

Q3: Do you agree to send a reply LS at this meeting, assuming the above discussion converges?

	Company
	Comment

	Vodafone
	OK

	Ericsson
	Yes

	Nokia
	OK if we can converge.

	Huawei
	OK

	ZTE
	OK

	Qualcomm
	Yes


	Moderator’s summary: We can work on the assumption that an LS will be sent out, we can try to revise [12] depending on the outcome of the CB.


3.4 Other issues 

Please feel free to add any issues or aspects missing from the above.

	Company
	Comment

	
	

	
	

	
	


4 Second round

Here we focus on the stage 3 CRs and the various issues brought up by [13,14] and associated discussions in section 3.2.

One first point to clarify is what level of solution companies prefer to achieve future proofness, e.g.:

View 1: No further change needed: with the path switch change, handling of pre-rel 17 nodes and also future nodes not supporting bits 9-16 is fixed even in S1AP.

View 2: In spite of the path switch change, we should ensure that the specification is clear that the 16-bit bitmaps are passed, and this is not yet clear enough.
Q2-1: Which level (“view”) of solution would you prefer, and why?

	Company
	Comment

	Qualcomm
	Our starting point is view 1, and this works in all scenarios with some inefficiency (possible need for reconfiguration after path switch in some cases) but we have no issue with view 2 as long as a consensus can be built around workable changes in the specs.

	Ericsson
	View 1. Change is anyhow needed to match SA3 CR, and will work in all scenarios

	Huawei
	Slightly prefer View 1. Then we can visit it in future if SA3 makes any progress. 

	
	

	
	


To help to move the discussion, the moderator has placed potential CR revisions for all four APs in the folder (titled “CR revisions”). These try to address some of the issues brought up so far by the discussion on [13,14] e.g.

· Add/revise the text in the IE definition header, so it does not refer to NAS in X2/Xn, but also generally covers the expected behaviour in all interfaces for all use cases (store and forward full bitmap) – for example even in S1/NG the e/gNB sends the capabilities. 

· Add a note in XnAP stating that there is a 1-bit circular shift between the bitmaps of XnAP and NGAP (so this is explicit and no contradiction with keeping the full bitmap)

· Replace in X2/Xn “are mapped from” by “correspond to”, to avoid any confusions

This is provided as a possible way forward with option 2 since the changes in [13,14] were not agreed.

Q2-2: Regardless of your preference, do you have any comments on the changes provided in the drafts? In particular if your preference is “View 1”, could something like this be acceptable (with any changes as needed)?
	Company
	Comment

	Qualcomm
	At least some changes in the IE headers seems to make sense.

	Ericsson
	The 2 first changes listed above are ok.

For the third one, it seems that the actual semantics text (i.e. with no CR) is enough, but no strong view if other companies think it will bring additional clarity

	Huawei
	Fine to us.
A minor comment about the S1/NG CR below, since the Security Capabilities may be carried in the PATH SWITCH REQUEST message for MME/AMF’s check. 

“The Security Capabilities received from NAS signaling shall not be modified or truncated when forwarded to other nodes”

	
	

	
	


5 Conclusion, Recommendations [if needed]

If needed
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