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1. Introduction
RAN3#113-e meeting discussed the security indication in the modification procedure over E1 interface in [1], but agreed to first check with RAN2 with the LS in [2]. 
· Send a LS to RAN2 to confirm whether the enabling/disabling of ciphering or integrity protection of one or multiple DRBs can be achieved by intra-cell handover within one RRC reconfiguration message.
Last RAN2-116-e meeting replied to RAN3 about the question on the UP security policy update, with the following contents in [2]. 
	RAN2 would like to thank RAN3 for the LS on the UP security policy updated by intra-cell handover. 
RAN2 has discussed the question raised in LS and would like to inform RAN3 that:

According to TS 38.331, “Ciphering and integrity protection can be enabled or disabled for a DRB. The enabling/disabling of ciphering or integrity protection can be changed only by releasing and adding the DRB.” Furthermore, still according to TS 38.331, “The integrity protection and ciphering algorithms can only be changed with reconfiguration with sync.”

Both can be achieved with one RRC reconfiguration message. However, in the former case (enabling/disabling of ciphering or integrity protection), whether to carry reconfigurationWithSync is up to the gNB implementation.

In other words, from RAN2’s perspective, enabling/disabling of ciphering or integrity protection of one or multiple DRBs can be achieved within one RRC reconfiguration message indicating release and add of the DRBs. Additionally, in the same RRC reconfiguration message the gNB is not precluded to use reconfigurationWithSync. Furthermore, RAN2 also understands that the intra-cell handover alone is not sufficient for enabling/disabling of ciphering or integrity protection of one or multiple DRBs.


The contribution continues the discussion, and provides the corresponding CR. 
2. Discussion
As described in section 6.1.1 of TS 33.501 (also cited in the summary paper [3]), for Xn based handover, the SMF may provide the locally stored UE’s UP security policy to the target gNB in the Path Switch Request Acknowledge message, if any mismatch happens from the one received in the Path Switch Request message. Note that this is already supported by the current NGAP specification. 
Below provides analysis for E1 and NG interface respectively. 
2.1 E1 impact for CU-CP/CU-UP split case
As indicated in the RAN2 reply LS, the enabling/disabling of the ciphering and integrity protection can be changed only by releasing and adding the DRB, optionally with the reconfigurationWithSync. When the CU-CP receives the Security Indication IE in the Path Switch Request Acknowledge message, it should send the Bearer Context Modification Request message to update the security indication for the existing PDU session(s). 
Observation: Over E1, for those already setup PDU session(s), the security indication may be changed by the CU-CP, and all DRBs belonging to this PDU session(s) are released and added. 

Specifically, in the PDU Session Resource To Modify List IE contained in the Bearer Context Modification Request message
· The semantic descriptions for Security Indication should be removed, so that the Security Indication could be updated. 
· The procedure texts should be added for the Security Indication IE included in the PDU Session Resource To Modify List IE.
· All DRBs belonging to the same PDU session are removed and added. 
· The security result could be reported in the in the PDU Session Resource Modified List, which is already supported. 
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	PDU Session Resource To Modify Item
	
	1..<maxnoofPDUSessionResource>
	
	
	-
	-

	>PDU Session ID 
	M
	
	9.3.1.21
	
	-
	-

	>Security Indication 
	O
	
	9.3.1.23
	This IE is not used in this release.
	-
	-

	>PDU Session Resource DL Aggregate Maximum Bit Rate
	O
	
	Bit Rate 9.3.1.20
	
	-
	-

	>NG UL UP Transport Layer Information
	O
	
	UP Transport Layer Information

9.3.2.1
	
	-
	-

	>PDU Session Data Forwarding Information Request
	O
	
	Data Forwarding Information Request 

9.3.2.5
	Requesting forwarding information from the target gNB-CU-UP.
	-
	-

	>PDU Session Data Forwarding Information
	O
	
	Data Forwarding Information 

9.3.2.6
	Providing forwarding information to the source gNB-CU-UP.
	-
	-

	>PDU Session Inactivity Timer
	O
	
	Inactivity Timer 

9.3.1.54
	Included if the Activity Notification Level is set to PDU Session.
	-
	-

	>Network Instance
	O
	
	9.3.1.62
	This IE is ignored if the Common Network Instance IE is included.
	YES
	ignore

	>Common Network Instance
	O
	
	9.3.1.66
	
	YES
	ignore

	>DRB To Setup List
	
	0..1
	
	
	-
	-

	>>DRB To Setup Item 
	
	1..<maxnoofDRBs>
	
	
	-
	-

	<<Skipped>>
	
	
	
	
	
	

	>DRB To Modify List
	
	0.. 1
	
	
	-
	-

	<<Skipped>>
	
	
	
	
	
	-

	>DRB To Remove List
	
	0.. 1
	
	
	-
	-

	<<Skipped>>
	
	
	
	
	
	


Proposal 1: Correct the semantics descriptions of the Security Indication IE included in the PDU Session Resource To Modify List IE, so that the security indication can be updated for the existing PDU sessions. 

Proposal 2: Add the procedure texts for the Security Indication IE included in the PDU Session Resource To Modify List IE. 
2.2 Xn impact for MR-DC
As observed from section 10.7.2 in TS 37.340 below, the MR-DC may be setup already, then the target MN triggers the path switch request procedure. 
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Figure 10.7.2-1: Inter-MN handover with/without MN initiated SN change procedure

Then when the MN receives the updated security indication in the Path Switch Request Acknowledge message, it should send the update to the SN, in the SN modify request message. 
However, as indicated below, the security indication is only included in the PDU Session Resource Setup Info – SN terminated for those PDU sessions to be setup. While for those PDU sessions to be modified, the security indication is still missing, thus it should be included in the PDU Session Resource Modification Info – SN terminated IE.  
Specifically, 

· The MN includes the security indication in the PDU Session Resource Modification Info – SN terminated IE contained in the S-NODE MODIFICATION REQUEST message. 

· The SN may perform DRB release and add for SN terminated bearers belonging to the same PDU session, in the PDU Session Resource Modification Response Info – SN terminated IE contained S-NODE MODIFICATION REQUEST ACKNOWLEDGE message. 
· Meanwhile, the SN includes the security result in the PDU Session Resource Modification Response Info – SN terminated IE contained S-NODE MODIFICATION REQUEST ACKNOWLEDGE message. 

Proposal 3: For TS 38.423, add the security indication in the PDU Session Resource Modification Info – SN terminated IE in the SN modify request message, and the security result in the PDU Session Resource Modification Response Info – SN terminated IE in the SN modification request acknowledge message. 
The CRs for TS 38.423 are provided in the [4, 5]. 

3. Conclusion
Based on the discussion in this paper, we propose the following:
Proposal 1: Correct the semantics descriptions of the Security Indication IE included in the PDU Session Resource To Modify List IE, so that the security indication can be updated for the existing PDU sessions. 

Proposal 2: Add the procedure texts for the Security Indication IE included in the PDU Session Resource To Modify List IE. 

Proposal 3: For TS 38.423, add the security indication in the PDU Session Resource Modification Info – SN terminated IE in the SN modify request message, and the security result in the PDU Session Resource Modification Response Info – SN terminated IE in the SN modification request acknowledge message. 
The corresponding CR for TS 38.423 is provided in [4] [5].
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