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The purpose of the E-RAB Setup procedure is to assign resources on Uu and S1 for one or several E-RABs and to setup corresponding Data Radio Bearers for a given UE. The procedure uses UE-associated signalling.
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Figure 8.2.1.2-1: E-RAB Setup procedure. Successful operation.
The MME initiates the procedure by sending an E-RAB SETUP REQUEST message to the eNB. 
-	The E-RAB SETUP REQUEST message shall contain the information required by the eNB to build the E-RAB configuration consisting of at least one E-RAB and for each E-RAB to setup include an E-RAB to be Setup Item IE. 
<Unchanged Text Omitted>
The eNB shall establish or modify the resources according to the values of the Allocation and Retention Priority IE (priority level and pre-emption indicators) and the resource situation as follows:
-	The eNB shall consider the priority level of the requested E-RAB, when deciding on the resource allocation.
-	The priority levels and the pre-emption indicators may (individually or in combination) be used to determine whether the E-RAB setup has to be performed unconditionally and immediately. If the requested E-RAB is marked as “may trigger pre-emption” and the resource situation requires so, the eNB may trigger the pre-emption procedure which may then cause the forced release of a lower priority E-RAB which is marked as “pre-emptable”. Whilst the process and the extent of the pre-emption procedure are operator-dependent, the pre-emption indicators shall be treated as follows:
1.	The values of the last received Pre-emption Vulnerability IE and Priority Level IE shall prevail.
2.	If the Pre-emption Capability IE is set to “may trigger pre-emption”, then this allocation request may trigger the pre-emption procedure.
3.	If the Pre-emption Capability IE is set to “shall not trigger pre-emption”, then this allocation request shall not trigger the pre-emption procedure.
4.	If the Pre-emption Vulnerability IE is set to “pre-emptable”, then this E-RAB shall be included in the pre-emption process.
5.	If the Pre-emption Vulnerability IE is set to “not pre-emptable”, then this E-RAB shall not be included in the pre-emption process.
6.	If the Priority Level IE is set to “no priority” the given values for the Pre-emption Capability IE and Pre-emption Vulnerability IE shall not be considered. Instead the values “shall not trigger pre-emption” and “not pre-emptable” shall prevail.
-	The E-UTRAN pre-emption process shall keep the following rules:
1.	E-UTRAN shall only pre‑empt E-RABs with lower priority, in ascending order of priority.
2.	The pre-emption may be done for E-RABs belonging to the same UE or to other UEs.
The eNB shall report to the MME, in the E-RAB SETUP RESPONSE message, the result for all the requested E-RABs.
-	A list of E-RABs which are successfully established shall be included in the E-RAB Setup List IE.
-	A list of E-RABs which failed to be established, if any, shall be included in the E-RAB Failed to Setup List IE. 
For each E-RAB for which the User Plane Integrity Protection Policy IE is included in the E-RAB To Be Setup Item IEs IE of the E-RAB SETUP REQUEST message, and the stored EIA7 bit in the Integrity Protection Algorithms IE contained in UE Security Capabilities IE is equal to 1: 
-	if the User Plane Integrity Protection Policy IE is set to "required", the eNB shall, if supported, perform user plane integrity protection for the concerned E-RAB as specified in TS 33.401 [15].
-	if the User Plane Integrity Protection Policy IE is set to "preferred", the eNB should perform user plane integrity protection for the concerned E-RAB as specified in TS 33.401 [15].
-	if the User Plane Integrity Protection Policy IE is set to "not needed", the eNB shall not perform user plane integrity protection for the concerned E-RAB.
-	The eNB shall, if supported, notify whether it performed the user plane integrity protection by including the User Plane Integrity Protection Result IE of the E-RAB SETUP RESPONSE message
For each E-RAB for which the User Plane Integrity Protection Policy IE is not included in the E-RAB To Be Setup Item IEs IE of the E-RAB SETUP REQUEST message, while the stored EIA7 bit in the Integrity Protection Algorithms IE contained in UE Security Capabilities IE is equal to 1, the eNB shall, if supported, perform user plane integrity protection for the concerned E-RAB according to the locally preconfigured policy as specified in TS 33.401 [15].
If the User Plane Integrity Protection Result IE is included in the E-RAB to Setup Item IE in the E-RAB SETUP RESPONSE message, it shall be considered by the MME as the security status of the E-RAB.
<Unchanged Text Omitted>
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8.2.4	E-RAB Modification Indication
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The purpose of the E-RAB Modification Indication procedure is to enable the eNB to request modifications of already established E-RABs for a given UE. The procedure uses UE-associated signalling.
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Figure 8.2.4.2-1: E-RAB Modification Indication procedure. Successful operation.
The eNB initiates the procedure by sending an E-RAB MODIFICATION INDICATION message to the MME.
The Transport Layer Address IE and DL GTP TEID IE included in the E-RAB To Be Modified Item IEs IE in the E-RAB MODIFICATION INDICATON message shall be considered by the MME as the new DL address of the E-RABs. The Transport Layer Address IE and DL GTP TEID IE included in the E-RAB Not To Be Modified Item IEs IE in the E-RAB MODIFICATION INDICATION message shall be considered by the MME as the E-RABs with unchanged DL address
If the Secondary RAT Usage Report List IE is included in the E-RAB MODIFICATION INDICATION message, the MME shall handle this information as specified in TS 23.401 [11].
The E-RAB MODIFICATION CONFIRM message shall contain the result for all the E-RABs that were requested to be modified according to the E-RAB To Be Modified Item IEs IE of the E-RAB MODIFICATION INDICATION message as follows:
-	A list of E-RABs which are successfully modified shall be included in the E-RAB Modify List IE.
-	A list of E-RABs which failed to be modified, if any, shall be included in the E-RAB Failed to Modify List IE.
-	A list of E-RABs which are to be released, if any, shall be included in the E-RAB To Be Released List IE.
If the E-RAB Failed to Modify List IE is received in the E-RAB MODIFICATION CONFIRM message, the eNB shall either
-	release all corresponding E-UTRA and E-UTRAN resources for the concerned E-RAB or
-	keep the previous transport information before sending the E-RAB MODIFICATION INDICATION message unchanged for the concerned E-RAB.
If the E-RAB To Be Released List IE is received in the E-RAB MODIFICATION CONFIRM message, the eNB shall release all corresponding E-UTRA and E-UTRAN resources for the concerned E-RAB.
If the CSG Membership Info IE is included in the E-RAB MODIFICATION INDICATION message, the MME shall use the information for CSG membership verification as specified in TS 36.300 [14] and provide the result of the membership verification in the CSG Membership Status IE contained in the E-RAB MODIFICATION CONFIRM message.
If PLMN Identity IE is received in the CSG Membership Info IE in the E-RAB MODIFICATION INDICATION message, the MME shall use it for CSG membership verification as specified in TS 36.300 [14].
When the MME reports unsuccessful modification of an E-RAB, the cause value should be precise enough to enable the eNB to know the reason for an unsuccessful modification.
If the Tunnel Information for BBF IE is received in the E-RAB MODIFICATION INDICATION message, the MME shall, if supported, use it in the core network as specified in TS 23.139 [37].
If the User Location Information IE is included in the E-RAB MODIFICATION INDICATION message, the MME shall handle this information as specified in TS 23.401 [11].
If the User Plane Integrity Protection Result IE is included in the E-RAB to Be Modified Item IE in the E-RAB MODIFICATION INDICATION message, it shall be considered by the MME as the new security status of the E-RAB.
<Unchanged Text Omitted>
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The purpose of the Initial Context Setup procedure is to establish the necessary overall initial UE Context including E-RAB context, the Security Key, Handover Restriction List, UE Radio capability and UE Security Capabilities etc. The procedure uses UE-associated signalling.
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Figure 8.3.1.2-1: Initial Context Setup procedure. Successful operation.
<Unchanged Text Omitted>

If the UE Radio Capability ID IE is included in the INITIAL CONTEXT SETUP REQUEST message, the eNB shall, if supported, use it as defined in TS 23.401 [11].
For each E-RAB for which the User Plane Integrity Protection Policy IE is contained in the INITIAL CONTEXT SETUP REQUEST message, the eNB shall, if supported, behave the same as defined in the E-RAB Setup procedure for the concerned E-RAB based on the User Plane Integrity Protection Policy IE.
For each E-RAB for which the User Plane Integrity Protection Policy IE is not included in the E-RAB MODIFY REQUEST message while the EIA7 bit in the Integrity Protection Algorithms IE contained in UE Security Capabilities IE is equal to 1, the eNB shall, if supported, perform user plane integrity protection for the concerned E-RAB according to the locally preconfigured policy as specified in TS 33.401 [15].
If the User Plane Integrity Protection Result IE is included in the E-RAB to Setup Item IE in the HANDOVER REQUEST ACKNOWLEDGE message, it shall be considered by the MME as the new security status of the E-RAB.
The eNB shall report to the MME, in the INITIAL CONTEXT SETUP RESPONSE message, the successful establishment of the security procedures with the UE, and, the result for all the requested E-RABs in the following way:
-	A list of E-RABs which are successfully established shall be included in the E-RAB Setup List IE
-	A list of E-RABs which failed to be established shall be included in the E-RAB Failed to Setup List IE.
When the eNB reports the unsuccessful establishment of an E-RAB, the cause value should be precise enough to enable the MME to know the reason for the unsuccessful establishment, e.g., “Radio resources not available”, “Failure in the Radio Interface Procedure”.
After sending the INITIAL CONTEXT SETUP RESPONSE message, the procedure is terminated in the eNB.
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<Unchanged Text Omitted>
8.4.2	Handover Resource Allocation
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The purpose of the Handover Resource Allocation procedure is to reserve resources at the target eNB for the handover of a UE.
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Figure 8.4.2.2-1: Handover resource allocation: successful operation
<Unchanged Text Omitted>

If the UE Radio Capability ID IE is included in the HANDOVER REQUEST message, the eNB shall, if supported, use it as defined in TS 23.401 [11].
[bookmark: _Hlk34125072]If the DAPS Request Information IE is included for an E-RAB in the Source eNB to Target eNB Transparent Container IE within the HANDOVER REQUEST message, the target eNB shall consider that the request concerns a DAPS Handover for that E-RAB, as described in TS 36.300 [14]. The target eNB shall include the DAPS Response information List IE in the Target eNB to Source eNB Transparent Container IE within the HANDOVER REQUEST ACKNOWLEDGE message, containing the DAPS Response Information IE for each E-RAB requested to be configured with DAPS Handover.
[bookmark: _Toc20953427][bookmark: _Toc29390604][bookmark: _Toc36551341][bookmark: _Toc45831538][bookmark: _Toc51762491][bookmark: _Toc64381543]If the IMS voice EPS fallback from 5G IE is included in the Source eNB to Target eNB Transparent Container IE within the HANDOVER REQUEST message, the target eNB shall, if supported, store the information in the UE context and consider that the UE is handed over from NG-RAN to E-UTRAN due to an IMS voice fallback.
For each E-RAB for which the User Plane Integrity Protection Policy IE is included and the EIA7 bit in the Integrity Protection Algorithms IE contained in UE Security Capabilities IE is equal to 1 in the HANDOVER REQUEST message, the eNB shall, if supported, behave as defined in the E-RAB Setup procedure for the concerned E-RAB.
For each E-RAB for which the User Plane Integrity Protection Policy IE is not included in the HANDOVER REQUEST message but is included in Source eNB to Target eNB Transparent Container IE within the HANDOVER REQUEST message, and the EIA7 bit in the Integrity Protection Algorithms IE contained in UE Security Capabilities IE is equal to 1 in the HANDOVER REQUEST message, the eNB shall, if supported, perform user plane integrity protection for the concerned E-RAB according to the received User Plane Integrity Protection Policy as specified in TS 33.401 [15].
For each E-RAB for which the User Plane Integrity Protection Policy IE is not included in the HANDOVER REQUEST message while the stored EIA7 bit in the Integrity Protection Algorithms IE contained in UE Security Capabilities IE is equal to 1, the eNB shall, if supported, perform user plane integrity protection for the concerned E-RAB according to the locally preconfigured policy as specified in TS 33.401 [15]. If the User Plane Integrity Protection Result IE is included in the E-RAB to Admitted Item IE in the HANDOVER REQUEST ACKNOWLEDGE message, it shall be considered by the MME as the security status of the E-RAB.
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<Unchanged Text Omitted>
8.4.4	Path Switch Request
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The purpose of the Path Switch Request procedure is to establish a UE associated signalling connection to the EPC and, if applicable, to request the switch of a downlink GTP tunnel towards a new GTP tunnel endpoint.
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Figure 8.4.4.2-1: Path switch request: successful operation
<Unchanged Text Omitted>
If information on the UE’s NR security capabilities is available at the eNB (see TS 33.401 [15]) the eNB shall include the NR UE Security Capabilities IE within the PATH SWITCH REQUEST message.
[bookmark: _Hlk499867889]If the NR UE Security Capabilities IE is included in the PATH SWITCH REQUEST message, the MME shall, if supported, consider that the eNB has stored the respective information in the UE context, and proceed as defined in TS 33.401 [15].
If the information on the UE’s User Plane Integrity Protection Policy is available while the stored EIA7 bit in the Integrity Protection Algorithms IE contained in UE Security Capabilities IE is equal to 1 at the eNB (see TS 33.401 [15]), the eNB shall, if supported, include the received User Plane Integrity Protection Policy IE and User Plane Integrity Protection Result IE in the User Plane Security Information IE within the PATH SWITCH REQUEST message. 
If the information on the UE’s User Plane Integrity Protection Policy is not available while the stored EIA7 bit in the Integrity Protection Algorithms IE contained in UE Security Capabilities IE is equal to 1 at the eNB (see TS 33.401 [15]), the eNB shall, if supported, include the locally preconfigured User Plane Integrity Protection Policy IE and User Plane Integrity Protection Result IE in the User Plane Security Information IE within the PATH SWITCH REQUEST message
For each E-RAB for which the User Plane Security Information IE is included in the E-RABs Switched in Downlink Item IEs IE of the PATH SWITCH REQUEST message, the MME shall behave as specified in TS 33.401 [15] and may send back the User Plane Integrity Protection Policy IE within the E-RABs Switched in Uplink Item IEs IE of the PATH SWITCH REQUEST ACKNOWLEDGE message. The eNB shall proceed as specified in TS 33.401 [15].
<Unchanged Text Omitted>
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This message is sent by the MME and is used to request the eNB to assign resources on Uu and S1 for one or several E-RABs.
Direction: MME  eNB
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	MME UE S1AP ID
	M
	
	9.2.3.3
	
	YES
	reject

	eNB UE S1AP ID
	M
	
	9.2.3.4
	
	YES
	reject

	UE Aggregate Maximum Bit Rate
	O
	
	9.2.1.20
	
	YES
	reject

	E-RAB to be Setup List
	
	1
	
	
	YES
	reject

	>E-RAB To Be Setup Item IEs
	
	1 ..  <maxnoof E-RABs>
	
	
	EACH
	reject

	>>E-RAB ID
	M
	
	9.2.1.2
	
	-
	

	>>E-RAB Level QoS Parameters 
	M
	
	9.2.1.15
	Includes necessary QoS parameters.
	-
	

	>>Transport Layer Address 
	M
	
	9.2.2.1
	
	-
	

	>>GTP-TEID
	M
	
	9.2.2.2
	EPC TEID.
	-
	

	>>NAS-PDU
	M
	
	9.2.3.5
	
	-
	

	>>Correlation ID
	O
	
	9.2.1.80
	
	YES
	ignore

	>>SIPTO Correlation ID
	O
	
	Correlation ID
9.2.1.80
	
	YES
	ignore

	>>Bearer Type
	O
	
	9.2.1.116
	
	YES
	reject

	>>Ethernet Type
	O
	
	9.2.1.147
	
	YES
	ignore

	>>User Plane Integrity Protection Policy
	O
	
	9.2.1.xx1
	
	YES
	ignore



	Range bound
	Explanation

	maxnoofE-RABs
	Maximum no. of E-RAB allowed towards one UE, the maximum value is 256. 
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This message is sent by the eNB and is used to report the outcome of the request from the E-RAB SETUP REQUEST message.
Direction: eNB  MME
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	MME UE S1AP ID
	M
	
	9.2.3.3
	
	YES
	ignore

	eNB UE S1AP ID
	M
	
	9.2.3.4
	
	YES
	ignore

	E-RAB Setup List
	
	0..1
	
	
	YES
	ignore

	>E-RAB Setup Item IEs
	
	1 .. <maxnoof E-RABs>
	
	
	EACH
	ignore

	>>E-RAB ID
	M
	
	
	
	-
	

	>>Transport Layer Address 
	M
	
	9.2.2.1
	
	-
	

	>>GTP-TEID
	M
	
	9.2.2.2
	eNB TEID.
	-
	

	>>User Plane Integrity Protection Result
	O
	
	9.2.1.xx2
	
	YES
	ignore

	E-RAB Failed to Setup List 
	O
	
	E-RAB List 
9.2.1.36
	A value for E-RAB ID shall only be present once in E-RAB Setup List IE and in E-RAB Failed to Setup List IE.
	YES
	ignore

	Criticality Diagnostics
	O
	
	9.2.1.21
	
	YES
	ignore



	Range bound
	Explanation

	maxnoofE-RABs
	Maximum no. of E-RAB allowed towards one UE, the maximum value is 256. 




<Unchanged Text Omitted>
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This message is sent by the eNB and is used to request the MME to apply the indicated modification for one or several E-RABs.
Direction: eNB  MME
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	MME UE S1AP ID
	M
	
	9.2.3.3
	
	YES
	reject

	eNB UE S1AP ID
	M
	
	9.2.3.4
	
	YES
	reject

	E-RAB to be Modified List
	
	1
	
	
	YES
	reject

	>E-RAB to Be Modified Item IEs
	
	1 .. <maxnoofE-RABs>
	
	
	EACH
	reject

	>>E-RAB ID
	M
	
	9.2.1.2
	
	-
	

	>>Transport Layer Address
	M
	
	9.2.2.1
	
	-
	

	>>DL GTP TEID
	M
	
	GTP-TEID
9.2.2.2
	
	-
	

	>>User Plane Integrity Protection Result
	O
	
	9.2.1.xx2
	
	YES
	ignore

	E-RAB not to be Modified List
	
	0..1
	
	
	YES
	reject

	>E-RAB not to Be Modified Item IEs
	
	1 .. <maxnoofE-RABs>
	
	
	EACH
	reject

	>>E-RAB ID
	M
	
	9.2.1.2
	
	-
	

	>>Transport Layer Address
	M
	
	9.2.2.1
	
	-
	

	>>DL GTP TEID
	M
	
	GTP-TEID
9.2.2.2
	
	-
	

	CSG Membership Info
	
	0..1
	
	
	YES
	reject

	>CSG Membership Status
	M
	
	9.2.1.73
	
	-
	

	>CSG Id
	M
	
	9.2.1.62
	
	-
	

	>Cell Access Mode 
	O
	
	9.2.1.74
	
	-
	

	>PLMN Identity
	O
	
	9.2.3.8
	
	-
	

	Tunnel Information for BBF
	O
	
	Tunnel Information 9.2.2.3
	Indicating HeNB’s Local IP Address assigned by the broadband access provider, UDP port Number.
	YES
	ignore

	Secondary RAT Usage Report List
	O
	
	9.2.1.124
	
	Yes
	ignore

	User Location Information
	O
	
	9.2.1.93
	
	Yes
	ignore



	Range bound
	Explanation

	maxnoofE-RABs
	Maximum no. of E-RAB allowed towards one UE, the maximum value is 256.




<Unchanged Text Omitted>
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This message is sent by the MME to request the setup of a UE context.
Direction: MME  eNB
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	MME UE S1AP ID
	M
	
	9.2.3.3
	
	YES
	reject

	eNB UE S1AP ID
	M
	
	9.2.3.4
	
	YES
	reject

	UE Aggregate Maximum Bit Rate
	M
	
	9.2.1.20
	
	YES
	reject

	E-RAB to Be Setup List
	
	1
	
	
	YES
	reject

	>E-RAB to Be Setup Item IEs
	
	1 .. <maxnoofE-RABs>
	
	
	EACH
	reject

	>>E-RAB ID
	M
	
	9.2.1.2
	
	-
	

	>>E-RAB Level QoS Parameters
	M
	
	9.2.1.15
	Includes necessary QoS parameters.
	-
	

	>>Transport Layer Address
	M
	
	9.2.2.1
	
	-
	

	>>GTP-TEID
	M
	
	9.2.2.2
	
	-
	

	>>NAS-PDU
	O
	
	9.2.3.5
	
	-
	

	>>Correlation ID
	O
	
	9.2.1.80
	
	YES
	ignore

	>>SIPTO Correlation ID
	O
	
	Correlation ID
9.2.1.80
	
	YES
	ignore

	>>Bearer Type
	O
	
	9.2.1.116
	
	YES
	reject

	>>Ethernet Type
	O
	
	9.2.1.147
	
	YES
	ignore

	>>User Plane Integrity Protection Policy
	O
	
	9.2.1.xx1
	
	YES
	ignore

	UE Security Capabilities
	M
	
	9.2.1.40
	
	YES
	reject

	Security Key
	M
	
	9.2.1.41
	The KeNB is provided after the key-generation in the MME, see TS 33.401 [15].
	YES
	reject

	Trace Activation
	O
	
	9.2.1.4
	
	YES
	ignore

	Handover Restriction List
	O
	
	9.2.1.22

	
	YES
	ignore

	UE Radio Capability
	O
	
	9.2.1.27
	
	YES
	ignore

	Subscriber Profile ID for RAT/Frequency priority
	O
	
	9.2.1.39
	
	YES
	ignore

	CS Fallback Indicator
	O
	
	9.2.3.21
	
	YES
	reject

	SRVCC Operation Possible
	O
	
	9.2.1.58
	
	YES
	ignore

	CSG Membership Status
	O
	
	9.2.1.73
	
	YES
	ignore

	Registered LAI
	O
	
	9.2.3.1
	
	YES
	ignore

	GUMMEI
	O
	
	9.2.3.9
	This IE indicates the MME serving the UE.
	YES
	ignore

	MME UE S1AP ID 2
	O
	
	9.2.3.3
	This IE indicates the MME UE S1AP ID assigned by the MME.
	YES
	ignore

	Management Based MDT Allowed
	O
	
	9.2.1.83
	
	YES
	ignore

	Management Based MDT PLMN List
	O
	
	MDT PLMN List
9.2.1.89
	
	YES
	ignore

	Additional CS Fallback Indicator
	C-ifCSFBhighpriority
	
	9.2.3.37
	
	YES
	ignore

	Masked IMEISV
	O
	
	9.2.3.38
	
	YES
	ignore

	Expected UE Behaviour
	O
	
	9.2.1.96
	
	YES
	ignore

	ProSe Authorized
	O
	
	9.2.1.99
	
	YES
	ignore

	UE User Plane CIoT Support Indicator
	O
	
	9.2.1.113
	
	YES
	ignore

	V2X Services Authorized
	O
	
	9.2.1.120
	
	YES
	ignore

	UE Sidelink Aggregate Maximum Bit Rate
	O
	
	9.2.1.122
	This IE applies only if the UE is authorized for V2X services.
	YES
	ignore

	Enhanced Coverage Restricted
	O
	
	9.2.1.123
	
	YES
	ignore

	NR UE Security Capabilities
	O
	
	9.2.1.127
	
	YES
	ignore

	CE-mode-B Restricted
	O
	
	9.2.1.129
	
	YES
	ignore

	Aerial UE subscription information
	O
	
	9.2.1.136
	
	YES
	ignore

	Pending Data Indication
	O
	
	9.2.3.55
	
	YES
	ignore

	Subscription Based UE Differentiation Information
	O
	
	9.2.1.140
	
	YES
	ignore

	Additional RRM Policy Index
	O
	
	9.2.1.39a
	
	YES
	ignore

	IAB Authorized
	O
	
	9.2.1.146
	
	YES
	ignore

	NR V2X Services Authorized
	O
	
	9.2.1.148
	
	YES
	ignore

	NR UE Sidelink Aggregate Maximum Bit Rate
	O
	
	9.2.1.149
	This IE applies only if the UE is authorized for NR V2X services.
	YES
	ignore

	PC5 QoS Parameters
	O
	
	9.2.1.150
	This IE applies only if the UE is authorized for NR V2X services.
	YES
	ignore

	UE Radio Capability ID
	O
	
	9.2.1.153
	
	YES
	reject



	Range bound
	Explanation

	maxnoofE-RABs
	Maximum no. of E-RAB allowed towards one UE, the maximum value is 256. 



	Condition
	Explanation

	ifCSFBhighpriority
	This IE shall be present if the CS Fallback Indicator IE is set to “CS Fallback High Priority”.
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This message is sent by the eNB to confirm the setup of a UE context.
Direction: eNB  MME
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	MME UE S1AP ID
	M
	
	9.2.3.3
	
	YES
	ignore

	eNB UE S1AP ID
	M
	
	9.2.3.4
	
	YES
	ignore

	E-RAB Setup List
	
	1
	
	
	YES
	ignore

	>E-RAB Setup Item IEs
	
	1 .. <maxnoofE-RABs>
	
	
	EACH
	ignore

	>>E-RAB ID
	M
	
	9.2.1.2
	
	-
	

	>>Transport Layer Address
	M
	
	9.2.2.1
	
	-
	

	>>GTP-TEID
	M
	
	9.2.2.2
	
	-
	

	>>User Plane Integrity Protection Result
	O
	
	9.2.1.xx2
	
	YES
	ignore

	E-RAB Failed to Setup List
	O
	
	E-RAB List 
9.2.1.36
	A value for E-RAB ID shall only be present once in E-RAB Setup List IE and E-RAB Failed to Setup List IE.
	YES
	ignore

	Criticality Diagnostics
	O
	
	9.2.1.21
	
	YES
	ignore



	Range bound
	Explanation

	maxnoofE-RABs
	Maximum no. of E-RAB allowed towards one UE, the maximum value is 256. 





<Unchanged Text Omitted>
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This message is sent by the MME to the target eNB to request the preparation of resources.
Direction: MME  eNB.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	MME UE S1AP ID
	M
	
	9.2.3.3
	
	YES
	reject

	Handover Type
	M
	
	9.2.1.13
	
	YES
	reject

	Cause
	M
	
	9.2.1.3
	
	YES
	ignore

	UE Aggregate Maximum Bit Rate
	M
	
	9.2.1.20
	
	YES
	reject

	E-RABs To Be Setup List
	
	1
	
	
	YES
	reject

	>E-RABs To Be Setup Item IEs
	
	1 .. <maxnoofE-RABs>
	
	
	EACH
	reject

	>>E-RAB ID 
	M
	
	9.2.1.2
	
	-
	

	>>Transport Layer Address
	M
	
	9.2.2.1
	
	-
	

	>>GTP-TEID
	M
	
	9.2.2.2
	To deliver UL PDUs.
	-
	

	>>E-RAB Level QoS Parameters
	M
	
	9.2.1.15
	Includes necessary QoS parameters.
	-
	

	>>Data Forwarding Not Possible
	O
	
	9.2.1.76
	
	YES
	ignore

	>>Bearer Type
	O
	
	9.2.1.116
	
	YES
	reject

	>>Ethernet Type
	O
	
	9.2.1.147
	
	YES
	ignore

	>>User Plane Integrity Protection Policy
	O
	
	9.2.1.xx1
	
	YES
	ignore

	Source to Target Transparent Container
	M
	
	9.2.1.56
	
	YES
	reject

	UE Security Capabilities
	M
	
	9.2.1.40
	
	YES
	reject

	Handover Restriction List
	O
	
	9.2.1.22
	
	YES
	ignore

	Trace Activation
	O
	
	9.2.1.4
	
	YES
	ignore

	Request Type
	O
	
	9.2.1.34
	
	YES
	ignore

	SRVCC Operation Possible
	O
	
	9.2.1.58
	
	YES
	ignore

	Security Context
	M
	
	9.2.1.26
	
	YES
	reject

	NAS Security Parameters to E-UTRAN
	C-iffromUTRANGERAN
	
	9.2.3.31
	The eNB shall use this IE as specified in TS 33.401 [15].
	YES
	reject

	CSG Id
	O
	
	9.2.1.62
	
	YES
	reject

	CSG Membership Status
	O
	
	9.2.1.73
	
	YES
	ignore

	GUMMEI
	O
	
	9.2.3.9
	This IE indicates the MME serving the UE.
	YES
	ignore

	MME UE S1AP ID 2
	O
	
	9.2.3.3
	This IE indicates the MME UE S1AP ID assigned by the MME.
	YES
	ignore

	Management Based MDT Allowed
	O
	
	9.2.1.83
	
	YES
	ignore

	Management Based MDT PLMN List
	O
	
	MDT PLMN List
9.2.1.89
	
	YES
	ignore

	Masked IMEISV
	O
	
	9.2.3.38
	
	YES
	ignore

	Expected UE Behaviour
	O
	
	9.2.1.96
	
	YES
	ignore

	ProSe Authorized
	O
	
	9.2.1.99
	
	YES
	ignore

	UE User Plane CIoT Support Indicator
	O
	
	9.2.1.113
	
	YES
	ignore

	V2X Services Authorized
	O
	
	9.2.1.120
	
	YES
	ignore

	UE Sidelink Aggregate Maximum Bit Rate
	O
	
	9.2.1.122
	This IE applies only if the UE is authorized for V2X services.
	YES
	ignore

	Enhanced Coverage Restricted
	O
	
	9.2.1.123
	
	YES
	ignore

	NR UE Security Capabilities
	O
	
	9.2.1.127
	
	YES
	ignore

	CE-mode-B Restricted
	O
	
	9.2.1.129
	
	YES
	ignore

	Aerial UE subscription information
	O
	
	9.2.1.136
	
	YES
	ignore

	Pending Data Indication
	O
	
	9.2.3.55
	
	YES
	ignore

	Subscription Based UE Differentiation Information
	O
	
	9.2.1.140
	
	YES
	ignore

	Additional RRM Policy Index
	O
	
	9.2.1.39a
	
	YES
	ignore

	IAB Authorized
	O
	
	9.2.1.146
	
	YES
	reject

	NR V2X Services Authorized
	O
	
	9.2.1.148
	
	YES
	ignore

	NR UE Sidelink Aggregate Maximum Bit Rate
	O
	
	9.2.1.149
	This IE applies only if the UE is authorized for NR V2X services.
	YES
	ignore

	PC5 QoS Parameters
	O
	
	9.2.1.150
	This IE applies only if the UE is authorized for NR V2X services.
	YES
	ignore

	UE Radio Capability ID
	O
	
	9.2.1.153
	
	YES
	reject



	Condition
	Explanation

	C-iffromUTRANGERAN
	This IE shall be present if the Handover Type IE is set to the value “UTRANtoLTE” or “GERANtoLTE”.



	Range bound
	Explanation

	maxnoofE-RABs
	Maximum no. of E-RABs for one UE. Value is 256.



[bookmark: _Toc20953638][bookmark: _Toc29390815][bookmark: _Toc36551552][bookmark: _Toc45831768][bookmark: _Toc51762721][bookmark: _Toc64381773][bookmark: _Toc73964291][bookmark: _Toc81228920]9.1.5.5	HANDOVER REQUEST ACKNOWLEDGE
This message is sent by the target eNB to inform the MME about the prepared resources at the target.
Direction: eNB  MME.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	MME UE S1AP ID
	M
	
	9.2.3.3
	
	YES
	ignore

	eNB UE S1AP ID
	M
	
	9.2.3.4
	Allocated at the target eNB.
	YES
	ignore

	E-RABs Admitted List
	
	1
	
	
	YES
	ignore

	>E-RABs Admitted Item IEs
	
	1 .. <maxnoofE-RABs>
	
	
	EACH
	ignore

	>>E-RAB ID 
	M
	
	9.2.1.2
	
	-
	

	>>Transport Layer Address
	M
	
	9.2.2.1
	
	-
	

	>>GTP-TEID
	M
	
	9.2.2.2
	To deliver DL PDUs.
	-
	

	>>DL Transport Layer Address
	O
	
	9.2.2.1
	
	-
	

	>>DL GTP-TEID
	O
	
	9.2.2.2
	To deliver forwarded DL PDCP SDUs.
	-
	

	>>UL Transport Layer Address
	O
	
	9.2.2.1
	
	-
	

	>>UL GTP-TEID
	O
	
	9.2.2.2
	To deliver forwarded UL PDCP SDUs.
	-
	

	>>User Plane Integrity Protection Result
	O
	
	9.2.1.xx2
	
	YES
	ignore

	E-RABs Failed to Setup List
	O
	
	E-RAB List 
9.2.1.36
	A value for E-RAB ID shall only be present once in E-RABs Admitted List IE and E-RABs Failed to Setup List IE.
	YES
	ignore

	Target to Source Transparent Container
	M
	
	9.2.1.57
	
	YES
	reject

	CSG Id
	O
	
	9.2.1.62
	
	YES
	ignore

	Criticality Diagnostics
	O
	
	9.2.1.21
	
	YES
	ignore

	Cell Access Mode
	O
	
	9.2.1.74
	
	YES
	ignore

	CE-mode-B Support Indicator
	O
	
	9.2.1.118
	
	YES
	ignore



	Range bound
	Explanation

	maxnoofE-RABs
	Maximum no. of E-RABs for one UE. Value is 256.





<Unchanged Text Omitted>
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This message is sent by the eNB to request the MME to switch DL GTP tunnel termination point(s) from one end-point to another.
Direction: eNB  MME.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	eNB UE S1AP ID
	M
	
	9.2.3.4
	
	YES
	reject

	E-RAB To Be Switched in Downlink List
	
	1
	
	
	YES
	reject

	>E-RABs Switched in Downlink Item IEs
	
	1 .. <maxnoofE-RABs>
	
	
	EACH
	reject

	>>E-RAB ID 
	M
	
	9.2.1.2
	
	-
	

	>>Transport Layer address
	M
	
	9.2.2.1
	
	-
	

	>>GTP-TEID
	M
	
	9.2.2.2
	To deliver DL PDUs.
	-
	

	>>User Plane Security Information
	O
	
	9.2.1.xx3
	
	YES
	Ignore

	Source MME UE S1AP ID
	M
	
	9.2.3.3
	
	YES
	reject

	E-UTRAN CGI
	M
	
	9.2.1.38
	
	YES
	ignore

	TAI
	M
	
	9.2.3.16
	
	YES
	ignore

	UE Security Capabilities
	M
	
	9.2.1.40
	
	YES
	ignore

	CSG Id
	O
	
	9.2.1.62
	
	YES
	ignore

	Cell Access Mode
	O
	
	9.2.1.74
	
	YES
	ignore

	Source MME GUMMEI
	O
	
	9.2.3.9
	
	YES
	ignore

	CSG Membership Status
	O
	
	9.2.1.73
	
	YES
	ignore

	Tunnel Information for BBF
	O
	
	Tunnel Information 9.2.2.3
	Indicating HeNB’s Local IP Address assigned by the broadband access provider, UDP port Number.
	YES
	ignore

	LHN ID
	O
	
	9.2.1.92
	
	YES
	ignore

	RRC Resume Cause
	O
	
	RRC Establishment Cause
9.2.1.3a
	
	YES
	ignore

	NR UE Security Capabilities
	O
	
	9.2.1.127
	
	YES
	ignore

	PSCell Information
	O
	
	9.2.1.141
	
	YES
	ignore



	Range bound
	Explanation

	maxnoofE-RABs
	Maximum no. of E-RABs for one UE. Value is 256.
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This message is sent by the MME to inform the eNB that the path switch has been successfully completed in the EPC.
Direction: MME  eNB.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	MME UE S1AP ID
	M
	
	9.2.3.3
	
	YES
	ignore

	eNB UE S1AP ID
	M
	
	9.2.3.4
	
	YES
	ignore

	UE Aggregate Maximum Bit Rate
	O
	
	9.2.1.20
	
	YES
	ignore

	E-RAB To Be Switched in Uplink List
	
	0..1
	
	
	YES
	ignore

	>E-RABs Switched in Uplink Item IEs
	
	1 .. <maxnoofE-RABs>
	
	
	EACH
	ignore

	>>E-RAB ID
	M
	
	9.2.1.2
	
	-
	

	>>Transport Layer Address
	M
	
	9.2.2.1
	
	-
	

	>>GTP-TEID
	M
	
	9.2.2.2
	
	-
	

	>>User Plane Integrity Protection Policy
	O
	
	9.2.1.xx1
	
	YES
	ignore

	E-RAB To Be Released List
	O
	
	E-RAB List 
9.2.1.36
	A value for E-RAB ID shall only be present once in E-RAB To Be Switched in Uplink List IE and E-RAB to Be Released List IE.
	YES
	ignore

	Security Context
	M
	
	9.2.1.26
	One pair of {NCC, NH} is provided.
	YES
	reject

	Criticality Diagnostics
	O
	
	9.2.1.21
	
	YES
	ignore

	MME UE S1AP ID 2
	O
	
	9.2.3.3
	This IE indicates the MME UE S1AP ID assigned by the MME.
	YES
	ignore

	CSG Membership Status
	O
	
	9.2.1.73
	
	YES
	ignore

	ProSe Authorized
	O
	
	9.2.1.99
	
	YES
	ignore

	UE User Plane CIoT Support Indicator
	O
	
	9.2.1.113
	
	YES
	ignore

	V2X Services Authorized
	O
	
	9.2.1.120
	
	YES
	ignore

	UE Sidelink Aggregate Maximum Bit Rate
	O
	
	9.2.1.122
	This IE applies only if the UE is authorized for V2X services.
	YES
	ignore

	Enhanced Coverage Restricted
	O
	
	9.2.1.123
	
	YES
	ignore

	NR UE Security Capabilities
	O
	
	9.2.1.127
	
	YES
	ignore

	CE-mode-B Restricted
	O
	
	9.2.1.129
	
	YES
	ignore

	Aerial UE subscription information
	O
	
	9.2.1.136
	
	YES
	ignore

	Pending Data Indication
	O
	
	9.2.3.55
	
	YES
	ignore

	Subscription Based UE Differentiation Information
	O
	
	9.2.1.140
	
	YES
	ignore

	Handover Restriction List
	O
	
	9.2.1.22
	
	YES
	ignore

	Additional RRM Policy Index
	O
	
	9.2.1.39a
	
	YES
	ignore

	NR V2X Services Authorized
	O
	
	9.2.1.148
	
	YES
	ignore

	NR UE Sidelink Aggregate Maximum Bit Rate
	O
	
	9.2.1.149
	This IE applies only if the UE is authorized for NR V2X services.
	YES
	ignore

	PC5 QoS Parameters
	O
	
	9.2.1.150
	This IE applies only if the UE is authorized for NR V2X services.
	YES
	ignore

	UE Radio Capability ID
	O
	
	9.2.1.153
	
	YES
	reject



	Range bound
	Explanation

	maxnoofE-RABs
	Maximum no. of E-RABs for one UE. Value is 256.
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The purpose of the Cause IE is to indicate the reason for a particular event for the S1AP protocol.
	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	CHOICE Cause Group
	M
	
	
	

	>Radio Network Layer
	
	
	
	

	>>Radio Network Layer Cause 
	M
	
	ENUMERATED
(Unspecified,
TX2RELOCOverall Expiry, 
Successful Handover,
Release due to E-UTRAN Generated Reason, 
Handover Cancelled, Partial Handover, Handover Failure In Target EPC/eNB Or Target System,
Handover Target not allowed,
TS1RELOCoverall Expiry,
TS1RELOCprep Expiry,
Cell not available,
Unknown Target ID,
No Radio Resources Available in Target Cell, Unknown or already allocated MME UE S1AP ID,
Unknown or already allocated eNB UE S1AP ID,
Unknown or inconsistent pair of UE S1AP ID, Handover desirable for radio reasons,
Time critical handover,
Resource optimisation handover,
Reduce load in serving cell, User inactivity,
Radio Connection With UE Lost, Load Balancing TAU Required, CS Fallback Triggered,
UE Not Available For PS Service, Radio resources not available,
Failure in the Radio Interface Procedure, 
Invalid QoS combination, Inter-RAT redirection,
Interaction with other procedure, Unknown E-RAB ID, Multiple E-RAB ID instances, Encryption and/or integrity protection algorithms not supported, S1 intra system Handover triggered, S1 inter system Handover triggered, X2 Handover triggered
…,
Redirection towards 1xRTT,
Not supported QCI value,
invalid CSG Id,
Release due to Pre-Emption,
N26 interface not available, Insufficient UE Capabilities, UP integrity protection not possible)
	

	>Transport Layer
	
	
	
	

	>>Transport Layer Cause
	M
	
	ENUMERATED
(Transport Resource Unavailable,
Unspecified,
…)
	

	>NAS
	
	
	
	

	>>NAS Cause
	M
	
	ENUMERATED (Normal Release,
Authentication failure,
Detach,
Unspecified, 
…,
CSG Subscription Expiry)
	

	>Protocol
	
	
	
	

	>>Protocol Cause
	M
	
	ENUMERATED
(Transfer Syntax Error,
Abstract Syntax Error (Reject),
Abstract Syntax Error (Ignore and Notify),
Message not Compatible with Receiver State,
Semantic Error,
Abstract Syntax Error (Falsely Constructed Message), Unspecified, …)
	

	>Misc
	
	
	
	

	>>Miscellaneous Cause
	M
	
	ENUMERATED
(Control Processing Overload, Not enough User Plane Processing Resources,
Hardware Failure,
O&M Intervention,
Unspecified, Unknown PLMN, …)
	



The meaning of the different cause values is described in the following table. In general, “not supported” cause values indicate that the related capability is missing. On the other hand, “not available” cause values indicate that the related capability is present, but insufficient resources were available to perform the requested action.
	Radio Network Layer cause
	Meaning

	Unspecified
	Sent for radio network layer cause when none of the specified cause values applies.

	TX2RELOCOverall Expiry 
	The timer guarding the handover that takes place over X2 has abnormally expired.

	Successful Handover
	Successful handover.

	Release due to E-UTRAN generated reason
	Release is initiated due to E-UTRAN generated reason.

	Handover Cancelled
	The reason for the action is cancellation of Handover.

	Partial Handover
	Provides a reason for the handover cancellation. The HANDOVER COMMAND message from MME contained E-RABs to Release List IE and the source eNB estimated service continuity for the UE would be better by not proceeding with handover towards this particular target eNB.

	Handover Failure In Target EPC/eNB Or Target System
	The handover failed due to a failure in target EPC/eNB or target system.

	Handover Target not allowed
	Handover to the indicated target cell is not allowed for the UE in question.

	TS1RELOCoverall Expiry
	The reason for the action is expiry of timer TS1RELOCoverall.

	TS1RELOCprep Expiry
	Handover Preparation procedure is cancelled when timer TS1RELOCprep expires.

	Cell not available
	The concerned cell is not available.

	Unknown Target ID
	Handover rejected because the target ID is not known to the EPC.

	No radio resources available in target cell
	Load on target cell is too high.

	Unknown or already allocated MME UE S1AP ID
	The action failed because the MME UE S1AP ID is either unknown, or (for a first message received at the eNB) is known and already allocated to an existing context.

	Unknown or already allocated eNB UE S1AP ID
	The action failed because the eNB UE S1AP ID is either unknown, or (for a first message received at the MME) is known and already allocated to an existing context.

	Unknown or inconsistent pair of UE S1AP ID
	The action failed because both UE S1AP IDs are unknown, or are known but do not define a single UE context.

	Handover Desirable for Radio Reasons
	The reason for requesting handover is radio related.

	Time Critical Handover
	Handover is requested for time critical reason i.e., this cause value is reserved to represent all critical cases where the connection is likely to be dropped if handover is not performed.

	Resource Optimisation Handover
	The reason for requesting handover is to improve the load distribution with the neighbour cells.

	Reduce Load in Serving Cell
	Load on serving cell needs to be reduced. When applied to handover preparation, it indicates the handover is triggered due to load balancing.

	User Inactivity
	The action is requested due to user inactivity on all E-RABs, e.g., S1 is requested to be released in order to optimise the radio resources.

	Radio Connection With UE Lost
	The action is requested due to losing the radio connection to the UE.

	Load Balancing TAU Required
	The action is requested for all load balancing and offload cases in the MME.

	CS Fallback triggered
	The action is due to a CS fallback that has been triggered. When it is included in UE CONTEXT RELEASE REQUEST message, it indicates the PS service suspension is not required in the EPC.

	UE Not Available for PS Service
	The action is requested due to a CS fallback to GERAN that has been triggered.
When it is included in the UE CONTEXT RELEASE REQUEST message, it indicates that the PS service suspension is required in the EPC due to the target GERAN cell or the UE has no DTM capability.

	Radio resources not available
	No requested radio resources are available.

	Invalid QoS combination
	The action was failed because of invalid QoS combination. 

	Inter-RAT Redirection
	The release is requested due to inter-RAT redirection or intra-LTE redirection. When it is included in UE CONTEXT RELEASE REQUEST message, the behaviour of the EPC is specified in TS 23.401 [11].

	Failure in the Radio Interface Procedure
	Radio interface procedure has failed.

	Interaction with other procedure
	The action is due to an ongoing interaction with another procedure.

	Unknown E-RAB ID
	The action failed because the E-RAB ID is unknown in the eNB.

	Multiple E-RAB ID Instances
	The action failed because multiple instance of the same E-RAB had been provided to the eNB.

	Encryption and/or integrity protection algorithms not supported
	The eNB is unable to support any of the encryption and/or integrity protection algorithms supported by the UE.

	S1 Intra system Handover triggered
	The action is due to a S1 intra system handover that has been triggered.

	S1 Inter system Handover triggered
	The action is due to a S1 inter system handover that has been triggered.

	X2 Handover triggered
	The action is due to an X2 handover that has been triggered.

	Redirection towards 1xRTT
	The release of the UE-associated logical S1 connection is requested due to redirection towards a 1xRTT system e.g., CS fallback to 1xRTT, or SRVCC to 1xRTT, when the PS service suspension is required in the EPC. During this procedure, the radio interface message might but need not include redirection information.

	Not supported QCI Value
	The E-RAB setup failed because the requested QCI is not supported.

	Invalid CSG Id
	The CSG ID provided to the target eNB was found invalid.

	Release due to Pre-Emption
	Release is initiated due to pre-emption.

	N26 interface not available
	The action failed due to a temporary failure of the N26 interface.

	Insufficient UE Capabilities
	The procedure can’t proceed due to insufficient UE capabilities.

	UP integrity protection not possible
	The E-RAB cannot be accepted according to the required user plane integrity protection policy.




<Unchanged Text Omitted>
[bookmark: _Toc20953712][bookmark: _Toc29390889][bookmark: _Toc36551626][bookmark: _Toc45831848][bookmark: _Toc51762801][bookmark: _Toc64381853][bookmark: _Toc73964371][bookmark: _Toc81229000]9.2.1.7	Source eNB to Target eNB Transparent Container
The Source eNB to target eNB Transparent Container IE is an information element that is produced by the source eNB and is transmitted to the target eNB. For inter-system handovers to E-UTRAN, the IE is transmitted from the external handover source to the target eNB.
This IE is transparent to the EPC.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	RRC Container
	M
	
	OCTET STRING
	Includes the RRC Handover Preparation Information message as defined in subclause 10.2.2 of TS 36.331 [16].
	-
	

	E-RABs Information List
	
	0..1
	
	
	-
	

	>E-RABs Information Item
	
	1 .. <maxnoof E-RABs>
	
	
	EACH
	ignore

	>>E-RAB ID
	M
	
	9.2.1.2
	
	-
	

	>>DL Forwarding
	O
	
	9.2.3.14
	
	-
	

	>>DAPS Request Information
	O
	
	9.2.1.155
	
	YES
	Ignore

	>>User Plane Integrity Protection Policy
	O
	
	9.2.1.xx1
	
	YES
	ignore

	Target Cell ID
	M
	
	E-UTRAN CGI
9.2.1.38
	
	-
	

	Subscriber Profile ID for RAT/Frequency priority
	O
	
	9.2.1.39
	
	-
	

	UE History Information
	M
	
	9.2.1.42
	
	-
	

	Mobility Information
	O
	
	BIT STRING (SIZE (32))
	Information related to the handover; the external handover source provides it in order to enable later analysis of the conditions that led to a wrong HO.
	YES
	ignore

	UE History Information from the UE
	O
	
	OCTET STRING
	VisitedCellInfoList contained in the UEInformationResponse message (TS 36.331 [16])
	YES
	ignore

	IMS voice EPS fallback from 5G
	O
	
	ENUMERATED (true, …)
	
	YES
	ignore

	Additional RRM Policy Index
	O
	
	9.2.1.39a
	
	YES
	ignore

	UE Context Reference at Source
	O
	
	9.2.1.144
	
	YES
	ignore

	Inter-system measurement Configuration
	O
	
	9.2.1.151
	
	YES
	ignore

	Source Node ID
	O
	
	9.2.1.152
	
	YES
	ignore

	Emergency Indicator
	O
	
	ENUMERATED (true, …)
	Indicates an emergency EPS voice fallback
	YES
	ignore



	Range bound
	Explanation

	maxnoofE-RABs
	Maximum no. of E-RABs for one UE. Value is 256.




<Unchanged Text Omitted>

[bookmark: _Toc20953746][bookmark: _Toc29390924][bookmark: _Toc36551661][bookmark: _Toc45831883][bookmark: _Toc51762836][bookmark: _Toc64381888][bookmark: _Toc73964406][bookmark: _Toc81229035]9.2.1.40	UE Security Capabilities
The UE Security Capabilities IE defines the supported algorithms for encryption and integrity protection in the UE.
	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	UE Security Capabilities
	
	
	
	

	>Encryption Algorithms
	M
	
	BIT STRING (SIZE(16, …))
	Each position in the bitmap represents an encryption algorithm:
“all bits equal to 0” – UE supports no other algorithm than EEA0,
“first bit” – 128-EEA1,
“second bit” – 128-EEA2,
“third bit” – 128-EEA3,
other bits reserved for future use. Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.
Algorithms are defined in TS 33.401 [15].

	>Integrity Protection Algorithms
	M
	
	BIT STRING (SIZE(16, …))
	Each position in the bitmap represents an integrity protection algorithm:
“all bits equal to 0” – UE supports no other algorithm than EIA0,
“first bit” – 128-EIA1,
“second bit” – 128-EIA2,
“third bit” – 128-EIA3,
“seventh bit” – EIA7 (support of user plane integrity protection),
other bits reserved for future use.
Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.
Algorithms are defined in TS 33.401 [15].



<Unchanged Text Omitted>

[bookmark: _Toc20955191][bookmark: _Toc29503640][bookmark: _Toc29504224][bookmark: _Toc29504808][bookmark: _Toc36553254][bookmark: _Toc36554981][bookmark: _Toc45652292][bookmark: _Toc45658724][bookmark: _Toc45720544][bookmark: _Toc45798424][bookmark: _Toc45897813][bookmark: _Toc51746017][bookmark: _Toc64446281][bookmark: _Toc73982151][bookmark: _Toc81304735]9.2.1.xx1	User Plane Integrity Protection Policy
This IE contains the user plane integrity protection policy which indicates the requirements on UP integrity protection for corresponding E-RABs.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	User Plane Integrity Protection Policy
	M
	
	[bookmark: OLE_LINK140][bookmark: OLE_LINK141]ENUMERATED (required, preferred, not needed, …)

	Indicates whether UP integrity protection shall apply, should apply or shall not apply for the concerned E-RAB.



[bookmark: _Toc20955223][bookmark: _Toc29503672][bookmark: _Toc29504256][bookmark: _Toc29504840][bookmark: _Toc36553286][bookmark: _Toc36555013][bookmark: _Toc45652324][bookmark: _Toc45658756][bookmark: _Toc45720576][bookmark: _Toc45798456][bookmark: _Toc45897845][bookmark: _Toc51746049][bookmark: _Toc64446313][bookmark: _Toc73982183][bookmark: _Toc81304767]9.2.1.xx2	User Plane Integrity Protection Result
This IE indicates whether the security policy in the User Plane Integrity Protection Policy IE is performed or not.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	User Plane Integrity Protection Result
	M
	
	ENUMERATED (performed, not performed, …)
	Indicates whether UP integrity protection is performed or not for the concerned E-RAB.



[bookmark: _Toc20955224][bookmark: _Toc29503673][bookmark: _Toc29504257][bookmark: _Toc29504841][bookmark: _Toc36553287][bookmark: _Toc36555014][bookmark: _Toc45652325][bookmark: _Toc45658757][bookmark: _Toc45720577][bookmark: _Toc45798457][bookmark: _Toc45897846][bookmark: _Toc51746050][bookmark: _Toc64446314][bookmark: _Toc73982184][bookmark: _Toc81304768]9.2.1.xx3	User Plane Security Information
This IE indicates user plane security information related to security policy.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	User Plane Integrity Protection Result
	M
	
	9.2.1.xx2
	

	User Plane Integrity Protection Policy
	M
	
	9.2.1.xx1
	







	

9.3.3	PDU Definitions

<Unchanged Text Omitted>


	WUS-Assistance-Information,
	NB-IoT-PagingDRX,
	UserPlaneIntegrityProtectionPolicy,
	UserPlaneIntegrityProtectionResult,
	UserPlaneSecurityInformation


<Unchanged Text Omitted>

	id-NB-IoT-PagingDRX,
	id-UERadioCapabilityForPaging-NR-Format,
	id-UserPlaneIntegrityProtectionPolicy,
	id-UserPlaneIntegrityProtectionResult,
	id-UserPlaneSecurityInformation,



<Unchanged Text Omitted>

E-RABToBeSetupItemHOReq-ExtIEs S1AP-PROTOCOL-EXTENSION ::= {
	{ ID id-Data-Forwarding-Not-Possible		CRITICALITY ignore	EXTENSION Data-Forwarding-Not-Possible	PRESENCE optional}|
	{ ID id-BearerType							CRITICALITY reject	EXTENSION BearerType					PRESENCE optional}|
	{ ID id-Ethernet-Type						CRITICALITY ignore	EXTENSION Ethernet-Type					PRESENCE optional}|
	{ ID id-UserPlaneIntegrityProtectionPolicy			CRITICALITY ignore	EXTENSION UserPlaneIntegrityProtectionPolicy		PRESENCE optional},
	...
}

<Unchanged Text Omitted>

E-RABAdmittedItem-ExtIEs S1AP-PROTOCOL-EXTENSION ::= {
	{ ID id-UserPlaneIntegrityProtectionResult				CRITICALITY ignore	EXTENSION UserPlaneIntegrityProtectionResult			PRESENCE optional},
	...
}

<Unchanged Text Omitted>

E-RABToBeSwitchedDLItem-ExtIEs S1AP-PROTOCOL-EXTENSION ::= {
	{ ID id-UserPlaneSecurityInformation				CRITICALITY ignore	EXTENSION UserPlaneSecurityInformation			PRESENCE optional },
	...
}

<Unchanged Text Omitted>

E-RABToBeSwitchedULItem-ExtIEs S1AP-PROTOCOL-EXTENSION ::= {
	{ ID id-UserPlaneIntegrityProtectionPolicy				CRITICALITY ignore EXTENSION	UserPlaneIntegrityProtectionPolicy		PRESENCE optional},
	...
}


<Unchanged Text Omitted>

E-RABToBeSetupItemCtxtSUReqExtIEs S1AP-PROTOCOL-EXTENSION ::= {
	{ ID id-Correlation-ID					CRITICALITY ignore	EXTENSION Correlation-ID			PRESENCE optional}|
	{ ID id-SIPTO-Correlation-ID			CRITICALITY ignore	EXTENSION Correlation-ID			PRESENCE optional}|
	{ ID id-BearerType						CRITICALITY reject	EXTENSION BearerType				PRESENCE optional}|
	{ ID id-Ethernet-Type					CRITICALITY ignore	EXTENSION Ethernet-Type				PRESENCE optional}|
	{ ID id-UserPlaneIntegrityProtectionPolicy			CRITICALITY ignore	EXTENSION UserPlaneIntegrityProtectionPolicy				PRESENCE optional},
	...
}

<Unchanged Text Omitted>

E-RABSetupItemCtxtSUResExtIEs S1AP-PROTOCOL-EXTENSION ::= {
{ ID id-UserPlaneIntegrityProtectionResult			CRITICALITY ignore	EXTENSION UserPlaneIntegrityProtectionResult				PRESENCE optional},
	...
}


<Unchanged Text Omitted>

9.3.4	Information Element Definitions
<Unchanged Text Omitted>

	id-TraceCollectionEntityURI,
	id-EmergencyIndicator,
	id-UserPlaneIntegrityProtectionPolicy,
	maxnoofCSGs,


<Unchanged Text Omitted>

	insufficient-ue-capabilities,
	maximum-bearer-pre-emption-rate-exceeded,
	up-integrity-protection-not-possible
}

<Unchanged Text Omitted>

E-RABInformationListItem-ExtIEs S1AP-PROTOCOL-EXTENSION ::= {
	{ ID id-DAPSRequestInfo						CRITICALITY ignore	EXTENSION DAPSRequestInfo	PRESENCE optional }|
	{ ID id-UserPlaneIntegrityProtectionPolicy			CRITICALITY ignore	EXTENSION UserPlaneIntegrityProtectionPolicy		PRESENCE optional},
	...
}

<Unchanged Text Omitted>

ENBX2GTPTLAs ::= SEQUENCE (SIZE(1.. maxnoofeNBX2GTPTLAs)) OF TransportLayerAddress

ENBIndirectX2TransportLayerAddresses ::= SEQUENCE (SIZE(1..maxnoofeNBX2TLAs)) OF TransportLayerAddress

UserPlaneIntegrityProtectionPolicy ::= ENUMERATED { 
	required,
	preferred,
	notneeded,
	...
}

UserPlaneIntegrityProtectionResult ::= ENUMERATED { 
	performed,
	notperformed,
	...
}

UserPlaneSecurityInformation ::= SEQUENCE {
	userPlaneIntegrityProtectionResult				UserPlaneIntegrityProtectionResult,
	userPlaneIntegrityProtectionPolicy			UserPlaneIntegrityProtectionPolicy,
	iE-Extensions			ProtocolExtensionContainer { { UserPlaneSecurityInformation-ExtIEs} }	OPTIONAL,
	...
}

UserPlaneSecurityInformation-ExtIEs S1AP-PROTOCOL-EXTENSION ::= {
	...
}


<Unchanged Text Omitted>

9.3.6	Constant Definitions
<Unchanged Text Omitted>

id-EmergencyIndicator								ProtocolIE-ID ::= 326
id-UERadioCapabilityForPaging-NR-Format 			ProtocolIE-ID ::= 327
id-UserPlaneIntegrityProtectionPolicy				ProtocolIE-ID ::= xx1
id-UserPlaneIntegrityProtectionResult				ProtocolIE-ID ::= xx2
id-UserPlaneSecurityInformation						ProtocolIE-ID ::= xx3

END


<Unchanged Text Omitted>
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