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1. Introduction
In RAN#94-e, new WI for UPIP support in EPS was agreed [1]. The objectives includes: 
· Specify RAN basic functions for optional support and use of UPIP (at the full data rate supported by the UE) for the EPC connected architectures using NR PDCP (RAN2, RAN3)
For this release, it is intended that this feature only applies to EN-DC capable devices.
Note: For security related reasons, the UE’s support/non-support for EPS-UPIP is not sent in the UE Radio Access Capabilities, and instead, it is sent from the UE to the MME in NAS messages and then sent by the MME to the RAN in S1-AP signalling.

          EN-DC capable devices need to support NR-PDCP, and the support of EN-DC is signalled to the eNB within existing R15 UE Radio Access Capabilities. Hence no changes to TS 36.306 are anticipated to be needed.

In this document, we discuss RAN3 impact to support the UPIP for EPC-connected architecrture.

2. Discussion
In NG-RAN, the resource setup procedure is supported per-PDU session signalling and parameters, but in E-UTRAN, there is no per-PDN signalling and parameters and only signalling and parameters is supported only per-E-RAB. The user plane integrity protection (UPIP) is already supported in NG-RAN and the UPIP security indication is signalled per-PDU session over NGAP, XnAP and E1AP.

Observation 1: In 5GS, per-PDU session signalling is defined and security indication is supported per-PDU session. However, in EPS, only E-RAB level signalling is defined.
Therefore, to support the UPIP in E-UTRAN, the MME needs to indicate the UPIP security indication per-PDN or per-E-RAB to the E-UTRAN. If the new signalling per-PDN is introduced in E-UTRAN, it would have much impact on RAN3 signalling. So, it would be better to indicate the UPIP support per-E-RAB or per-DRB in E-UTRAN.
Proposal 1: Supporting the security indication signalling per-E-RAB or per-DRB in E-UTRAN. 
As the user plane integrity protection (UPIP) is already supported in NG-RAN, so the signalling in NG-RAN could becomes baseline or reference.

To support the UPIP indication, the security indication per-PDU session is signalled to NG-RAN, and the Security Indication IE includes the following IEs:
· Integrity Protection Indication IE

· Confidentiality Protection Indication IE
· Maximum Integrity Protected Data Rate Uplink IE
· Maximum Integrity Protected Data Rate Downlink IE
Among them, the confidentiality protection is already supported in E-UTRAN, so the Confidentiality Protection Indication IE is not necessary to be included.
Proposal 2: Introducing the Security Indication IE per E-RAB or DRB, which includes the Integrity Protection Indication IE, the Maximum Integrity Protected Data Rate Uplink IE and the Maximum Integrity Protected Data Rate Downlink IE
In NG-RAN, the support of the user plane integrity protection (UPIP) is mandatory, so all NG-RAN nodes can interpret the UPIP related signalling and support it depending on the security indication from 5GC. However, as described in the WID [1], the UPIP support is optional in E-UTRAN node.
· “Specify RAN basic functions for optional support and use of UPIP (at the full data rate supported by the UE) for the EPC connected architectures using NR PDCP (RAN2, RAN3)
So assuming that a E-UTRAN node doesn’t support the UPIP function, the initial context setup or the handover procedure would be failed if the UPIP would be configured with ‘required’. It would cause performance degradation. To avoid such kind of failure operation, EPC and E-UTRAN node shall support the capability detection of other E-UTRAN node and it would have much impact on RAN3 signalling, so it’s not proper approach.
To avoid the failure of the context setup or the handover procedure, another way is that EPC indicates only ‘preferred’ of the UPIP to a E-UTRAN node. If the E-UTRAN node supports the UPIP function, the E-UTRAN node can indicate ‘performed’ or ‘not performed’ to EPC in the response message. And a UPIP supporting UE may handover to the legacy E-UTRAN node. In that case, the legacy E-UTRAN node can’t interpret the new IE. So, if the new IE is introduced with the criticality of ‘ignore’, the legacy E-UTRAN node can perform the handover procedure without failure operation.
Proposal 3: Introducing the Integrity Protection Indication IE encoded only with ‘preferred’ and the Security Indication IE with the criticality of ‘ignore’.

Following the procedure in NG-RAN, the NG-RAN node needs to indicate the security result to 5GC when the Integrity Protection Indication IE is set to ‘preferred’. If UPIP is supported in E-UTRAN, the similar response should be reported to EPC. So the Security Result IE needs to be introduced in the response message to the EPC. And the E-UTRAN node may not support the UPIP function, so the Security Result IE needs to be encoded with ‘performed’ or ‘not performed’ as supported in NG-RAN.
Proposal 4: Introducing the Security Result IE in the response messages. And the Security Result IE includes the Integrity Protection Result IE encoded with ‘performed’ or ‘not performed’.

Regarding S1AP impact, the UPIP related signalling in the NG-RAN could be baseline. In NGAP, the security indication can be included in the following messages:

· INITIAL CONTEXT SETUP REQUEST 
· PDU SESSION RESOURCE SETUP REQUEST
· PDU SESSION RESOURCE MODIFY REQUEST
· HANDOVER REQUEST
· PATH SWITCH REQUEST ACKNOWLEDGE
And the security result can be included in the following NGAP messages: 
· INITIAL CONTEXT SETUP RESPONSE
· PDU SESSION RESOURCE SETUP RESPONSE
· PDU SESSION RESOURCE MODIFY RESPONSE
· HANDOVER REQUEST ACKNOWLEDGE
· PATH SWITCH REQUEST ACKNOWLEDGE
S1AP needs to support the Security Indication IE and the Security Result IE as similar in NGAP.

Proposal 5: In S1AP, the Security Indication IE is included in the following messages:
· Under the E-RAB To Be Setup Item IEs IE (in the INITIAL CONTEXT SETUP REQUEST message)

· Under the E-RAB To Be Setup Item IEs IE (in the E-RAB SETUP REQUEST message)

· Under the E-RAB To Be Modified Item IEs IE (in the E-RAB MODIFY REQUEST message)
· Under the E-RAB To Be Setup Item IEs IE (in the HANDOVER REQUEST message)

· Under the E-RABs Switched in Uplink Item IEs IE (in the PATH SWITCH REQUEST ACKNOWLEDGE message)

Proposal 6: In S1AP, the Security Result IE is included in the following messages:
· Under the E-RAB Setup Item IEs IE  (in the INITIAL CONTEXT SETUP RESPONSE message)
· Under the E-RAB Setup Item IEs IE (in the E-RAB SETUP RESPONSE message)
· Under the E-RAB Modify Item IEs IE (in the E-RAB MODIFY RESPONSE message)
· Under the E-RABs Admitted Item IEs IE (in the HANDOVER REQUEST ACKNOWLEDGE message)

· Under the E-RABs Switched in Uplink Item IEs IE (in the PATH SWITCH REQUEST ACKNOWLEDGE message)

X2AP impact would be also similar as in XnAP. The UPIP function in E-UTRAN is supported for EN-DC capable devices:
For this release, it is intended that this feature only applies to EN-DC capable devices.
So en-gNB needs to support the UPIP function as well and the EN-DC related X2 signaling needs to support the UPIP related signaling.
In XnAP, the security indication can be included in the following messages:

· HANDOVER REQUEST
· S-NODE ADDITION REQUEST
· S-NODE MODIFICATION REQUEST
And the security result can be included in the following XnAP messages: 

· S-NODE ADDITION REQUEST ACKNOWLEDGE
· S-NODE MODIFICATION REQUEST ACKNOWLEDGE
X2AP needs to support the Security Indication IE and the Security Result IE as similar in XnAP.

Proposal 7: In X2AP, the Security Indication IE is included in the following messages:
· Under the E-RABs To Be Setup Item IE (in the HANDOVER REQUEST message)
· Under the PDCP present in SN IE in the E-RABs To Be Added List IE (in the SGNB ADDITION REQUEST message)

· Under the PDCP present in SN IE in the E-RABs To Be Added List IE and the E-RABs To Be Modified List IE (in the SGNB MODIFICATION REQUEST message)

Proposal 8: In X2AP, the Security Result IE is included in the following IEs:
· Under the PDCP present in SN IE in the E-RABs Admitted To Be Added List IE (in the SGNB ADDITION REQUEST ACKNOWLEDGE message)

· Under the PDCP present in SN IE in the E-RABs Admitted To Be Added List IE and the E-RABs Admitted To Be Modified List IE (in the SGNB MODIFICATION REQUEST ACKNOWLEDGE message)

In Rel.17, the E1 has been enhanced to support the interface between the eNB-CP and the eNB-UP, so the E1 needs to be further enhanced to support the UPIP in EPC. Currently E1AP supports both NG-RAN and E-UTRAN, and the signalling for the UPIP is only supported for NG-RAN. So as for NG-RAN, the similar IE needs to be introduced for E-UTRAN.
In E1AP, the security indication can be included in the following messages:

· BEARER CONTEXT SETUP REQUEST
· BEARER CONTEXT MODIFICATION REQUEST
And the security result can be included in the following messages:

· BEARER CONTEXT SETUP RESPONSE
· BEARER CONTEXT MODIFICATION RESPONSE

E1AP needs to be enhanced to support the Security Indication IE and the Security Result IE for E-UTRAN.
Proposal 9: In E1AP, the Security Indication IE per DRB is included in the following IEs:
· The DRB Setup List IE (in the BEARER CONTEXT SETUP REQUEST message) 
· The DRB To Modify List E-UTRAN IE (in the BEARER CONTEXT MODIFICATION REQUEST message)

Proposal 10: In E1AP, the Security Result IE is included in the following IEs:
· The DRB Setup List E-UTRAN  IE (in the BEARER CONTEXT SETUP RESPONSE message)
· The DRB Setup Modification List E-UTRAN IE (in the BEARER CONTEXT MODIFICATION RESPONSE message)

3. Conclusion
Observation 1: In 5GS, per-PDU session signalling is defined and security indication is supported per-PDU session. However, in EPS, only E-RAB level signalling is defined.
Proposal 1: Supporting the security indication signalling per-E-RAB or per-DRB in E-UTRAN.
Proposal 2: Introducing the Security Indication IE per E-RAB or DRB, which includes the Integrity Protection Indication IE, the Maximum Integrity Protected Data Rate Uplink IE and the Maximum Integrity Protected Data Rate Downlink IE
Proposal 3: Introducing the Integrity Protection Indication IE encoded only with ‘preferred’ and the Security Indication IE with the criticality of ‘ignore’.

Proposal 4: Introducing the Security Result IE in the response messages. And the Security Result IE includes the Integrity Protection Result IE encoded with ‘performed’ or ‘not performed’.

Proposal 5: In S1AP, the Security Indication IE is included in the following messages:
· Under the E-RAB To Be Setup Item IEs IE (in the INITIAL CONTEXT SETUP REQUEST message)

· Under the E-RAB To Be Setup Item IEs IE (in the E-RAB SETUP REQUEST message)

· Under the E-RAB To Be Modified Item IEs IE (in the E-RAB MODIFY REQUEST message)
· Under the E-RAB To Be Setup Item IEs IE (in the HANDOVER REQUEST message)

· Under the E-RABs Switched in Uplink Item IEs IE (in the PATH SWITCH REQUEST ACKNOWLEDGE message)

Proposal 6: In S1AP, the Security Result IE is included in the following messages:
· Under the E-RAB Setup Item IEs IE  (in the INITIAL CONTEXT SETUP RESPONSE message)
· Under the E-RAB Setup Item IEs IE (in the E-RAB SETUP RESPONSE message)
· Under the E-RAB Modify Item IEs IE (in the E-RAB MODIFY RESPONSE message)
· Under the E-RABs Admitted Item IEs IE (in the HANDOVER REQUEST ACKNOWLEDGE message)

· Under the E-RABs Switched in Uplink Item IEs IE (in the PATH SWITCH REQUEST ACKNOWLEDGE message)

Proposal 7: In X2AP, the Security Indication IE is included in the following messages:
· Under the E-RABs To Be Setup Item IE (in the HANDOVER REQUEST message)
· Under the PDCP present in SN IE in the E-RABs To Be Added List IE (in the SGNB ADDITION REQUEST message)

· Under the PDCP present in SN IE in the E-RABs To Be Added List IE and the E-RABs To Be Modified List IE (in the SGNB MODIFICATION REQUEST message)

Proposal 8: In X2AP, the Security Result IE is included in the following IEs:
· Under the PDCP present in SN IE in the E-RABs Admitted To Be Added List IE (in the SGNB ADDITION REQUEST ACKNOWLEDGE message)

· Under the PDCP present in SN IE in the E-RABs Admitted To Be Added List IE and the E-RABs Admitted To Be Modified List IE (in the SGNB MODIFICATION REQUEST ACKNOWLEDGE message)

Proposal 9: In E1AP, the Security Indication IE per DRB is included in the following IEs:
· The DRB Setup List IE (in the BEARER CONTEXT SETUP REQUEST message) 
· The DRB To Modify List E-UTRAN IE (in the BEARER CONTEXT MODIFICATION REQUEST message)

Proposal 10: In E1AP, the Security Result IE is included in the following IEs:
· The DRB Setup List E-UTRAN  IE (in the BEARER CONTEXT SETUP RESPONSE message)
· The DRB Setup Modification List E-UTRAN IE (in the BEARER CONTEXT MODIFICATION RESPONSE message)
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