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Introduction

This is the Sod for the following CB:

	CB: # 4_SecProtec_RRCResume

- Answer the questions raised by SA3 and provide the reply LS

- Check whether there is any spec impact in RAN3

(ZTE - moderator)

Summary of offline disc R3-220991


Please Note: plan to do two rounds of discussion in this meeting.
The first round email discussion plan to be finished before 21:00 UTC of 1st Week Thursday(2022-1-20).
The second round plan to be end at 2 hour before deadline of email discussion at 2nd week.(Monday, 11:00UTC, 2022-1- 24).
For the Chairman’s Notes
Agree the LS R3-221183 Reply on security protection of RRCResumeRequest message to SA3 and RAN2.
Second round discussion
Based on the first round discussion, the content of LS should include list of issues and impacts to RAN3 based on the solution 17 in TR 33.809. 
Error cases that lead to deletion of the UE context

As correct mentioned by Intel and Huawei, if RRC Resume Request message is modified by a fake node, the UE will receive RRCSetup from target node to setup a new RRC connection and re-build new UE context,which is specified in TS 38.300 Figure 9.2.2.4.1-2.

Regarding delete the UE context due to error case (e.g ail to validate integrity protection) is depends on implementation, gNB may or may not delete UE context. 

Response could be:

There is no additional RAN3 spec impact foreseen and issue identified on UE context deletion due to error cases




Q2-1: Please provide your view on the response
	Company
	Do you agree the response
	Comment

	ZTE
	Yes
	

	CATT
	See the comment
	We think that the last serving node should not delete the UE context upon the failure of integrity check.

In legacy procedures, anchor gNB will fail the context retrieval procedure in case of integrity check failure, it’s not necessary to delete the UE context immediately. The context release procedure will be triggered by the core network after a new connection is established between the UE and the new serving node.

Let’s just think if the UE is a fake one, why bother deleting the real UE context?

Above all, we suggest removing bracket of “(e.g. fail to validate IP)”.

	Qualcomm
	See comment
	This is probably better seen inside a full LS. But anyway for the 2nd sentence, I am not sure that today the target could send a setup: surely the context retrieval fails, and this is the case regardless of whether the context has been deleted for any reason or the check fails. Also the deletion of the context should happen semi-automatically when the CN detects a new NGAP UE-associated connection for the same UE.

I am also not sure this is a particularly critical thing to answer, or at least not a first thing. The specifics in the SA3 LS are somewhat building on a previous answer from RAN2. We probably should try to make general statements from RAN3 perspective and not worry too much about the items that SA3 lists.

	ZTE2
	Response to CATT & Qualcomm
	Please check draft response LS in R3-221183
To CATT:

As explained in [4], a NG-RAN node may provide RRC_release message in Old NG-RAN node To New NG-RAN node Resume Container IE. So it is possible for NG-RAN to delete the UE context and update to Core network.

Either way, the NG-RAN node may keep the UE context, as you mentioned, and then delete the UE context when AMF sends theUE Context Release Request message.

To Qualcomm:

If the target does not send RRC setup message to the UE, then no new UE context will be created in the target and in the core network, then how can the semi-automatic delete from CN happen.

It is noted the majority view of RAN2 on the parallel discussion is this question depends on RAN3 view, we need to provide our response. 

Then it is my understanding RAN3 only mention there is no impact or issue identified for UE context deletion. 


	
	
	

	
	
	

	
	
	


Behaviour of UE in case this feature is activated or deactivated in gNBs

Meanwhile RAN2 also discuss how to response the same question, the majority view in RAN2 is there is no additional RAN2 spec impact foreseen assuming this feature could be activated or deactivated in gNBs dynamically. In addition, several companies think UE have to store late system information of the gNBs in order to check whether both support the new version. Based on the progress of RAN2, the question about behaviour of UE need not to be answered by RAN3.
In addition, it seems in solution 17 of TR 33.809 only cover non homogeneous deployment scenario.While during the first round discussion homogeneous deployment scenario was raised. As mentioned by Qualcomm and Nokia, an alternative option can be inform to SA3 that consisting in that the operator provides homogeneous activation (support) of the feature within the RNA. In that case the SI broadcast enhancement could be avoided, and also network implementation could be simplified.

Response could be:

RAN3 understands that behaviour of UE is in the domain of RAN2.
Regarding feature is activated or deactivated in gNBs,  in addition to the solution 17 in TR 33.809 based on non homogeneous deployment, an alternative option that consisting in that the operator provides homogeneous activation (support) of the feature within the RNA can be take into account. In that case the SI broadcast enhancement could be avoided, and also network implementation could be simplified.
Q2-2: Please provide your view on the response
	Company
	Do you agree the response
	Comment

	ZTE
	Yes
	

	CATT
	No
	Generally speaking relying on homogeneous deployment and ruling out SI enhancement is not a good idea, let us see what will happen if we choose so:

It should be specified that, as long as the UE performs resumption in a cell out of RNA (this can be quite common by some implementation), the legacy key derivation should be used.

But on the other hand, it is highly likely that the current serving cell supports the new security feature as well.

As the result, following case will happen quite often:
The new security feature is supported consistently in the old gNB, new gNB and the UE, but the legacy MAC-I may still be used, because UE does not know the capability of the new gNB (out of the RNA) it resumes.

We don’t think this is what SA3 hopes. We may still include this “alternative option” in the reply LS but please include the above mentioned result as well.

	Qualcomm
	Kind of yes
	This is an option that can be mentioned regarding the first issue. Again need to see full LS. This avoids the UE having to check the SIB, but indeed could cause problems in some cases.

Of course there are also the options that (1) feature is supported everywhere in network, or (2) feature is guaranteed in TA (e.g. inside RNA) so UE falls back if outside; probably there are more.

	ZTE2
	Response to CATT & Qualcomm
	Please check draft response LS in R3-221183
To CATT,

It is SA3 asks RAN3 about "inform SA3 of any deployment impact"
And it is also noted SA3 does not make final solution decision.

It is benefit to provide alternative deployment solutions on this aspects.

Whether the suggestion would accept be accepted depends on SA3. 
To Qualcomm:

Option 1 actually is one of especial example of Option 2. And considering RAN3 is only provide suggestion for SA3 to take into account, the current response is enough.  

	Huawei
	No
	UE is not aware of the network deployment on whether the feature is homogeneous supported or not.
Relying on operator deployment will introduce additional OAM configuration and. 

And SI broadcast is still needed in across RNA case.
We propose to remove the blue paragraph.



	
	
	

	
	
	


Impact on XnAP
During the discussion, it seems XnAP impact of solution 17 of TR 33.809 can not avoidable. Either to introduce resumeCause IE or RRC Resume Request Message IE in RETRIEVE UE CONTEXT REQUEST message. Other options are not preclude.

Response could be:

Regarding specification impact, it is RAN3’s view that XnAP enhancement is necessary and feasible. Target RAN node need to provide e.g entire or partial of RRC Resume Request Message to the last serving RAN node in RETRIEVE UE CONTEXT REQUEST message. There are multiple options to be discussed for how to enhance on XnAP.
Q2-3: Please provide your view on the response
	Company
	Do you agree the response
	Comment

	ZTE
	Yes
	

	CATT
	Yes
	

	Qualcomm
	Yes
	Can be rephrased – we should explain there are different proposals here – to me it is not clear we converged on a single way of doing it.

	ZTE2
	Response to Qualcomm
	OK, please see the update above with revision mode.

	Nokia
	
	some further updates above

	Huawei
	yes
	

	
	
	


Anything missing ?
Q2-4: Please provide your view 
	Company
	Comment

	Qualcomm
	Really need to see the full LS. As we said before, what the LS should do is to list the issues and impacts from RAN3 point of view, to help SA3 with their analysis. It should also note that pursuing this work is up to RAN decision.

	ZTE2
	To Qualcomm, we are not sure this response LS need to sent to RAN. If RAN3 make the decision that RAN3 would not pursuing the work and SA3 insist then the LS need to provide to RAN plenary then.

Please see the draft LS in the folder and please update with revision mode.

Please check draft response LS in R3-221183.

	Nokia
	A few suggestions inserted in the draft LS

	
	

	
	

	
	

	
	


First Round Discussion

Error cases that lead to deletion of the UE context.
In [2] the company observed that if RRC Resume Request message is modified, the UE will receive RRCSetup to setup a new RRC connection and re-build new UE context.
In [4] the company observed that deletion of the UE context at the old gNB may happen if the old gNB has (physically) crashed or, that the old gNB decided not to provide the UE context to the new gNB.

Q1: Please provide your view on this aspect and whether RAN3 need to response the question.
	Company
	Comment

	Qualcomm
	This seems business as usual, there will be cases where the context cannot be retrieved for one reason or another. The only issue is whether the type of solution being considered might lead to more frequent occurrences of this type. This depends on the details, so actually cannot be determined in general.

In our view, the LS should detail the high level functional requirements for RAN3 and then detail options to fulfil these requirements e.g.two high level requirements:

Ensuring no conflict / coordination between legacy and new behaviour in gNBs and UE

Ensuring signalling allows check at anchor and is future proof

	Nokia
	Following up on the comment from QC, in principle full signalling support for coordination between the 3 entities (last serving node, target node and UE) should ensure robustness of the solution. A full signalling based solution seems to involve both XnAP enhancement and SI broadcast enhancement. 

	Intel Corporation
	We think we should reply to SA3 that, a failure to retrieve UE context results in sending RRCSetup as clearly specified in TS 38.300 Figure 9.2.2.4.1-2. 

We think that, for a failure to retrieve UE context, it is not a correct understanding  RRCRelease message can be forwarded via RETRIEVE UE CONTEXT FAILURE message as proposed by [4]. This is limited only for periodic RNAU without context relocation as captured in TS 38.300 Figure 9.2.2.5-2. 

	Huawei
	Agree with Intel’s comments above.

	CATT
	What SA3 asked is “error cases”, and of course there are various errors that lead to context deletion. It is impossible to list all of them. 

In case of context deletion occurs in the anchor, it could not generate RRCRelease message and provide it in RETRIEVE UE CONTEXT FAILURE message. The possible way is fail the retrieval UE context procedure, and fall back to RRCSetup procedure.

As Nokia said, a full signalling based solution seems to involve both XnAP enhancement and SI broadcast enhancement.

	Radisys
	Agree with Intel’s comment

	Ericsson
	Agree with Intel’s comments above.

	ZTE
	Not sure what the where to delete the UE context.

If the UE context refer to last served gNB, it is depends on implementation, gNB may or may not delete UE context when fail to validate integrity protection. 

If the UE context refer to new gNB, same view as Intel.


 Behaviour of UE in case this feature is activated or deactivated in gNBs.

In [2] the company thinks no additional issues exist in case this feature is activated or deactivated in gNBs.
In [4] the company proposes activation or deactivation of the feature in gNB does not represent a showstopper for solution 17 from RAN3 point of view.

Q2: Please provide your view on on this aspect and whether RAN3 need to response the question.
	Company
	Comment

	Qualcomm
	I am reading the question and assume this is referring to the scenario where the feature is deactivated in the receiving gNB (it could be assumed that by definition the anchor told the gNB how to behave as part of release procedure, and anchor does not change support dynamically).

So actually the question is how the UE knows that the receiving gNB supports the feature. We see several options:

Broadcast in SIB (this is up to RAN2 to analyze), possibly no need for anchor awareness

RNA is designed based on that because anchor is aware of receiving gNB’s support (either through OAM or Xn configuration exchange); broadcast may or may not be needed

RNA is designed based on that because feature is assumed uniformly supported in TA/RA; broadcast may or may not be needed

Possibly others

	Nokia
	We believe this aspect could be analysed in terms of homogeneous vs. non homogeneous activation (support) of the feature in a given area, and is therefore also related with SA3's request to "inform SA3 of any deployment impact". In this context we would like to point out the option consisting in that the operator provides homogeneous activation (support) of the feature within the RNA. In that case the SI broadcast enhancement could be avoided, and also network implementation could be simplified.

	Intel Corporation
	Agree with Nokia.

	Huawei
	Basically, we think that this issue is in the scope of RAN2.

	CATT
	Whether activating / deactivating this feature will cause errors depends on what technical method we used.

	Radisys
	Xn signalling can be enhanced as a solution to attack this problem. It need not be SIB or RAN2 related as from UE pov, if needs access to a gNB where it is sending RRC Resume Request. Hence RRC Setup or RRC Resume shouldn’t be a problem for UE.

	Ericsson
	Agree with Nokia on the ease of implementation and signalling aspects. Support of a feature in a network is a deployment aspect. An operator that enables in an area homogeneous activation (support) of the feature, must deploy its network so that all the network components are upgraded to support the feature. This is a simple operation for the operator to fix, since I deployed a feature-supporting gNB, I have to support this for all gNBs in my area.

	ZTE
	Actually the question is “Behaviour of UE”and the question is out of the scope of RAN3. It is noted RAN2 already discuss how to response to SA3.


 Cell selection procedures potentially prioritising availability of this feature.

In [2], the company thinks if the feature is supported by network side, it would be beneficial if the cell selection procedures prioritising availability of this feature. But it can be UE implementation.

Q3: Please provide your view on on this aspect and whether RAN3 need to response the question.
	Company
	Comment

	Qualcomm
	This is absolutely RAN2 business; on the other hand RNA could be designed with awareness of the feature (see Q2 answer).

In our understanding this and other specifics are referring more to previous correspondence from RAN2, we should not concern ourselves with the list in the LS from SA3, and just provide RAN3 issues and impacts.

	Nokia
	agree with QC

	Intel Corporation
	Agree with Qualcomm. 

	Huawei
	Agree with above.

	CATT
	Agree with Qualcomm.

	Radisys
	Feature based Cell selection is not a good idea. Then there will be a lot of variables to the cell selection algorithm making it complex.

	Ericsson
	UE implementation is out of RAN3 scope

	ZTE
	Out of RAN3 scope.


Conclusion: No need to answer this question from RAN3 point of view.
 How to indicate the target node’s capability to the source node.
In [6] ,the company analysis three options and propose to introduce RRCResumeRequest-Protect-Indication IE in Xn Setup and Configuration Update messages.  

Based on the above, please provide your view on the following proposal.
Proposal: RAN3 impact includes to introduce RRCResumeRequest-Protect-Indication IE in Xn Setup and Configuration Update messages
Q4: Please provide your view on this proposal.
	Company
	Do you agree the observation
	Comment

	Qualcomm
	Observation or proposal?
	This is a valid option for discussion. See our answer to Q2. There are alternative ways to ensure consistent design of the RNA and/or that the UE is aware that the serving gNB supports the feature.

At this point we are just listing issues and possible options so this should be captured. The LS reply does not need to have a single option.

	Nokia
	No
	Preference to avoid this impact, and instead prioritize homogeneous feature activation in the RNA.

	Intel Corporation
	
	Tend to agree with Nokia, but no strong view. 

	Huawei
	
	It seems our proposal is missing, just copy here as one of the options.

the ResumeCause also is used as one of inputs to create new type ResumeMAC-I. Correspondingly, ResumeCause also is needed for last serving gNB to verify the new type ResumeCause. However, only the RNA update cause is transferred to the source node during Retrieve UE Context. According to the whole solution defined in SA3, the entire resumeCausse should be transferred to the last serving gNB which seems update to the XnAP is needed.
Proposal 4: To feedback SA3 that transferring resumeCause to last serving gNB will impact on XnAP Retrieve UE Context procedure.


	CATT
	No
	Literally not needed regardless of homogeneous or not.

The new RAN node should always perform as if the new security method is used as long as it supports, i.e. including the new IE(s) within the retrieve request message.

The old RAN node should deduce what method to use according to its local information and whether the new IE(s) is included in the retrieve request message.

And this already works. So no need for enhancement.

	Radisys
	
	There may be different options to solve this like the proposal in [6] or the HW proposal. This needs to be discussed further

	Ericsson
	No
	Agree with Nokia

	
	
	


Conclusion: No consensus.

 Enhance XnAP due to new algorithmic(e.g whole RRCResumeRequest message as input parameter).
In [6] ,the company propose that the impact to RAN3 includes introducing RRC Resume Message IE in RETRIEVE UE CONTEXT REQUEST message.

Based on the above, please provide your view on the following proposal.
Proposal: RAN3 impact includes introducing RRC Resume Message IE in RETRIEVE UE CONTEXT REQUEST message.
Q5: Please provide your view on the proposal.
	Company
	Do you agree the  proposal.
	Comment

	Qualcomm
	No – we are just listing impacts and issues
	There are other options being proposed in the other documents e.g. an alternative is to provide the full list of IEs etc (including all cause values).

In our view something like this is needed because in case of new causes or IEs in the resume message, the result of the check would be different in different nodes. But would require discussion.

However this opens up another issue: the anchor receives duplicated data, and whether it should check the explicit IEs or the RRC IE etc.

	Nokia
	in principle yes
	The proposal corresponds to our understanding of the feature.

	Intel Corporation
	In principle yes, but 
	agree with Qualcomm. Prefer to explore options and discuss.

	Huawei
	No
	First of all, we need to list all options.

	CATT
	Prefer yes, although both are acceptable.
	The entire message doesn’t contain many bits. So we prefer this transparent manner rather than the “cause value only” manner, so that we need not do anything even if any extension on the resume request message is introduced by RAN2.

Nevertheless, shouldn’t that be “RRC Resume Request Message”?

	Radisys
	
	Different options needs to be looked at before finalizing on the proposal in [6]

	Ericsson
	Not sure
	Wouldn’t the fact that whole message is included in the request message can be an implicit indication. So, explicit indication may not be necessary?

	ZTE
	Yes
	


 Any other stuff to be discussed.
Q6: Please provide your suggestion if any.
	Company
	Comment

	Qualcomm
	In terms of the LS reply, we note that SA3 is still considering this potential feature. So what the LS should do is to list the issues and impacts from RAN3 point of view, and also note that pursuing this work is up to RAN decision.

	Nokia
	agree with QC

	Intel Corporation
	Agree with Qualcomm

	Huawei
	Agree with QC

	CATT
	Agree with QC, we could reply the LS when the issues and impacts are clear from RAN3 point of view.

	Ericsson
	Partly agree with QC. We don’t think that RAN can take security decision.

	
	

	
	


Conclusion, Recommendations [if needed]

If needed
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