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1 Introduction

CB: # 2_UPSecUpdate

- Remove ‘The value of this IE cannot be changed after the PDU session resource is set up.’ from semantic description of Security Indication IE in E1AP? ZTE, China Telecom, Huawei, CATT

- Add the security indication in the PDU Session Resource Modification Info – SN terminated IE in the SN modify request message, and the security result in the PDU Session Resource Modification Response Info – SN terminated IE in the SN modification request acknowledge message? HW

- Capture in Chairman’s notes that the security policy for a DRB cannot be changed during the DRB lifetime? Clarify in E1AP that the BEARER CONTEXT MODIFICATION REQUEST message can be used to update the PDU Session security policy without releasing the Bearer Context in case of mismatch between the security policy received at HO preparation and the one received at Path Switch? E///

- Capture agreements and provide CRs if agreeable 

(CT - moderator)

Summary of offline disc R3-220989
2 For the Chairman’s Notes

We would like to propose the following:

Proposal 1: To capture in Chairman’s notes that the security policy for a DRB cannot be changed during the DRB lifetime

Proposal 2: agree the E1AP CRs R3-221285 and R3-221279 which introduce a new Security Indication Modify IE received in BEARER CONTEXT MODIFICATION REQUEST.
Proposal 3: agree the XnAP CR R3-221276 and R3-221336 to support UP security policy update
3 Discussion 

3.1 Second Round
Based on the first round discussion, we would like to achieve the following tentative agreements based on the majority views:

Proposal 1: To capture in Chairman’s notes that the security policy for a DRB cannot be changed during the DRB lifetime
Proposal 2: Agree the E1AP CRs for R15 and R16 to support UP security policy update. 

Proposal 3: Agree the XnAP CRs for R15 and R16 to support UP security policy update. 
3.1.1 E1AP: Solution 1 vs Solution 3?

On how to introduce the updated security indication for E1AP, the company views are summarized as follows.

· Solution 1: CTC, Huawei, CATT, ZTE, Intel（fine with Both Solutions）, Samsung (slightly prefer), Radisys, Ericsson (slightly prefer Solution3), 8 companies
· Solution3：Nokia, Intel(fine with Both Solutions）, Samsung (slightly prefer Solution 1), Ericsson (slightly prefer Solution3), 4 companies.
Technically, the moderator understands that both solutions can work. Typically, considering the case where the gNB-CU-CP implementing the CR newly sends the Security Indication IE to a gNB-CU-UP not supporting the CR. 
· For solution 1, the gNB-CU-UP will ignore the IE. And for the security policy as “preferred”, the gNB-CU-CP will not receive the security result, then it can derive that the gNB-CU-UP does not supporting the CR. 
· For solution 3, with the new Security Indication Modify IE, the gNB-CU-UP will ignore the IE. Similarly, for the security policy as “preferred”, the gNB-CU-CP will not receive the security result, then derive that the gNB-CU-UP does not supporting the CR. 
Also one company commented that the behavior “release and add of DRBs” should be reflected clearly, e.g., in the procedure texts. This can be updated or commented into the CRs directly, e.g. add reference to TS 38.331. 
Based on the above summary, the moderator proposed to agree solution 1 unless still strong concern from companies.
Question 1:  Do you have strong concern of the Solution 1 and the corresponding R15/16 CRs? (the CR drafts are in the draft folder for review)
If you still have strong concern of the solution 1, please provide any view / comments on this topic below:

	Company
	Comment

	Nokia
	We have strong concern on solution 1 that it is not backwards compatible. Especially we disagree with analysis above of solution 1 and think that the not supporting target CU UP will reject. See criticality “reject”.

	China Telecom
	As the above analysis, no problem exists in solution 1. Technically, we can also accept solution 3 for compromise. 

	
	


3.1.2 Impact on XnAP for MR-DC
On Xn impact, the majority companies agreed to introduce a security indication IE and security result IE in the SN modification procedure in XnAP. 
And one company may question whether the behavior is the same as HO preparation, e.g., whether the security key is updated together. The moderator understands that the handlings of the security indication update would be the same as XnAP, and E1AP, and agree the company’s understanding. Taken the XnAP as example,

When the SN receives the updated security indication, it may release and add SN terminated bearers of the PDU session, and contain the results in the SN Modification Request Acknowledge message to the UE. 

· If the security key is not updated together, then the different DRB IDs have to be added. 

· If the security key is updated together, then the same DRBs ID can be added again.  
This can be visited/commented into the CRs directly, e.g., in procedure texts by referring to the TS 38.331 without the details. 

While one company questions this proposal and thinks that releasing/adding a DRB cannot be the done via DRB modification. The moderator understands this is PDU Session Resource Modification where the security policy is updated, but not the DRB modification. 
Also one companies thought only R16 CR is needed.
Based on the summary above, the moderator proposes to agree the XnAP CRs. 
Question 2: Do you have strong concern of the R15/R16 XnAP CRs (the CR drafts are in the draft folder for review)?
If you still have strong concern (or R15 CR), please provide any view / comments on this topic below:
	Company
	Comment

	Ericsson
	Yes. DC is different. SN is in charge of SCG-config, CU-UP is only in charge of UP. If something needs to be done, RAN2 needs to be consulted.

	Nokia
	NOK to impact R15.

	Samsung
	We also think RAN2 needs to be consulted.

	Huawei
	We try to make more clarification here. 
1 we can consider the scenario if the SN is gNB-CU-CP/gNB-CU-UP split case. 

Now we agree that the E1 CR is needed. Then when the MN receives the updated security indication in the path switch request ack message, it needs to send the SN-gNB-CU-CP in the SN modification request message, so that the SN-gNB-CP can send it to the SN-gNB-UP.
This means that XnAP CR is needed. 

2 in the RAN2 Reply LS, it described that: 

· enabling/disabling of ciphering or integrity protection of one or multiple DRBs can be achieved within one RRC reconfiguration message indicating release and add of the DRBs
RAN2 did not mention anything about the scenario (mainly related to the UE part)
then in case of MR-DC, when the MN receives the updated security indication, it can send it to the SN in the SN modification request message. Then for the SN terminated bearers, the SN can perform the DRB release and add accordingly, and include the “S-NG-RAN node to M-NG-RAN node Container” containing the “the CG-Config message as defined in subclause 11.2.2 of TS 38.331”to the UE. 
Note that in TS 38.331, the CG-config may include the scg-RB-Config including the DRB release and add. 

CG-Config-IEs ::=                   SEQUENCE {

    scg-CellGroupConfig                 OCTET STRING (CONTAINING RRCReconfiguration)    OPTIONAL,

    scg-RB-Config                       OCTET STRING (CONTAINING RadioBearerConfig)     OPTIONAL,

This means that XnAP CR is needed. 


	China Telecom
	In our view, both R15 and R16 CR are needed. 

According to RAN2 reply LS, the current RAN2 spec already supports the UP security update procedure for both single connection and MR-DC. So we understand there is no impact on RAN2.


3.2 First Round
During RAN3#113-e, the possibility to update the security policy of a PDU Session via the Security Indication IE contained in the BEARER CONTEXT MODIFICATION REQUEST was discussed. It was concluded that RAN3 first needed to confirm with RAN2 whether the enabling/disabling of ciphering or integrity protection of one or multiple DRBs can be achieved by intra-cell handover within one RRC reconfiguration message. According to the received reply LS from RAN2, the following information was given to RAN3:

In other words, from RAN2’s perspective, enabling/disabling of ciphering or integrity protection of one or multiple DRBs can be achieved within one RRC reconfiguration message indicating release and add of the DRBs. Additionally, in the same RRC reconfiguration message the gNB is not precluded to use reconfigurationWithSync. Furthermore, RAN2 also understands that the intra-cell handover alone is not sufficient for enabling/disabling of ciphering or integrity protection of one or multiple DRBs.

In this meeting, there are five discussion papers and nine CR/TPs on this issue. For the purpose of facilitating discussion, moderator copies proposals/conclusion from four discussion papers.

In the paper [2] from ZTE, the proposal is:

Proposal:
Remove ‘The value of this IE cannot be changed after the PDU session resource is set up.’ from semantic description of Security Indication IE in E1AP.
In the paper [5] from China Telecom, Huawei, CATT, the proposal is:

Proposal: Security Indication IE contained in the PDU Session Resource To Modify List IE in the BEARER CONTEXT MODIFICATION REQUEST message is needed.
In the paper [8] from Huawei, China Telecom, the proposals are:

Correct the semantics descriptions of the Security Indication IE included in the PDU Session Resource To Modify List IE, so that the security indication can be updated for the existing PDU sessions. 

Add the procedure texts for the Security Indication IE included in the PDU Session Resource To Modify List IE. 

For TS 38.423, add the security indication in the PDU Session Resource Modification Info – SN terminated IE in the SN modify request message, and the security result in the PDU Session Resource Modification Response Info – SN terminated IE in the SN modification request acknowledge message. 
In the paper [11] from Ericsson, the proposals are:
Proposal 1: Capture in Chairman’s notes that the security policy for a DRB cannot be changed during the DRB lifetime

Proposal 2:  Clarify in E1AP that the BEARER CONTEXT MODIFICATION REQUEST message can be used to update the PDU Session security policy without releasing the Bearer Context in case of mismatch between the security policy received at HO preparation and the one received at Path Switch

In the response paper [18] from Nokia, the proposal is:

Proposal 1: RAN3 to discuss this backwards compatibility aspect and make a decision.

3.2.1 Do companies agree to correct the semantics descriptions of the Security Indication IE?

All contributions agree to correct the semantics descriptions of the Security Indication IE included in the PDU Session Resource To Modify List IE.

Therefore, we propose to correct the semantics descriptions of the Security Indication IE included in the PDU Session Resource To Modify List IE, so that the security indication can be updated for the existing PDU sessions. 

Question 1: do companies agree to correct the semantics descriptions of the Security Indication IE included in the PDU Session Resource To Modify List IE?

If companies have different views, input is appreciated
	Company
	Comment

	Nokia
	No. To be backwards compatible we think that we should add a new IE instead.

	Intel Corporation
	We are fine either to correct the semantic of the existing IE or to add new backward compatible optional IE as Nokia proposed. 

Regardless of which way, we think it is better to describe the behavior correctly from RAN2 LS - i.e. release/add of DRBs. It means that, toward CU-UP, release/add of DRBs has to be requested together in the PDU Session Resource To Modify List IE when the Security Indication IE is included. It shall not be that the Security Indication IE is just included without release/add by the DRBs To Remove List and DRBs To Setup List.  

And if the security key is not updated together, the same DRB ID cannot be re-used when release/add, so new DRB ID shall be used to prevent COUNT re-use. But if the security key is updated together, the same DRB ID can be re-used at no problem. 

We think the above behavior should be correctly reflected, either in the semantic or by text description. 

	Huawei
	Yes

	ZTE
	Yes

	Radisys
	Yes

	CATT
	Yes

	Ericsson
	For sure, BC change is preferred. But changing the semantics only is BC compatible from ASN.1 point-of-view. So both solutions may be acceptable. If receiving node is not upgraded, it will ignore the old IE, even if semantics is changed. But it will ignore the new IE all the same.

	Samsung
	We’re ok with it. New IE is also acceptable.

	China Telecom
	Yes. 


On how to correct the semantics description of Security Indication IE, there are three options:

· Option 1[3][4][6][7][8]: to remove the current semantics description “” and add the procedure texts for the Security Indication IE included in the PDU Session Resource To Modify List IE.
· Option 2[12][13]: change to “This IE is used to correct the PDU Session security policy at handover.”
· Option 3[18]: to add a new IE to support backwards compatible
From RAN2’s perspective, enabling/disabling of ciphering or integrity protection of one or multiple DRBs can be achieved within one RRC reconfiguration message indicating release and add of the DRBs. And whether to use handover procedure to enabling/disabling of ciphering or integrity protection is up to implemenation. This means that intra-cell handover is not the only way to correct the PDU session security.

In response paper [18], it point out the backwards compatible issue in both Option 1 and Option 2. It gives a case that gNB-CU UP not supporting the CR but the gNB-CU CP implementing the CR. 
Question 2: Do companies have any preference on the above options?
Please provide any view / comments on this topic and the question in bold below:

	Company
	Comment

	Nokia
	We think we need a new IE to be backwards compatible.

	Intel Corporation
	We are fine with any option but as mentioned above, we think the behaviors of release/add of DRBs should be properly reflected when this Security Indication IE is included in the PDU Session Resource To Modify List IE.

	Huawei
	Option 1 is preferred. 

For option 2, there is no need to describe the “correct the PDU session security policy” in the semantic descriptions. This should be described in the procedure texts. 

For option 3, we don’t see the reason why the option 1 change is NBC. More explanation is expected. 

For example, if the gNB-CU CP implementing the CR newly sends the Security Indication IE to a gNB-CU UP not supporting the CR, we understand that the gNB-CU-UP just ignores this IE. And for the security policy as “prefered”, the gNB-CU-CP will not receive the security result, then it can derive that the gNB-CU-UP does not supporting the CR. 



	ZTE
	Option 1 is straightforward

	Radisys
	Option 1 is cleaner. Procedure text is needed to define release/add of DRBs.

	CATT
	Prefer option 1

	Ericsson
	Option 3. New IE is cleaner and will highlight the differences between the versions. "not used in this release" is probably a one way ticket, no return

	Samsung
	Option 1 is slightly preferred, but Option 3 is also ok.

	China Telecom
	Agree with Huawei. Option 1 is straightforward…

Technically, if CU-UP does not support this CR, it shall ignore this security indication as this IE is announced to not used in this release. 

Further, in our view, OMC can configure whether CU-UP supports this CR or not to CU-CP.


In paper [11], it propose to capture in Chairman’s notes that the security policy for a DRB cannot be changed during the DRB lifetime. 

Question 3: Do companies agree to capture in Chairman’s notes that the security policy for a DRB cannot be changed during the DRB lifetime.

Please provide any view / comments on this topic and the question in bold below:

	Company
	Comment

	Nokia
	Agree that security policy of a DRB cannot be changed during the DRB lifetime, but this is already from RAN2.

	Intel Corporation
	This is true, because, from RAN2 LS, a DRB has to be released and added anew whenever ciphering or integrity protection is enabled or disabled.

	Huawei
	Not very necessary. According to SA3, it is clear that the security policy for a DRB cannot be changed during the DRB lifetime. Also as indicated in the RAN2 LS ( also indicated in TS 38.331)  “enabling/disabling of ciphering or integrity protection of one or multiple DRBs can be achieved within one RRC reconfiguration message indicating release and add of the DRBs”

	ZTE
	Seems not necessary to capture in Chairman notes. It has clear state in the LS from RAN2.

	Radisys
	Agree

	CATT
	OK for us

	Ericsson
	Yes. If we’ve discussed this last meeting, it means that it was not completely clear. Now we’ve reached a consensus, it could be good to capture this common understanding somewhere

	Samsung
	We’re ok with capturing it.

	China Telecom
	We are fine to capturing it. 


3.2.2 Xn impact for MR-DC

For MR-DC scenario, the contribution [8] proposes to add the security indication in the PDU Session Resource Modification Info – SN terminated IE in the SN modify request message, and the security result in the PDU Session Resource Modification Response Info – SN terminated IE in the SN modification request acknowledge message.

Question4: do companies agree the impact analysis in the contribution [8]?
If companies have different views, input is appreciated
	Company
	Comment

	Nokia
	We are OK for R16 CR only.

	Intel Corporation
	We are also fine with adding Security Indication and Security Result. But we are not sure whether the behavior is the same as in HO preparation. Here, the SN has to release/add DRBs with different DRB IDs if security key is not updated together, or release/add of DRBs can be with the same DRB IDs if security key is updated together. 

	Huawei
	Yes. For SN terminated, MN will have to inform SN about the update of security policy, since the update requirement will come to MN not SN.

	Radisys
	Yes

	CATT
	Yes

	Ericsson
	No. This is different from E1AP. SN is in charge of SCG-config. Releasing/adding a DRB cannot be the done via DRB modification, because it has RRC impact

	Samsung
	We are fine with the scenario. However, the LS from RAN2 doesn’t say the MR-DC scenario. So it should need further analysis on whether RAN2 can support the scenario or not.

	China Telecom
	Yes. Agree with Huawei. In case of MR-DC, the MN shall inform the updated UP security policy to SN. So the proposed changes are needed.


3.2.3 Review the draft CRs
On E1 and Xn impact, we take the following CRs as baseline.
[1] R3-220809，Security indication in the modification procedure over E1 interface (China Telecom,Huawei,CATT)

[2] R3-220810，Security indication in the modification procedure over E1 interface (China Telecom,Huawei,CATT)

R3-220906，CR to 38.423 on UP security policy update (Huawei, China Telecom)

[3] R3-220907，CR to 38.423 on UP security policy update (Huawei, China Telecom)

Question5: Please provide comments on the above CRs 
 Please provide any view / comments on this topic and the question in bold below:
	Company
	Comment

	Nokia
	See previous comments. [1] and [3] are NOK. Please revise [2] as per R3-221045. [4] is OK.

	Intel Corporation
	As commented above, we think the behaviors of release/add of DRBs should be properly reflected in any CR.

	
	


4 Conclusion, Recommendations [if needed]

If needed
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