3GPP TSG-RAN WG3 #114bis-e
R3-22xxxx

17-26 Jan 2022
Agenda Item:
8.1
Source:
Huawei (moderator)
Title:
Summary of Offline Discussion on CB: # 3_IABKeyDerivation
Document for:
Approval
1 Introduction

CB: # 3_IABKeyDerivation

- IAB-donor-CU-CP derives and forwards KIAB to the IAB-donor-CU-UP, the KIAB is to be used between the IAB-node and the IAB-donor-CU-UP? Introduce a new IAB specific E1 procedure to enable the IAB-donor-CU-CP sending the KIAB to the IAB-donor-CU-UP? Introduce a list of IP address pair for IAB-donor-CU-UP and IAB-DU, with each pair for one KIAB ? Huawei, Lenovo, Motorola Mobility, Samsung
- Capture agreements and provide CRs if agreeable
(HW - moderator)

Summary of offline disc R3-220990
2 For the Chairman’s Notes
Propose the following:
For chairlady to copy

Detailed discussions
3 Discussion [if needed]
According to the incoming LS [1], SA3 made clear answer that, to support the IPsec protection for F1-U interface, IAB-donor-CU-CP should provide the PSK (KIAB) to IAB-donor-CU-UP via E1 interface when dynamic PSK for IKEv2 PSK authentication is used.
The draft CR [3][4] tries to propose stage 3 signaling design for this KIAB transfer from CP to UP, which mainly include the following:
· A new dedicated UE associated signaling/procedure “IAB PSK Notification” ;

· A list of IP address pair with each pair being associated with a PSK

· The existing AP ID is used to represent the IAB-MT
Companies are invited to provide comments on the details for stage 2&3 CR [3][4], e.g. whether a dedicated procedure is needed, whether a list of IP address pair is needed, etc.
	Company
	Yes/No
	Comment

	Huawei 
	Yes
	We think a dedicated signaling would be clearer, and a list of IP address pair is needed, according to SA3 spec that the IP addresses of IAB-donor-CU and IAB-DU are used as parameters for deriving KIAB, thus when the IAB-donor-CU-UP receives the KIAB, it shall identify the mapping between KIAB and IP address pair. The signalling should be UE associated since it is associated with an IAB-MT.
We also think both stage 2&3 CRs are needed, and open to further refinements if any.

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


4 Conclusion, Recommendations [if needed]
If needed
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